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Outline

• Discussion of Social Networking risks

• Attacks on Social Networking systems

• Discussion of Twitter and historical #FAILs

• Attacks and scams on Twitter

• Twitter Authentication Schemes

• Twitter Web Site Auth & Client App Auth

• Twitter Botnet C&C

• Areas for future research
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Social Networking: The Good, The Bad and The 
Ugly

• “Social” – as in a social disease

• High interaction
– Pokes, IMs, DMs, etc

– Customized profiles, rich content, multimedia, 
JavaScript

• Misplace perception of intimacy / trust in 
interactions
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Social Networking: The Good, The Bad and The 
Ugly (2)

• Lack of boundaries
– Security / Trust Boundaries
– Personal boundaries (not a technical issue)

• Nth degree of separation
– Graph Theory
– Any given node is likely to be closely 

linked to a malicious / compromised node
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Social Networking: The Good, The Bad and The 
Ugly (3)

• Leak your personal info like a sieve!
– Krishnamurthy & Wills, ACM WOSN’09

• Valuable for…
– Open source intelligence gathering
– Full spectrum penetration testing
– Targeted attacks & Spearphishing
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Social Networking: The Good, The Bad and The 
Ugly (4)

• Rich web environments, user submitted 
content
– XSS galore

– CSRF + user POST interactions

– Browser plug-in / media player vulnerabilities

– Good environment for wholesale exploitation 
of client-side vulnerabilities & social 
engineering
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Facebook Fail!
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LinkedIn Fail!
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Samy MySpace XSS Worm

• A cross-site scripting worm 
developed by 19-year-old Samy 
Kamkar

• The Samy Worm struck MySpace in 
on October 4th, 2005

• The author first updated his MySpace 
profile w/ the script
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Samy MySpace XSS Worm (2)

• Viewing an infected profile executed the script in 
context of victim's browser
– Displayed the string "but most of all, Samy is my 

hero" on a victim's profile

– Sent messages to the victim's friends containing the 
payload

– Added the Samy author as a friend of the victim

– Added a copy of the Samy script to victim profile
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Samy MySpace XSS Worm (3)

• Within 20 hours, >1 million users had run the payload

– One of the fastest spreading computer viruses in history

• MySpace eventually filed suit against Kamkar

• Kamkar pled guilty on Jan 31, 2007 to a felony

– Case was in Los Angeles Superior Court

– 3 years probation

– 90 days community service

– Undisclosed sum for restitution to MySpace
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Samy MySpace XSS Worm (4)

Source: ha.ckers.org
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Source: Samy Kamkar
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The Month of Facebook Bugs – September 2009

• Free bugs courtesy of TheHarmonyGuy

• FAXX (Facebook Application XSS+XSRF)

• Identified vulns in > 9,700 Facebook Apps

• Over half were approved “Facebook 
Verified Applications”

• 6 of the Top 10 Most Popular Apps

• 218M active users / month
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Socially Engineering Social Networks

• Viral propagation through social networking inter

• Current topics may be used to enhance 
effectiveness
– e.g., Twitter #trendingtopics

• Socially Engineer victim into installing loader
– Fake Multimedia Codec

– Fake Flash Player update

– Fake YouTube / Facebook sites
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Twitter’s Strategic Growth

• Global expansion via SMS users
– Bharti Airtel – 110M subscribers

– AXIS Indonesia

• MySpace and AOL partnerships
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Twitter #FAILs

• McGrew Security reports CSRF vulnerability
– April 2008

– Post update to your timeline when you visit 
page

• Twitter staging server exposed
– Damon P. Cortesi (@dacort), July 2008

– Initial fix was incomplete
• No Auth required if HTTPS
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Twitter #FAILs (2)

• Twitter Rank experiment
– Test how many uses would give away 

their login credentials for an bogus 
“twitter rank”
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Twitter #FAILs (4)

• User Search feature debuts w/ an 
XSS vuln
– December 2008

Source: Damon P. Contesi
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Twitter #FAILs (4)

• Info disclosure problems
– December 2008

– 3rd party sites could use Twitter API and JSON 
callback to determine a visitor’s Twitter 
username

$.getJSON("http://twitter.com/statuses/user_timeline?
count=1&callback=?",

function(data) {
alert("Username is: " + data[0].user.screen_name)
});
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Twitter #FAILs (5)

• Credentials to Admin interface 
compromised
– Admin interface was publicly accessible
– Twitter accounts of employees linked to 

admin logins
–Weak password = “happiness”
–May 2009
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Mikeyy Twitter XSS Worm – April 2009

• Twitter suffered an XSS worm outbreak over 
Easter

• Potential victim receives a tweet:
– “Hey everyone, join www.StalkDaily.com. It’s a 

site like Twitter but with pictures, videos, and so 
much more!”

• Link takes you to XSS attack payload

• Caused profiles to send similar Twitter msgs 
to their contacts
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Mikeyy Twitter XSS Worm (2)

Source: F-Secure Antivirus Research Weblog



www.secureworks.co
m

Page32

The Information Security Experts

Copyright © 2009 SecureWorks, Inc. All rights reserved.

Mikeyy Twitter XSS Worm – The Attack

Source: Damon P. Contesi
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Mikeyy Twitter XSS Worm – The Confession

Source: F-Secure Antivirus Research Weblog
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Mikeyy Twitter XSS Worm – Public Statement from 
Twitter
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cleaningUpMikey XSS Worm

Source: F-Secure Antivirus Research Weblog
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cleaningUpMikey XSS Worm (2)

Source: F-Secure Antivirus Research Weblog
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Mikeyy Twitter XSS Worm – The Perp
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Koobface Targets Twitter – Summer 2009

Source: Trend Micro



www.secureworks.co
m

Page39

The Information Security Experts

Copyright © 2009 SecureWorks, Inc. All rights reserved.

Fake YouTube Site Serving Koobface Loader

Source: Trend Micro
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Use of Twitter During Iranian Election Protests – 
June 2009

• Iranian protests over contested 
election

• Alleged use of fake protester profiles 
to draw in and ID those sympathetic 
to protesters

• Used to spread disinformation
• Mapping of social networks / contacts
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Twitter Disinformation During Iranian Election 
Protests

Source: Patronus Analytical
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Twitter Disinformation During Iranian Election 
Protests (2)

Source: Patronus Analytical



www.secureworks.co
m

Page43

The Information Security Experts

Copyright © 2009 SecureWorks, Inc. All rights reserved.

Internal Twitter Documents Disclosed – July 2009

• Twitter CEO’s account to a cloud-based 
office suite compromised
– Reportedly, Google Docs was being used

• “Hacker Croll” sends archive containing 310 
confidential Twitter docs to media outlets
–Meeting Notes

– Partner Agreements

– Financial Projections

– Twitter employee phone logs, calendars and 
even meal preferences
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Month of Twitter Bugs (MoTB / TwitPwn) – July 
2009

• Identified a total of 31 issues in July
– Aviv Raff
– 3rd party sites that integrate w/ Twitter
–Most sites were surprisingly responsive, 

some not
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Twitter “How To Hack” Campaign

• “How To Hack”, September 2009
• Fake Flash Player EXE via bit.ly 

shortened link
• ~92 hours, ~36K tweets, ~1.6 clicks 

per link
• Source: TwiGUARD
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Twitter Social Engineering Scams – 
BestFollowers.com

Source: Damon P. Contesi
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Twitter Social Engineering Scams – 
BestFollowers.com (2)

Source: Damon P. Contesi
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Twitter Social Engineering Scams – 
BestFollowers.com (3)

Source: Damon P. Contesi
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Twitter Social Engineering Scams – Twitter Porn 
Name

• #TwitterPornName
• Supply the following info:
– Name of 1st pet
– Either: name of street you grew up on

• or

– Name of head teacher in school

• What security questions are you asked to 
access financial accounts or reset 
passwords?
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Twitter Social Engineering Scams – Twitter Porn 
Name (2)

Source: Damon P. Contesi
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Attacks using/abusing the Twitter Service

• Aug 6th DDoS attack taking temporarily Twitter offline

• Related to Russia vs. Georgia armed conflict

• Hacktivists sympathetic to Russia launched DDoS to 
take down a political blogger “Cyxymu” supporting 
Georgia

• Unclear if “Joe Job” spam was to blame, brute force 
DDoS, or something more sophisticated
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Twitter Authentication Schemes

• HTTP Basic Authentication
– Legacy authentication method

– Continues to be used by many client apps

– base64(credentials) sent in the HTTP Request
• $ echo –n “username:password” | base64

– Relies on SSL/TLS for security

• OAuth
– 3rd party client apps / sites must register for 

OAuth account

– Adoption being encouraged by Twitter
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OAuth – Not a Silver Bullet

• Instead of providing username/password to 
3rd party client app or site…
– authorize access to your Twitter account via 

OAuth credentials

• Broad permissions
– Only Read or Read+Write

• Read permissions include Direct Messages 
(DMs)
– Privacy / information leakage issues
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OAuth – Not a Silver Bullet (2)

• Read permissions include Direct 
Messages (DMs) and protected 
Followers’ accounts
– Privacy / information leakage issues

• 3rd party client apps and sites store 
OAuth tokens instead of 
username/password
– An improvement, but not perfect
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Twitter as a Botnet Command-and-Control 
Mechanism

• Postulated this was possible in submission to 
DeepSec CFP in July 2009
– Planning to build a Proof-of-Concept Twitter C&C

• Found open source project implementing this
– KreiosC2, http://www.digininja.org/kreiosc2/

– Talk at DEFCON 17 by Tom Eston

http://www.digininja.org/kreiosc2/
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Twitter as a Botnet Command-and-Control 
Mechanism (2)

• Discovery of botnet using Twitter for C&C
– Jose Nazario, Arbor Networks

– August 2009

• Very simple architecture
– Bot Master maintains timeline: upd4t3 

– Base64 encoded URLs in tweets

– URLs lead to Base64 encoded blob of text

– Decodes to a PKZIP archive

– Archive contains a UPX packed infostealer Trojan
• Identified as Buzus by AV
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Twitter as a Botnet Command-and-Control 
Mechanism (3)

Source: Arbor Networks
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Twitter Website Authentication

• Home page w/ login form
– Loaded via HTTP, or HTTPS if explicitly requested
• No HTTPS redirect

– Login form submitted over HTTPS
• <form method="post" id="signin" 

action="https://twitter.com/sessions">

– Random “nonce” value: authenticity_token

• Effective mitigation for CSRF
• <input id="authenticity_token" name="authenticity_token" 

type="hidden" 
value="8c7faf8f57c384a479d404dfcac1fe4038535229" />
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Twitter Website Authentication (2)

• Also sets another hidden form field
– Not yet sure how this is used
–<input type="hidden" name="q" 

id="signin_q" value=""/>

• After login, falls back to HTTP…
– even if you explicitly requested HTTPS when 

loading home page w/ login form
– (Yes, Morgan @ Google, I doubled checked!)
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Twitter Website Authentication (3)

• Session Cookie _twitter_sess is passed back 
and forth (in clear-text)
– Expire set to “0”

– Have not tested if logging out will invalidate 
the session cookie on the backend. Hope it 
does!

• Risk of Session Hijacking / “Sidejacking”
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Twitter Client Application Authentication

• Most apps still believed to use Basic Auth

• Apps examined at least tried to use HTTPS

– The key word here is tried

– In testing, would fall back to HTTP if HTTPS unavailable

• Silent fall back, no visual indication to the user their credentials were just 
transmitted in the clear

– Haphazard validation of SSL Server Certificates

• Potential for attacker to masquerade as Twitter service

• Lots of fun to be had here!
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Twitter Client Application Authentication (2)

• Apps use 3rd party code for parsing
– Custom Twitter XML document types

– JSON

– RSS

– Atom

• Client app open attack surface on these libs
– Think about known vulns in XML parsing libraries, 

for example…

– Evil Twin Twitter Service / MitM could return 
maliciously crafted API response



www.secureworks.co
m

Page63

The Information Security Experts

Copyright © 2009 SecureWorks, Inc. All rights reserved.

Twitter Client Application Authentication (3)

• Some client apps are inconsistent in 
their use of HTTPS vs. clear-text HTTP
– TweetDeck discovered to leak 

credentials for at least one type of API 
request
• “Integrated Profile Viewing” feature exposed 

Basic Auth credentials
• SecTor conference “Wall of Shame” 

surprised many



www.secureworks.co
m

Page64

The Information Security Experts

Copyright © 2009 SecureWorks, Inc. All rights reserved.

URL Shorteners

• Adoption has been driven by micro-
blogging services such as Twitter

• Adds a layer of indirection and 
obfuscation

• Many found to have XSS, other flaws
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Areas for Further Research

• Exploitation of Twitter client 
applications

• Twitter website session hijacking
• OAuth
– Validation of trust model
• What could be achieved by a malicious or 

compromised OAuth provider?

– Further research needed to better 
evaluate OAuth attack surface
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gr33tz to DC404 and
Freeside Atlanta 

hackerspace
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Many thanks to the 
DeepSec organizers and 

staff!
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Contact SecureWorks:

877-905-6661
or

info@secureworks.com

Questions?
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