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» Provide guidance and best practices for software development from a
regulatory compliance standpoint
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» Background
m Need for regulatory compliance
m Intent of regulatory compliance
m Approach of regulatory compliance
|

Disconnect between the regulatory compliance and the developer
community

» Technology Recommendations
» People Recommendations

» Process Recommendations

» Questions
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Background

» The need for regulatory compliance

m (In)Famous cases — Data Breaches

» Heartland Payment Systems — Payment card data breach
Millions of payment card details compromised

» Telstra — Personal account information data breach
Over 200,000 customers affected

» Massachusetts community hospitals — Health information data breach
Over tens of thousands of patients impacted

» Veteran Affairs Data Theft
Personal details of over 26.5 millions stolen

» Intent of regulatory compliance

m Safeguard the sensitive data
» Ensure confidentiality and integrity of the data
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Background

» Reason for disconnect between the regulatory compliance and the
development community

m Regulations most often indicate the end goal however they do not talk
anything about how to achieve this end goal

m Language and context of the regulatory compliance tend to be directed
towards “legal” community rather than “technical” community

» Impact of non-compliance
» Fines, Legal punishment, Public embarrassment, Lack of customer confidence
» Etc...

» Approach of the regulatory compliance
m Physical Security
m Infrastructure Security
m Operational Security
m Application Development Security
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Background

» Example regulatory compliance
Name Purpose / Scope

Payment Card Industry (PCI) Applies to systems dealing with
payment card data

European Union Data Protection Applies to systems collecting,
Directive processing and releasing personal data

Health Insurance Portability and Applies to systems dealing with
Accountability Act (HIPAA) personally identifiable health information

Sarbanes-Oxley (SOX) Applies to all public companies and is
concerned with the confidentiality and
the integrity of financial reporting

Basel I Applies to systems that deal with

personal financial information
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Technology Recommendations

» Map the regulatory compliance requirements into developer technical
categories
m Data protection in storage and transit
Authentication
Authorization
User and session management
Data validation and exception handling
Auditing and logging
Configuration management
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Data Protection in Storage and

Transit

Do i =
I° NOT use homegrownlln—house developed cryptographic algorithms

Use well known (tried and tested) libraries for cryptography functions:

#—

Use strong one way hashes to ensure integrity of sensitive data in transit |

one way hashes rather than reversible "‘.‘

ossible, use strong confidentiality

Whenever p ithms to ensure

encryption algo!

Mask sensitive data

- —
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Data Protection in Storage and

Transit

/ fr amewor k provided key stores to store the key |
S "‘

Consider using a 2 ke
_ Y approach. Data encryption k i
‘accordance with a key encryption key (KEKr)S.Ip reiash

Provide support for split knowledge and dual control

~ "\

( )

random salt and keys I‘I
key rotation (at least annually) |

support key revocation and

| .
—
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Data Protection in Storage and

Transit

|
O
nly support SSLv3/TLSV1

—

|
—

Only support strong ciphers (> 128 bits)

-

f’
LServer certificate must be issued by a well known tru

sted certification

authority

the server certificate |

jcation must validate




Authentication

|
'Existing single sign

—

-On solutions such as Active Directory

‘ —
Two factor authentication schemes

-

f—

tive data as an user identifier

Do NOT use sensi
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Authorization

Perform a . .
uthorization ch
ecks for
. every request

Check if the subject (for e.g. user) has the privilege to perform the action |
(CRUD - create, read, update and delete) on the object (for e.q. data
‘element such as an account)

’

Do not use hidden fields for user / role identifiers

cookies for role identifiers

Do not usé

-
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User and Session Management

\

V

Set initial pas
swords to
‘expired a completely random value and mark it as

LSupport disabling and re-enabling of user accounts

Use framework issued session identifiers

r about security sensitive events ol

Email notifications to the use

imeout with a maximum

support confi

Of 15 minutes
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Data Validation

LParameterized queries to prevent SQL Injection

L

/’—
Safe APIs to prevent command injection

Bind queries to prevent LDAP injection,

&

ent XPATH injection 4_‘

Parameterized XPATH queries 0 prev

- s
event Cross site scripting attac

|

B ing to pr
HTML output enced
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Error and Exception Handling

'Handle all known exceptions
\

\

P—

|
‘
l'

\

/
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Auditing and Logging

The audit |og fi
og file sho
gw L>nould be ab
hom and when". '® 1o answer the queston "Who did what to|
The following actions must be logged: ‘I:

*All"attempts (failedor successful)to access (add; read; update; delete)
* All administrative actions

« All login attempts (failed or successful) to the application
In addition, the following metadata information must be logged for every |
{event to ensure traceability: |

< The date and time when the action was performed
. The source of the action e.g. the |P address

« The subject (user) requesting the acrtig;\“ure ‘
The result of the action - Success O ,‘I‘.
st NOT be logged

[ o 4 application
{The following data M4 - Jinentication data a2

objects

numbers, sensitive
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Configuration Management

*Loglocation= Database; Fileetc:
* Log level

* Log maximum size
* Log archival strategy — Log rotation, Log wrapping etc.

Do NOT use default credentials for any third party / COTS component

L N\

part of the application

I

i as
For all new user / service accounts created

installer / runtime |
ault / fixed credentials

| =

. Do NOT use def
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Recommended Best Practices

» Cryptographic algorithms

Symmetric cryptography AES-512
Asymmetric cryptography RSA-2048
One way hash / MAC SHA-512, HMAC-SHA512

» Password controls

Password Length At least 8 characters

Password Complexity 1 upper case, 1 lower case, 1 numeral and 1 special character

Password Expiry 90 days at a maximum
Password History Disallow at least the most recently used 4 passwords
Account Lockout 5 consecutive failed attempts
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The Macro View

» What we focused on so far were the technical aspects

» Most regulatory compliance laws will also focus and impact the
software development lifecycle

» Let’'s see those next
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People and Process

Recommendations

Train the g
L evelopment team in the fields of software security B

»Establish Secure coding guidelines B

|

‘Monitor all third party libraries and components being used for
vulnerabilities

f
! curity code reviews
Perform prompt security

ecurity testing of every change B

Perform prompt s

: : |
ain the testing environmen

produgction dat

‘Do NOT usé

Epund

‘essional Services A DIVISION OF McAFEE



References

Defining the Developer’s Role in achieving PCI-DSS compliance (Coming soon) - www.softwaremag.com

2. Regulatory Compliance Demystified: An Introduction to Compliance for Developers -
http://msdn.microsoft.com/en-us/library/aa480484.aspx
3. Compliance: What Architects Must Know - http://msdn.microsoft.com/en-us/library/bb421526.aspx
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