Cloud-based Log Analysis and Visualization
DeepSec 2010, Vienna, Austria
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Raffael (Raffy) Marty

* Founder @ R eJ:3=44Y,

* Chief Security Strategist and Product Manager @ Splunk

* Manager Solutions @ ArcSight
* Intrusion Detection Research @ IBM Research

* [T Security Consultant @ PriceWaterhouse Coopers

Applied Security Visualization oo n
S g

APPLIED Publisher: Addison Wesley (August, 2008)
VISAL!ZIN ISBN: 0321510100
""""""""" Iél ’® ‘ -l Y
Rt
B _
\' f.i:‘l;;--.. (l [ ( er %
DAVIX
@ ry

.-, Logging as a Service 2 © by Raffael Marty



Agenda

e|ntroduction eVisualization Tools
eBeaver Challenge eVisualization in the Cloud
eThe Cloud eVisualization Use-Cases
eVisualization eVisualization Resources
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The Public Cloud

@ ¥ &)

IaaS — InfraStru Ctu e ebsenvioes rackspace " terremark oyent pay
Google By
— - . Ag. 1l herok
Paa$S - Platform % 20, Anre roku

SaaS - Software PAGERDUTY Otwille

What is really new and has changed?

LaaS - Logging

o Q
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Visibility and Big Data
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«Monitoring e
-Performance
- Availability
-Ephemeral Infrastructure

laaS - Similar to before

PaaS - Lack of Infrastructure

: — RlinAd?
+Security Saa$ - Blind:

-New Threats
Application Instrumentation

-New Vulnerabilities :
and Logging

-Different Risk Distribution

o Q
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Big Data

° NOSQL @ .mongoDB !o“cﬁ
*Distributed data stores  _ Bwemmastore i
“/»W Cassandra At

*Distributed queues

OMQ  Rabbit %

*Map reduce . N & %0
P ChEdbem ‘cloudera < 5
e TL (Extract, Transform, Load) == X
%
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Information Visualization

*Better tools and capabilities

QO

* Across disciplines

‘)
R - ov

More instrumentation

- Dichotomies Vo

D X

davix.secviz.org
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Open Your Eyes
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Information Visualization?

< A picture is worth a thousand log records. ﬁ

A
N '\

Explore and Inspire
Discover 0 9
) 4
o "

Answer a  Pose aNew Increase Communicate  Support
Question Question  Efficiency  Information Decisions
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Visualization Tools



Reporting vs. Visualization

*Reporting Libraries *Visualization Libraries
-HighCharts -TheJIT
-Flot -Graphael
-Google Chart API - Protovis
-Open Flash Chart -Processing)S
-HTML5 -Flare

JavaScript vs. Flash vs. XYZ

o g
.-, Logging as a Service 12 © by Raffael Marty



HighCharts

110 events last 24 hours

* Click-Through

*On load
-near real-time updates * AJAX data input via JSON

«/00Mm
http://www.highcharts.com/

0 Logging as a Service 13 © by Raffael Marty


http://www.highcharts.com
http://www.highcharts.com

Google Vlsuallzatlon API

::‘ L .‘:aa\n
_ [oranges o —
—————————————
Advea v | Trals
Sales * Ly | 0 500,000 1,000 000 1,500,000 2,000,000
11188
- > ~ Cepe

http://code.google.com/apis/visualization/interactive_charts.html

* JavaScript e s
*Based on DataTables() =

U Craan

*Many graphs

|
£~ Momory /"".l f~ c A ,r"'\ A
* Playground (=) )C")
oY s o™y

- http://code.google.com/apis/ajax/playground
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ProtoVis

* JavaScript based visualization library

Protovis A GRAPHICAL TOOLKIT FOR VISUALIZATION
| |
. ‘ h a rtl n g Overview Examples Documentation Paper Download
Gallery Protovis A GRAPHICAL APPROACH TO VISUALIZATION

Protovis composes custom views of data with simple marks such as bars and dots. Unlike

‘ low-level graphics libraries that quickly become tedious for visualization, Protovis defines marks
through dynamic properties that encode data, allowing inhertance, scales and layouts 10 simpify
construction.

Protovis is free and open-source, provided under the 8BS0 Licensa. It uses JavaScript and SVG

for wed-native visualizations: no plugin required (though you will need a modem web browser)!
Although programming experience is helpful, Protovis is mostly declarative and designed 10 be

*BoxPlots

This project is led by Mixe Bostock and Jef! Heer of the Stanford Visuaization Group, We
Download Protovis 3.1 » protovis-3.1.zip (774 KB
Parallel Coordinates o

October 1, 2009 - Release 3.1 1s avallable, lncmdmgmnorwgm We've also spruced up the
home page and examples gallery In anticipation of Vis\Week 2009,

September 19, 2009 - Release 3.0 is avalable, Including major performance improvments, bug

. Treemap Layout fixes, and handy utilities such as scales and layouts. We've also moved all the gocumentation
10 the wikl s0 that we can more easily keep It up-to-date. New tutorials, examples, and

http / /VIS stanford edu /protovis/

Logging as a Service 15 © by Raffael Marty
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The_J IT http://thejit.org/

* JavaScript InfoVis Toolkit

*|nteractive
Link Graphs

Matt Cgme[r)cﬂs‘gmﬂ% rlain
Dayve Abbruzzese

Jack frons—

- T —
Mike-McCready Pearham
Pearl Jam &typ’ress Hill__

X -
Neil Young &Pearl Jam
eddigVedder

ff AY
Stone Cossarc;e NS
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Processing

eVisualization library
eJava based
e Interactive (event handling)
e Number of libraries to
-draw in OpenGL
-read XML files
-write PDF files
e Processing JS

Visualizing
Data_ *g
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-JavaScript
_HTML 5 Canvas http://processingjs.org/
-Web IDE http://processing.org/
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Data Visualization
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LaaS - Logging as a Service

* Log collection

* all data in one place » No installation « Great scalability
 Easy configuration < 7x24 availability

* Log storage and Mmanagement |
* NOo maintenance * Pay as you go

* index, storage, archive

* Extremely fast log search across all your data
* data source agnostic (no parsers)
* innovative Web shell

* APl log access

* oAuth authentication

* always on

&0 Logging as a Service 19 © by Raffael Marty



AfterGlow Clou
Loggly

JSON

/api/oauth/authorize/ Jaccounts/login/ /apifoauth/access_token/ JapVsearch/ /api/oauth/request_token/

AfterGlow 16.0

Search Params AfterGlow Params
Subdomain logdog Split nodes? ¥ CSV
Search inputname:logglyweb Split Mode | One unigue event node ?}
Parser/Field | Select Parser (3] [ %] Print node count ()
Regex A(\d+\.\d+\.\d+\.\d+)\s+\S+\s+\S+\s+\[.*2\\s+\"GET (*)(2:\?[ Color Config
Rows 20 Filter Config
Threshold: ©

Source fanout:

Event fanout:

Cluster Config [ Select Clustering for Source ') | Select Clustering for Target -4
Node labels? ()

Two nodes only (not three)? #
Default Edge Length 1.2

o g
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Visualization Use-Cases



Old Skewl

Yesterday Today - Cloud
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Traditional Style
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The Analysis Approach

Details on

Overview first Zoom
demand

| i wvh Ve | A Sy T e | s it | Ui v | W ey B s [ Nt e g 18

' "
- =R ™~ . :ﬁ . zrlram@prod> search failure

b R ' . t - 2010 Nov 25 08:50:24.367 localhost loggly: severity=INFO,AXES:
ad ! - - g - - 2010 Nov 25 08:50:21.844 localhost loggly: severity=INFO,AXES:
o ' - K1 Y 2010 Nov 25 08:49:43.303 localhost loggly: severity=ERROR,requ

. - g S reason=invalid subdomain access,subdomainsprod
. 1 . N 2010 25 08:49:26.390 localhost loggly: severity=INFO,AXES:
R R | S ———— R . \ e - 2010 25 08:49:24.193 localhost loggly: severity=INFO,AXES:
. _— 2 \ . - 2010 25 08:49:21.774 localhost loggly: severity=INFO,AXES:
- - - - ' | 2010 25 08:48124.350 localhost loggly: severity=INFO,AXES:
2010 25 08:48:21.797 localhost loggly: severity=INFO,AXES:
- - ‘ o A - 2010 25 08:48:05.407 localhost loggly: severity=INFO,AXES:
I I I - . & § 2010 25 08:47:24.882 localhost loggly: severity=INFO,AXES:
I I I I I I I I I I I ' I - . : — \ From:, Until:, Search:, Sort Order:, Results:
| .y - % . - Pages: [? m_[ﬁ Jump to page: -

Principle by Ben Shneiderman

g‘, Logging as a Service 24 © by Raffael Marty



NetFlow Visualization

Size = volume; brightness = spike. Big + bright = Interesting! 2010/05/24 10:30:06 ~ 2010/05/24 16:24:29

* Treemap

* Protovis.JS

NSO X L"~-".~ '."‘:

} ner t avVv : 2
SSQL (Microsoft SQL Server
database management system)

e Size: Amount

1.19/h, 7 total
Av:0.1, Stdev:0.4

* Brightness: Variance

* Color: Sensor

* Shows: Scans -
bright spots

* Thanks to Chris Horsley

Logging as a Service 25 © by Raffael Marty



Firewall Treemap
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S, .
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A 14

A - 14
A - 14

Logging as a Service

193.73.184.8:
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Firewall Log

Destination IP

111.141.69.42:
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193.19.2274.3:
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183.192.227.3:
209.69.137.4:
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IDS Signature Tuning

Top sighatures

ot

= z 5 5 5 L3 2
2 2 2 4 4 g z
v T v T R v 3
3 T 2 2 3 - .
8 3 5 5 8 4 g

I ) ’ z

g : % : i

-~ < %
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Signhatures Over Time

count of _raw vs. time by name for results in the past 60 minutes

l B ICMP Echo Reply
I B ICMP PING
[\ B CMP PING *NIX
| _J ICMP PING BSDtype
) ICMP PING NMAP
l B SNMPtraptcp
! | B ICMP Desiinztion Unreachzble (

l
N a\ N N AN N paN paN paN paN N\ paN
10:49 1053 1057 1101 1105 11409 113 1117 1121 1125 1129 13 1147 1141 1145

o g
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IDS Sig Tuning - Treemap

E— T oo 1t moming || cursesnis e sl Hierarchy:
Source
Destination
Signhature

WoRNH | ||| SCAN | WeW]

T : Number of Events
— =l Color: Service
T Size: Number of alerts

ICMP Destination Unreachable (P |
1213.144.13 '2_——_13 144.1

[WEB-IIS h | | [ICMP 3 (0
1,022 ||| =3 l |
162.4/193.12 3. 57.
METr
WEB-ATTACKS Jetc/inetd.conf access WEB-TI ' g 1
|152| |5 —
| _Ed |HH I

9% < . .
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IDS Sig Tuning - Treemap

- “. -
WEB-ATTACKS /etc/inetd,.conf access

_ .

213.144.137.66 213.144.137.81 213.144.13
8-S header field buffer over || ICMP PING *NIX [ICMP E J|[SHELLC [SH

8-l SMTPRCPTTOO

213.144.137.88

.202. 77 .8 1219.91194,
B-IIS F

16 9 9|21]24(1 |2 |2

B-MISC Trans: PO 1
T ——————— w— | |- “ Zl
[ 2=

213.144,137.83
ICMP Destination Unreachable E 213.14 195

ICMP 19

2
2 | 3

S || e 1|
13

11

ICMP Time

213.144.137.88
ICMP Destination Unreachable (Protocol Unreachable)

ICMP Time-

213.144.13

ICMP PING * BIWEB-MISTS

ICMP D |SM
==

F|P wss-ms S

Logging as a Service

(s ] | e

'V\

2]

=
A

r—<

213.144.137.88

13.

B-MS heade |ICMP

.144.

Dcsunanon AT |[IC WWWOI.E TCP tr

SCAN Proxy (80

.

B-MISC i

B~PHP con S

13 144.137(11213.144.1371(213.144.13 |1213.144.1

ICMP

21341213, 8213,

SMTP ICMP [JIISMTP RC
Pl I' il

ICMPOS SM
— L
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K:MPi mT B
==

13 8213 J§j213 |{l213 8213

31

14
ICM[IC

1311213

Hierarchy:
Source
Destination
Signhature
Number of Events
Color: Priority
Size: Number of alerts
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IDS Sig Tunmg reemap

[119:4:1] (http_inspect) BARE BYTE UNICODE ENCODING [115.15:1] (http_inspect) OVERSIZE REQUEST-URI DIRECTORY
Hierarchy:

Signature
Source
il Service (Port)
ma Color: Priority
Size: Number of alerts

209.11.34 131

209.11.34 137

209.11.34 129

64 154 80 44 64 154 80 49 64 15480 47

202.39.22 203.73.

32 13]i3[17
13
20

209.11.34.

64 15480 45

13

641548048 [2083348103 [20833 [2083348101[14[2 ;
R B [{1:1042 8] WEB-IIS view source via tran .
20 [21 21 121164 64 |l ~ 32245166119 [207.166.:8
01202 |1
Jemi=—11L11
64 154 80 43 T2 RO,
| e g e
20 21 THH 32220 I
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Visualization Resources



http://secviz.org

e LISt secviz.org/mailinglist e

SecViz - Security Visualization =~

* Twitter: @secviz

Vv

D

davix.secviz.org

Discuss Explore

[ e Ll S

N

g‘, Logging as a Service 34
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http://secviz.org
http://secviz.org

Applied Security Visualization

* Bridging the gap between security and visualization *

* Hands-on, end to end examples

 Data processing and analysis APPLIED
SECURITY

VISUALIZATION

Chapters
* Visualization » Compliance
» Data Sources * Insider Threat RAFFAEL MARTY

* From Data to Graphs - Visualization Tools
Addison Wesley (August, 2008)

* Perimeter Threat ISBN: 0321510100

;, Logging as a Service 35 © by Raffael Marty



loggly

about.me/raffy

We are hiring!


http://loggly.com
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