Passwords in the Wild
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Network Security




My blog...

SkullSecurity.org
Random research, rants, etc.
Nmap dev news
Password database

| post updates to Twitter
https://twitter.com/iagox86


https://twitter.com/iagox86

My job...

Tenable Network Security

Makers of the Nessus vulnerability scanner
| do research, reverse engineering

Giving talks
Plugins: @TEBH \BIlFE
ms10-070 remote Network Security

ms10-075 remote
Padding oracle checks
ActiveSync audit (not yet released)
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My other joDb...

Dash9Security.com

Vulnerability
assessment

Penetration testing
Training
Etc.

Local to Winnipeg. for
now
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And finally...

Developer for Nmap
Wrote smb-* scripts
Lots of http-*
Conficker detection
dhcp, ftp, etc etc.

Next projects...

IPv6?
Other ideas?
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Password cracking

Hashing
One-way conversion of password — hash
Eg. md5, shal, sha256, etc

md5:
Password: '123456'
md5: e1l0adc3949bha59abbe56e057f20f883e



Password cracking

Salting

Add something random to each password before
cracking

Eg: the username
md5('123456') => md5(‘'ron123456")
Prevents pre-computation attacks
Significantly slows down cracking:

md5 (unsalted) 5.625.000 499.036.000.000
shal (unsalted) 2.613.000 107.168.000.000

shal (salted) 2.447.000 2.472.000
blowfish (x32) 753




Why crack passwords?

Login Join Twitter!

Just used Metasploit Pro to pass the
hash. 1 shell becomes 89.

ﬁ n00bznet
R n00bz.net




Password cracking

Cracking a hash
Essentially, a bruteforce

Try every possible password for a hash, see what works

eg. hash = el0adc3949ba59abbe56e057f20f883e
md5(‘password’) = 5f4dcc3b5aa765d61d8327deb882cf99
md5(‘gwerty') = d8578edf8458ce06fbc5bb76a58c5ca4

md5('123456') = el0adc3949ba59abbe56e057f20f883e
— Found it!



Password cracking

Standard tool: john the ripper
Free / opensource
Created / maintained by Solar Designer (in Russia)
Fast. customizable, etc
Supports about 50 hash types
Lanman
NTLM
MD5 with all kinds of salting
SHA1 with all kinds of salting
Linux. Unix. BSD password files
SQL Server. Oracle



John the Ripper

--wordlist

Use your own base list

Default list is ~3100 entries
--rules

Used for mangling

Each password becomes ~50

Easily extensible in john's config
--stdin

Write you own mangler. etc

Not compatible with --rules
--stdout

Output the candidates instead of checking

Password
passwords
passwordl
Passwordl
drowssap
lpassword
PASSWORD
password2
password!
password3
password’
password9
password5
password4
password8
passwordb6
password0
password.
password?
psswrd
drowssaP
Drowssap
passworD



Dictionaries

Use your own --wordlist
Easiest/fastest way to crack passwords
Can be general or specific to the breach

List of general dictionaries:
http://skullsecurity.org/wiki/index.php/Passwords


http://skullsecurity.org/wiki/index.php/Passwords

Dictionaries

Examples of general dictionaries
English words
German words
Cities
Names
IMDB

Facebook



Quick aside — story!

Facebook data harvester speaks out
By Daniel Emery

Technology reporter, BEC Mews

Facebook directory - parsonal details for 100 million users

Type: Other > Othar

Files: 11

Size: 2,79 Gig (2991052604 Bytes)

Tag(s): facebook directory 100 million details
parsenal secunty shull sccess bowes

Quality: +0 =0 (0)

Uploaded: 2010-07-28 16:58:11 GMT

By: phatwaraz &

Seeders: 255

Lecchers: &79

Comments 3

do you have a facebook?

OV

F DOWHLDAD THIS TORRENT (MMAGHET LINEFF PIRATE CHAT
The torrent is attracting hundreds of downloads

The man who harvested and published the personal details of
100m Facebook users has spoken out about his motives.




Dictionaries

General dictionaries (continued)
Words from the holy bible

Words from various wikis
Star Trek
The Muppets (yes, the muppets)

Wikis on Wikia (including Wikipedia) can be downloaded
In . XML format



Dictionaries

General dictionaries (continued)

Other breaches
Nmap, john the ripper, Hydra, Cain&Abel, etc
All have built-in dictionaries based on common passwords

Among the most efficient for their size

Avallable on my wiki
http://skullsecurity.org/wiki/index.php/Passwords


http://skullsecurity.org/wiki/index.php/Passwords

Dictionaries

Site-specific dictionaries
Let's say a Star Trek fansite was breached
(okay. any geek site)
First thing to try is Star Trek passwords
The site itself
wget -r
The site's database

carders.cc, phpbb
| don't distribute these, generally



Dictionaries

Simplest command to build dictionary
cat input.txt |
tr 'A-Z' 'a-z' |
sed -r "s/[%a-zA-Z20-9% +-1/ /g" |
tr ' ' '"\n' |
egrep -v '$*' |
sort -S2048M |
uniq -c |
sort -S2048M -n -r >
output-withcount. txt

cat output-withcount. txt |
cut -b9- >
output. txt



Aside: Carders.cc

Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help

\::I @ - @ |D http:/skullsecurity.org/carders/messages.php?:  » |-"lv http/rmulermi@y @ -

o| http:/jskullsec...=12074&search= | g5 v

Back

Posted by Q7 (170.93.32.89 or 84.171.5.78)
paypals

At 2010-04-26 13:26:40

habe 2 pp mit cc veri +mail kriegst sogar noch 2 pp mit

bank veri die gehen meisten auch mit lastschrift aber nur
bis 500 euro

Posted by Solaro (105.132.145.39 or 91.37.251.52)
Re: paypals

At 2010-04-26 13:28:41

Okay sry schenke dir nur wenig vertrauen , dann send mir
einfach schonmal ein pp mit cc dann bekommst die erste
10ner psc, dann schickst mir den anderen udn du
bekommst die andere ;)

Ist es okay 4x5 Psc zu bekomm ?

Gruls

|Dcne




Aside: Carders.cc

tozilla Firefox

File Edit Wiew History Bookmarks Tools Help

\:] m;ﬁ - @ |o httpj/skullsecurity.org/carders/messages.php?: - |-1"lv http:/frmulermi@y @ -

o| http:jjskullsecu...earch=[0-9]{16} | gk

e o WS LW L WS

Posted by alternate (132.102.222.168 or
77.12.198.133)

Re: (No subject)

At 2010-04-26 18:10:16

Herr Stefan Michels Nievenheimer Str. 97
Dusseldorf DEU 40221 pluto27 @arcor.de
27 01 1973 SpecialNews'0O 'N N CC
493 °74 652 06 2010

Valid :)

Stellst du die PS wenn du die BBs cardest?

Posted bv alternate (132.102.222. 168 nr|‘

Done




Breaches

Will cover 10 different breached sites
Normal sites: myspace, phpbb, rockyou
Finnish sites: alypaa, finnish-unknown
Religious sites: faithwriters, singles.org
Adult sites: tuscl, porn-unknown
Hacking sites: carders.cc

The incident, statistics, other detalls

All breaches can be found on my wiki
http://skullsecurity.org/wiki/index.php/Passwords


http://skullsecurity.org/wiki/index.php/Passwords

myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

MySpace

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




MySpace

Exposed by a phishing attack

Poor guality
Targeted “phishable” users
Some users knew they were being phished

One of the first major breaches — 2006
Target of significant research

21 ]
i myspace



Top-10 passwords:

Password
passwordl
abcl123
fuckyou
monkeyl
lloveyoul
myspacel

fuckyoul

numberl
footballl
nicolel

MySpace



MySpace

Dictionaries vs. MySpace

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

German .
US cities I

Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

PHPBB

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




PHPBB

Exposed by SQL Injection
Biggest breach at the time — January/09
Second biggest (public) breach of all time

Passwords were MD5 hashed
Currently. 184.389 out of 189.667 are cracked
That's 97,2%
(And that's why plain hashing *sucks?*)




-

Top-10 passwords

PHPBB

123456
password
phpbb
qwerty
12345

12345678
letmein
111111
1234
123456789

S |



PHPBB

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Rockyou

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Rockyou

Exposed by SQL injection
Largest breach of all time, by far
Passwords were plaintext

Best sample ever released
Statistics are exceptionally useful

roCKyou




Rockyou

| Top-10 passwords

-
-
:

123456

12345

- 123456789
password

§ iloveyou

I [l princess
1234567

rockyou
12345678
abcl123




Rockyou

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Alypaa

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Alypaa

“Smart Aleck”

One of the better non-English breaches

Not clear how the breach happened
Likely SQL injection again

Passwords were plaintext

One of the smaller breaches, but useful

diyp

aa.
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Top-10 passwords

Alypéaa

salasana
123456
perkele
12345
qwerty
514007
kakka
moikka
paska
koira

(password)

(devil)

(poo)
(bye)
(crap)
(dog)

S |



Alypéaa

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Unique
37.144

184.389
14.344.391

1.384
36.323
8.348
12.234
38.820
8.089
1.904

Finnish-Unknown

Total
41.545

255.421
32.603.387

9.135
50.795
9.755
16.250
50.028
10.000
5.062




Finnish-Unknown

Found by accident

Passwords were stored in four ways:
Plaintext
md5
shal
Salted shal

Cracked ~75% of unsalted, ~50% of salted

T



-

Finnish-Unknown

salasana
123456
perkele
12345

qwerty
VQsaBLPzLa
514007
kakka

moikka
paska

(password)

(devil)

(spammer)

(poo)
(bye)
(crap)

S |



Finnish-Unknown

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Faithwriters

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Faithwriters

Religious book site

Allegedly breached by access problems

(ile. changing user.php?id=3 to ?id=4)

Admins deny the compromise happened. no information
Passwords were plaintext

if_a_ithWI:iters




Faithwriters

Top-10 password

123456

writer
jesus1l
christ
blessed
john316
jesuschrist
password

heaven

S |



Faithwriters

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Singles.org

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Singles.org

Religious dating site

Compromised by access problems

If you knew 6-digit account number, you could access
profile

Passwords were displayed on profile

Singles Connection



Singles.org

Top-10 passwords

123456
jesus
password
12345678
christ

love
princess
jesusl
sunshine
1234567




Singles.org

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Tuscl

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Tuscl

“The Ultimate Strip Club List”

Compromised by SQL injection
September, 2010

Passwords were plaintext



-

Top-10 passwords

Tuscl

password
123456
tuscl
stripper
qwerty
12345
12345678
1234
baseball

monkey

S |



Tuscl

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Porn-unknown

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Porn-unknown

Found by accident
“ Couldn't determine the source



Porn-unknown

Top-10 passwords

1234
123456
password
pussy
12345
6969

mustang
love

michael
dick




Porn-unknown

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace
phpbb

rockyou

alypaa
Finnish-unknown

faithwriters

singles.org

tuscl
Porn-unknown

carders.cc

Carders.cc

Unique
37.144
184.389
14.344.391
1.384
36.323
8.348
12.234
38.820
8.089
1.904

Total
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062




Carders.cc

Credit card hackers' site

Passwords were salted-shal
8 months of cracking = ~60% cracked
Slow!

Full database was released

Includes a lot of “interesting” information about credit
card thieves

(in German)
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sl

Carders.cc

Top-10 passwords

123456
12345678
123456789
hallo123
hurensohn

123123
121212
gwertz12
711681
13371337




Carders.cc

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

30.00%

20.00%

10.00%

0.00%

German
US cities
Star Trek
Site itself




myspace

phpbb

rockyou

alypaa
Finnish-unknown
faithwriters
singles.org

tuscl
Porn-unknown
carders.cc

Summary

Passwords
41.545
255.421
32.603.387
9.135
50.795
9.755
16.250
50.028
10.000
5.062

Algorithm

n/a (phished)
md>5

plaintext
unknown

all of the above
plaintext

plaintext

plaintext
plaintext
salted shal

Success

97%

60% - 75%




90.00%

80.00%

70.00%

60.00%

50.00%

40.00%

30.00%

20.00%

10.00%

0.00%

Finnish-unknow n  faithw riters Porn-unknow n

B Names
B English
[J German
B US cities
H Bible

£ Muppets
B Star Trek
& Nmap

B John

@ site itself
[ |




90.00%
80.00%
70.00%
60.00%
M W myspace
M phpbb
50.00% O rockyou
B alypaa
B Finnish-unknow n
40.00% O faithw riters
.00% M singles.org
O tuscl
B Porn-unknow n
30.00% O carders.cc
20.00% [
10.00%
0.00% o O
Names English German US cities Bible Muppets Star Trek Nmap John Site itself




Dictionary performance

Names did best overall, ranging from 34% to 78%
English words did well, ranging from 12% to 50%

Bible did poorly, but best against religious sites
(and a porn site)

Wikis (Star Trek and Muppets) did well, 16% to 60%

Due more to their size and English content than specific
passwords

Scraping sites varied greatly, from 15% to 62%
Best size/performance tradeoff. though



Cracking strategies

Let's talk about three...
John's mangling rules
Numeric
L33t passwords



John's mangling rules

Written in a specialized language
Found in john.conf

[E john.conf (~ftoolsfjohn-1.7.6run) - Y1l

M Simple rules come first...

-5 XXX

—¢ (7a ¢ O

¢ 140

-5—c x¥% f?u 1

# These were not included in crackers I've seen., but are pretty e

fficient,

# so I include them near the beginning
>6b 'b

>7 '7 1

-¢ 26 '6 /ul

»5H 'h

# Weird order, eh? Can't do anything about it. the order is based
on the

# number of successful cracks...

<# d

rc

—¢ <# (7a d c

—¢ »5 'H /ul

24.1 1%
e



John's mangling rules

Analysis of the first 9 against PHPBB and Rockyou

Rockyou
3.993.000
83.661
440.436
691.146

26.039
85.339
44.721
137.016
110.952




John's mangling rules

20.00%
18.00%
16.00%
14.00%
12.00%
10.00%

8.00%

6.00%

4.00%

2.00%

abcd Abcd Abcds abcdl Abcdl dcba 1labcd ABCD abcd2




John's mangling rules

Top-10 password formats
Format PHPBB PHPBB%

[:alpha:]+ 135.531 53,06%

Rockyou
14.369.769 44,07%

Rockyou%

13.597.102 41,70%

[:lower:]+ 128.157 50,17%

[:alpha:]+[:digit:]{2}
[:alpha:]+[:digit:]{1}
[:lower:]+1
[:alpha:]+[:digit:]{4}
[:lower:]+s
[:alpha:]+[:digit:]{3}
[:digit:]+[:alpha:]+
[:upper:]+

- ;
- Wi L
L= e y

16.979
12.158

5.946
10.643
12.123
10.095

5.995
1.889

6,65%
4,76%
2,33%
4,17%
4,75%
3,95%

2,35%
0,74%

3.662.879
2.802.595
1.482.845
1.424.025
1.313.415
1.238.500

896.083
488.622

11,23%

8,60%
4,55%
4,37%
4,03%
3,80%

2,75%
1,50%




John's mangling rules

Top-10 password formats

50,00%

40,00%

30,00%

20,00%

B Rockyou

B PHPBB

10,00%

0,00%

{ot1}[:b1p:]+[:eyde:]
s+[:doamol:][:4addn:]
{6}[:3b1p:]+[: eydje:]
T+[:49moj:][4addn:]
{8}[:ubip:]+[: eydie:]
{¢£}[:ubip:]+[:eydie:]
i+[:4omoj:]
+[:4amol:]T
+[:nBip:]+[:eydie:]+[:ubip:
+[:domoj:][:4addn:]
{s}[:ubip:]+[:eyde:]
+[:eydje:][:ub1p:]
Z+[:1amo):]
{9}[:nBip:]+[:eydje:]
+[:49ddn:]
+[:eydje:]+[:361p:]
{e}[:ubip:]1+[:eyde:]
S+[:domo|:]
{p}[:n61p:]+[:eydje:]
T+[:43mo0):]
{1}[:ubip:]+[: eydie:]
{3[:nbip:]1+[:eydje:]
+[:49mo|:]

+[:eyde:]




Numeric passwords

PHPBB% Rockyou Rockyou%

6 digits 4,5317/% 1.785.924 9,4777%

8 digits
7 digits
9 digits
5 digits
10 digits
4 digits
3 digits
2 digits
1 digit

1 -1 billion

2,1232%
1,2168%
0,4753%
0,6519%
0,2447%
1,0610%
0,1484%
0,0161%
0,0329%

10,2572%

675.556
608.959
220.144
197.030
146.508
18.522
992

134

57

3.507.305

2,0720%
1,8678%
0,6752%
0,6043%
0,4494%
0,0568%
0,0030%
0,0004%
0,0002%

10,7575%




6.0000%

5.0000%

4.0000%

3.0000%

2.0000%

1.0000%

0.0000%

Numeric passwords

B PHPBB
B Rockyou

LlIIiIIJ

1 digit 2 digits 3 digits 4 digits 5 digits 6 digits 7 digits 8 digits 9 digits 10 digits



Numeric suffixes

PHPBB PHPBB% Rockyou Rockyou%

3.662.879 11,23%

2 digits 16.979  6,65%

1 digit

4 digits
3 digits
6 digits
5 digits
7 digits
8 digits
9 digits

10 digits

12.158

10.643

10.095

1.418
1.400
416
256
99

17

4,76%
4,17%
3,95%

0,56%
0,55%
0,16%
0,10%
0,04%
0,01%

2.802.595

1.424.025

1.238.500

308.778
204.479
81.376
63.771
24.986
16.664

8,60%
4,37%
3,80%

0,95%
0,63%
0,25%
0,20%
0,08%
0,05%




Numeric suffixes

12,00%

10,00%

B PHPBB
B Rockyou

1 digit 2 digits 3 digits 4 digits 5 digits 6 digits 7 digits 8 digits 9 digits 10 digits




IC suffixes

Numer

'classofXX' passwords on Rockyou




L33t passwords

Started with English dictionary
Following transformations:




o)
I
E
L
S
S
A
G
B
T

4+ 0 o0 ® " OO0 P W Rr O

L33t passwords




0,2500%

0,2000%

0,1500%

0,1000%

0,0500%

0,0000%

L33t passwords

hu_;u

I=>1

E=>3

L=>1

S

=>5

S=>8% A=>24Q

G =>6

B =>8

T

=> +

B PHPBB
B Rockyou




L33t passwords

All of the above. in every permutation...
PHPBB: 2000 (0.78%)
Rockyou: 91.252 (0.28%)

Some of my favourites...
mOnOphOnic
m0tO0r01@
gr33n3ry
h311f1r3
n3m3sls
@br@c@d@br@
@rs3n@l
aw3s0m3n355
ch@m3130n5
chOp50tlcks
d3g3n3rat3d
d15k3tt35



L33t passwords

E go.rb (~fron-sundsecurityf20.. .eepsecfresearchfmangling) - ¥
#1 fusrldbin/env ruby

@replacements = {
eM=pT3Y, T1V=T1T, VoU=2NOv, MsU=2TET,
xTIUXCY, MatIyveEY, VeUIDUAST, TEUITT,
hU=2T8Y, MU=, UdUV=T T, Yet=2ve",
TATETLY, YeMIRTI2T, VsUIRUhHY, Ty'=yvt/sv,
hy

def 133t(str., start)
start.upto(str.length) { |il
¢ = strli..il
@replacements.each {1 |from. tol
if{c == from)
new_str = String.new(str)
new_strlLil = to
puts(new_str)
133t (hew_str, i)
end
¥
¥

end

STDIN.read.split("\n").each do lal
133t (a., 0)

end

1.7 Top



What worked best?

John rules
Plain English: 12,3%
Plain English with '1" appended: 2,1%
Plain English with a capital and a 's' appended: 1,4%

L33t
O — 0: 0,04%
| — 1: 0,04%
E — 3:0,04%
L — 1:0,03%

Numeric
6 digits: 5,5%
8 digits: 2,1%
7 digits: 1,9%
9 digits: 0,7%



What worked best?

Common password formats:
All alphabetic: 44,1%
All lowercase: 41,7%
All lowercase followed by 2 digits: 11,2%
All lowercase followed by 1 digit: 4,6%
All lowercase followed by 4 digits: 4,4%
All lowercase followed by 's": 4,0%

Password followed by 'x' digits:
Followed by 2 digits: 11,2%
Followed by 1 digit: 8,6%
Followed by 4 digits: 4,4%
Followed by 3 digits: 3,8%



Other methods

Misspelled words (anti-spellchecker)

Other languages

Chinese/Japanese symbols, phonetic versions
Unicode symbols

0=>0

e=>¢

Etc
Keyboard patterns

‘gwerty’, ‘qawsedrf', 'getuol’



Conclusion

Sites are always being breached
People choose poor passwords

Most passwords are alphabetic, or alpha followed
by one or two numbers

'L33t' passwords don't crack as many
But crack very obscure ones

With good techniques, 97%+ coverage Is possible



Questions

Ron Bowes

Email: ron@dash9security.com

Company site: http://www.dash9security.com
Blog: http://www.skullsecurity.org


mailto:ron@dash9security.com
http://www.dash9security.com/
http://www.skullsecurity.org/
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