
INSIGHT INTO  

RUSSIAN BLACK MARKET 





sh-3.2# whoami 

• Alan Kakareka, CISSP, GSNA, GSEC, 

CEH, MCP, MCDST, Net+, Sec+ 

• MS MIS @FIU 

• CTO and founder of Demyo, Inc. 
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AND I ENJOY GREEN LETTERS ON BLACK BACKGROUND 
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WHAT ARE THE MOST DANGEROUS COUNTRIES? 
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WHAT ARE THE MOST DANGEROUS COUNTRIES? 
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WHERE ALL THE GOODIES ARE? 

• Unknown – Unknown: 

• Forums, various websites 

 

• Known – Known: 

• IM, typically ICQ 
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LETS TAKE A LOOK AT 2 UNDERGROUND FORUMS 

• https://exploit.in/forum/ - pretty small 

• https://forum.antichat.ru/- one of the bigger ones 
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SMALL VS BIG 
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HTTPS://EXPLOIT.IN/FORUM 

• 289k messages, 32k users. 
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HOW MANY OF ALL MESSAGES ARE SALE / BUY / TRADE? 

Roughly 10-15% of all messages are related to 

sell / buy / trade 

Another 90% is how to program this, how to hack this, how to 

solve this kind of issue, etc. 
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LETS SEE WHAT CAN WE BUY? 
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HOW ABOUT ROOT ACCESS TO MYSQL.COM 
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LATER ON IN THE NEWS…. 
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AUCTION SYSTEM FOR SERVING MALWARE -  

“VDELE” 
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SOFTWARE TO BUILD YOUR OWN BOTNET – 

“ANDROMEDA BOTNET” 
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ALSO AVAILABLE 

• Credit card numbers 

• Paypal accounts 

• Online banking accounts 

• Email spamming services 

• Cell phone spamming services (by text messages) and / or calls 

• 0-day exploits (rarely) 

• Custom malware, spyware, tools 

• Plain hacking services 

• DDOS 

• Full identity (CC + SSN + DOB + address + email with password + online banking 

credentials + mothers maiden name + dogs name + etc.) 
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HTTPS://FORUM.ANTICHAT.RU/ 

1,6 million messages, 76k users 
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HOW MANY MESSAGES ARE RELATED TO 

BUY / SELL / TRADE 

Almost 10% of all messages are related to trading 
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HOW DO THEY TRUST EACH OTHER? 

VS 
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ANOTHER WAY IS BY ENDORSING FROM THE FORUM OWNER 
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MEANS OF PAYMENT 

• No paypal….. WHY???? 

• Webmoney 

• Liberty Reserve 

• Yandex Money 

• BitCoin – not so much 

• F2F – almost never 

 

• Most popular is WEBMONEY 
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CLOSED SECTIONS 

• Typically there are 3 access levels 

• 1st level – make some useful posts 

• 2nd level – get to know somebody and post some sensitive data 

• 3rd level – be well known in community, post some real goodies 
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LIMITING ACCESS ONLY TO HIGHER PROFILE PEOPLE 
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PRICES… 

• How much is this, how much is that? 

• Depends what language you speak 

• If you ask in Russian – 100 bucks 

• If you ask in English – 200 bucks 
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ACTUAL PRICING 

• Private virustotal.com service – 40 USD / month, unlimited 

amount of files 

• Why do you need a private virustotal.com service? When 

virustotal.com is free??? 

• 1 million SPAM emails in inbox – 200 USD 

• DDOS – 100 to 400 USD a day, depending on traffic amount. 

• DDOS sales/discussions are getting forbidden in many 

public Russian forums, why??? 

• CC – 0.1 USD to 5 USD depending on amount and/or quality 
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ACTUAL PRICING (CONTINUED) 

• Paypal – 1% to 10% of the balance, also depending on account 
type and other factors 

• Online Banking – 1% to 10% percent of the balance, depending 
on the bank, account type and other factors 

• Email:pass combo – FREE, unless it is sorted, verified for 
validity, and is bundled with other accounts 

• Full identity (CC + SSN + DOB + address + email with password 
+ online banking credentials + mothers maiden name + dogs 
name + etc.) – about 100 USD 

• Many, many, many other types of services and goods – agreed 
price 
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HOW MANY RUSSIAN RESOURCES ARE THERE? 

• A LOT OF THEM 
• http://forum.xakep.ru/default.aspx 1,5 million messages 

• http://hackzona.ru/ 

• https://forum.k0d.cc/index1.php 

• http://www.hack-info.ru/index.php 

• https://forum.xeksec.com/ 

• http://aferizm.ru/ 

• http://grabberz.com/forum.php 

• http://forum.kriminala.net/index.php 

• http://www.xaker.name/forvb/index.php 

• And so on…. 
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HOW TO FIND RUSSIAN RESOURCES 

• Russian search engines 

• http://www.yandex.ru/ 

• http://www.rambler.ru/ 

 

• Classic Google dork 

• ‘Site:ru hacking’ 

 

Or….. 
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HOW TO FIND RUSSIAN RESOURCES 

(CONTINUED) 



QUESTIONS? 

AND CONTACT INFO 

• Email: almaz@demyo.com 

• LinkedIn: Almantas Kakareka 

• Twitter: whit3russian 

• www.demyo.com 
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