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INAMERICA INSOVIET RUSSIA

HOUBA3A LALW... LALWBA3ANSHOU!!



* Alan Kakareka, CISSP, GSNA, GSEC,
CEH, MCP, MCDST, Net+, Sec+

* MS MIS @FIU
» CTO and founder of Demyo, Inc.
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AND | ENJOY GREEN LETTERS ON BLACK BACKGROUND

WWU (4L.0000S) LUMF LI4,100.144,410 > LDL,400.1444,.1400 LU 'eply (Lype=u/Couc
ENT (41.5920s) ICMP 192.168.122.168 > 192.168.122.114 Echo request (type=8/coc
CVD (43.4560s) UDP 4.2.2.5:53 > 192.168.122.168:63742 ttl=53 id=63126 iplen=1¢

ENT (43.7100s) TCP 192.168.122.168:43278 > 192.168.122.115:443 S tt1=48 id=27:
(VD (44.5850s) TCP 192.168.122.115:443 > 192.168.122.168:43278 RA tt1=128 id=f
ENT (44.5870s) ICMP 192.168.122.168 > 192.168.122.117 Echo request (type=8/coc
ENT (46.7520s) TCP 192.168.122.168:43278 > 192.168.122.116:443 S ttl1=51 id=21¢
ENT (48.9200s) ICMP 192.168.122.168 > 192.168.122.116 Echo request (type=8/co«
ENT (51.0860s) TCP 192.168.122.168:43278 > 192.168.122.118:443 S ttl=51 id=13!
'CVD (52.1590s) UDP 4.2.2.5:53 > 192.168.122.168:51166 ttl=53 id=63230 iplen=8I
'CVD (52.4430s) UDP 4.2.2.5:53 > 192.168.122.168:64553 ttl=53 id=63233 iplen=1!
CVD (52.4980s) TCP 199.59.148.201:80 > 192.168.122.168:50347 SA ttl=64 id=547.
CVD ((52.8440s) TCP 199.59.148.201:80 > 192.168.122.168:50347 PA ttl=64 id=547-
(VD (52.8780s) TCP 199.59.148.201:80 > 192.168.122.168:50347 FA ttl=64 id=547¢
(VD (53.0870s) TCP 199.59.148.201:80 > 192.168.122.168:50347 FA ttl=64 id=547¢
CVD (53.1590s) TCP 199.59.148.201:80 > 192.168.122.168:50347 A ttl=64 id=5480:
ENT (53.2520s) ICMP 192.168.122.168 > 192.168.122.118 Echo request (type=8/cor
'CVD (53.3110s) TCP 184.72.225.45:80 > 192.168.122.168:49518 PA tt1=108 id=101!
(VD (53.3850s) TCP 199.59.148.201:80 > 192.168.122.168:50347 R ttl=64 id=5481(
CVD (53.7420s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1332¢
CVD (53.7460s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1333(
CVD (54.1520s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1471.
(VD (54.1520s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1471:
CVD (54.1580s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A ttl=107 id=1471/
CVD (54.1580s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1471"
CVD (54.7060s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1585:
(VD (54.7070s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1585:
CVD (54.7080s) TCP 184.72.225.45:80 > 192.168.122.168:49520 A tt1=107 id=1585
CVD (54 71305) TCP 184.72.225.45:80 > 192.168.122. 168 49520 A tt1-107 1d-1590
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WHAT ARE THE MOST DANGEROUS COUNTRIES?
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WHAT ARE THE MOST DANGEROUS COUNTRIES?
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WHERE ALL THE GOODIES ARE?

Unknown — Unknown:

Forums, various websites

Known — Known:
IM, typically ICQ

Demyo, Inc.



LETS TAKE ALOOK AT 2 UNDERGROUND FORUMS

* https://exploit.in/forum/ - pretty small

» https:/[forum.antichat.ru/- one of the bigger ones

Demyo, Inc.



SMALL VS BIG
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HTTPS://EXPLOIT.IN/FORUM

Ha dopyme 289 479 coobuweHun
y  3apeructpuposaHo 32 362 nonb3oBaTeneu
' lMpuBeTcTByeM HOBUYKA NO MMeHU bergyna
Pekopa nocewaemoct opyma - 292, 3ad

PykoBoACTBO popyMma - i npoCMOTP

289k messages, 32k users.
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HOW MANY OF ALL MESSAGES ARE SALE / BUY / TRADE?

l'loxynxa/l'lp_gamajOGmeH / PaGOTa
obMeH pas

12 313 37 4

Roughly 10-15% of all messages are related to
sell / buy / trade
Another 90% is how to program this, how to hack this, how to
solve this kind of issue, etc.

Demyo, Inc.



LETS SEE WHAT CAN WE BUY?
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HOW ABOUT ROOT ACCESS TO MYSQL.COM

mysql.com + BCE CabaA0OMeHb!

Monthly Users*
11,856,961
389,818 per day"*

649 mecTo no anekce

Demyo, Inc.



LATER ON IN THE NEWS....

DECESEIUUE ™

stories

Mysql.com Hacked, Made To Serve Malware

Posted by Soulskill on Monday September 26, @05:52PM
popular from the high-profile-problems dept.

recent

ask slashdot Orome1 writes

"Mysql.com was compromised today, redirecting visitors to a
compromise through its website malware monitoring platform Ha
games unfolded. The mysqgl.com website was injected with a script that
BlackHole exploit pack is hosted."

book reviews

idle
According to Brian Krebs, the exploit used to compromise the site
yro
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AUCTION SYSTEM FOR SERVING MALWARE -
"VDELE"

Hosoctw  Toadwss Tiwerws (03 Muuredt kalaser  Beoimi V!‘}e i e

CTaTHCTY KaMIaHIM IOKYIKI TRAGIAK:

9

CraTUCTWKE NoToKa #2

farta: b NEpUod El
$

ANara Npogano Bosspar Mpogano Bosspat
2011-11-07 ) 2 £ 1.11%
11-11-06 4 o) ¢ & = 0.53%
2011-11-05 2. o) &) 0.05%
0.01%
0.16%
0.00%
0.00%
0.00%

BosspaT

-__@ b
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SOFTWARE TO BUILD YOUR OWN BOTNET -
"“ANDROMEDA BOTNET"

MA

rds lim

General statistic rtb

N ) :

1
1
1
1

Statistics by countr:
A 1

Al
B
Bela
B
B

0116
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ALSO AVAILABLE

Credit card numbers

Paypal accounts

Online banking accounts

Email spamming services

Cell phone spamming services (by text messages) and / or calls
0-day exploits (rarely)

Custom malware, spyware, tools

Plain hacking services

DDOS

Full identity (CC + SSN + DOB + address + email with password + online banking
credentials + mothers maiden name + dogs name + etc.)

Demyo, Inc.



’ olqulta pona:ltauan #

Haapanue TeMbl OTnetoB

3akpenneHo: Phoenix Exploits Kit - coBpemMeHHas CBA3Ka CNNOWATOB
Phoenix Exploits Kit - coBpemMeHHan cBR3K

3akpenneHo: ..:Eleonore Exp:.. CBA3Ka CNMOWTOB.
..:Eleonore Exp:.. CBA3Ka CNNOWTOB.

@ 3akpenneHo: Black Hole Exploits Kit [o6HoBneHue ot: 20.11.10]
CucteMa ceTeBOro TECTUPOBAHWA KOMMbIOTEPA

3akpenneHo: AbysoycToluusblid Shared hosting ,Dedicated Servers
RealHost

3akpenneHo: ABUSE'TMMUNITY HOSTING SERVICE 123 »8
ABy30yCTOWMYMBLIE XOCTHMHI, CEepBepa.

3akpenneHo: BukerClub.ru - O6manu cynsby ;)

3akpenneHo: Elite VPN Service ver.3 - Quad VPN, Double VPN

3akpenneHo: [NpodeccuoHansl BP X0CTUHIa NpeanaralT CBOW YCAYrK
jHost - nyuywnii aby3oycTOUUYMBLIA XOCTHUHT.

3akpenneHo: LoyalNet: cepeepbl U XOCTUHI NoA NpobNeMHbIW KOHTEHT

3akpenneHo: http://crypt.im/

ABTOMaTU4YECKMA cepeBuc KpunTa iframe / 1S

3akpenneHo: META-BBIXJ1IOM: Jlyywaa noaMeHa Bblaayu! 12 3 »5

3akpenneHo: Ckynka akkos ¢ noros USA v EU. OrpoMHbIid cnWcok.
PaboTtaem KpyrnocytoyHo. lNnaTtum MHoOro.

3akpenneHo: PID-Loader, nerkui TutaH
MpocToTa B COYETAHWMK C MOLWbLIO

3akpenneHo: ApeHaa sebmaunepa
100%$/month

3akpenneHo: KayecTBeHHbIM BOH cepBUC - cryptovpn.com
] Borateiit BeIbOp cTpaH, asTonepexknioyeHUe!




HTTPS://[FORUM.ANTICHAT.RU/

> A . —— -
o iieers e Lt e A & o “".f'-‘._f';‘
e St 137 55 : 11 Rt
¥ R SRS B

vaneallill, vector25, vlasVas, washefs, Weziy_Baby, White Beai',
[s]Pray ->, [x60]unu

®opym AHTUYAT cratucruka

" Tembl: 162,509, Coobwenus: 1,688,367, MNons3osareneii: 76,032
L g MpuBeTcreyeM HOBOro nonb3osarens, irinals

1,6 million messages, 76k users

Demyo, Inc.



HOW MANY MESSAGES ARE RELATED TO
BUY / SELL / TRADE

1IOKYIKa, Iipogaxa,
O6men L1l

(npocmarpusaiot: 113)

Moaepartopsi: [x26]VOLAND, emillord, Suicide,
A_n_d_r e_i

Tema: MNpoagaxa, o6MeH, NOKynKa CKPUNTOB,
nporpamm, VPN, proxy u T.A.

#=Mpopaxca oTAnUHbIX
p PasHoe - Mokynka, npogaxa, obMeH, =

AelleBbiX...

. n VPN, Proxy, Sf)cks - Mokynka, npoaaxa, or zoha 32 013 135.54¢
p Xocruur, Dedicated, VDS, Cepsepa - lNokynka, ’ ’
npoaaxa,

p WHBaliTel, mails, 6a3bl - MNokynka, npogaxa, CerogHs 17:34 %

g Aocrynel, shells, ftp - Mokynka, npogaxa,

p MobunbHas ceasb, CMC - lNokynka, npogaxa,
p Tpaduk, noaabl, UHCTaNbI, 3arpysKku -
Mokynka, npogaxa,

p O Pabore,

= [Mokynka, npogaxa, ycnyru B Cou. Cersx,

w TN MAavrvmey=s mmAans

Almost 10% of all messages are related to trading

Demyo, Inc.



HOW DO THEY TRUST EACH OTHER?

pPOXOASALLMN

pynna: Mgnepartop
VS oobweHup: 1 925

pynna: lNoas3oBaTenb erucrpaumns: 19.01.2007

oobweHuyn: 2

Perucrpauun: CepogHs, 20:13
onb3oBartens N2: 37 855
lesTenbHOCTL: Apyroe

3: NopTtyranvsa

onb3osarens N2: 5 629
eATEeNbHOCTb: ApYyroe

EnyTauvp: 226
( 27%.- xopowo ) <+

Demyo, Inc.



ANOTHER WAY IS BY ENDORSING FROM THE FORUM OWNER

NMpoeepka npovaeHa.

pynna: Mogepatop .
0o6LieHwit: 1 949 KomMmeHnTapum or Mmogeparopa:

erncrpauma: 19.01.2007 i --
3: MopTyranus Bbin npeaocrasneH A4OCTyn K Meunep

onb3osaTtenb N2: 5 629
eATeNbHOCTb: Apyroe

enyTaumsa: 23

( 28% - xopowo ) +

Demyo, Inc.



MEANS OF PAYMENT

No paypal..... WHY??7?
Webmoney

Liberty Reserve

Yandex Money

BitCoin — not so much

F2F — almost never

Most popular is WEBMONEY

Demyo, Inc.



CLOSED SECTIONS

Typically there are 3 access levels
1stlevel — make some useful posts
2"d level — get to know somebody and post some sensitive data
3" level — be well known in community, post some real goodies

1st Access Level

[ xak nonacre? ]
lﬁ YPOBE€Hb 3aKpPbITOro gocryna. B 3ToM pasgene oécy:—.«:;:aercu 3aKpbITa

Demyo, Inc.



LIMITING ACCESS ONLY TO HIGHER PROFILE PEOPLE

Exploit.IN Forum > 3akpbiTbie pa3aenbl ~ 1st Access Leve

T HoBBI

Moanucka Ha temy | CoobwuTb apyry | Bepcusa ans nevyatm

infinity45 [ 27.01.2010, 03:42

OTnpasneHo #

Mo Mepe nononHeHus noros 6yay HE MHOro CKUAbIBaTb CHOAa .
Ilonb3oBarens

KoMy o4yeHb Hago obpawanTech No 1 akKy BblaaBaTb CMOry

pynna: Nonb3osarens Cenyac MUKC ... BONbLLUEHCTBO 0K
oobweHun: 417

Perucrpaumsa: 25.12.2009

Ilonb3oBarens N2: 27 798

Ons npocmorpa aroro 6noka Bam Heobxoamumo co3pga
LleaTeNnbHOCTb: apyroe

MmeHee 250 coobuweHnumn
Penytauvs: 13

- (2% - xopowo ) <+

Demyo, Inc.



PRICES...

How much is this, how much is that?

Depends what language you speak
If you ask in Russian — 100 bucks

If you ask in English — 200 bucks

1 Russian ruble = 0.0358 US dollars

0.06 : :
1 Russian Ruble

-~

——— \ e — 0.04 , ,
Voo S 0.0358 US Dollar
0.02

— View more conversions »

2007 2008 2009 2010 2011 Rates provided for information onl

Demyo, Inc.



ACTUAL PRICING

Private virustotal.com service — 40 USD / month, unlimited
amount of files

Why do you need a private virustotal.com service? When
virustotal.com is free???

1 million SPAM emails in inbox — 200 USD
DDOS - 100 to 400 USD a day, depending on traffic amount.

« DDOS sales/discussions are getting forbidden in many
public Russian forums, why???

CC - 0.1 USD to 5 USD depending on amount and/or quality

Demyo, Inc.



ACTUAL PRICING (CONTINUED)

Paypal — 1% to 10% of the balance, also depending on account
type and other factors

Online Banking — 1% to 10% percent of the balance, depending
on the bank, account type and other factors

Email:pass combo — FREE, unless it is sorted, verified for
validity, and is bundled with other accounts

Full identity (CC + SSN + DOB + address + email with password
+ online banking credentials + mothers maiden name + dogs
name + etc.) — about 100 USD

Many, many, many other types of services and goods - agreed
price

Demyo, Inc.



HOW MANY RUSSIAN RESOURCES ARE THERE?
- ALOT OF THEM

http://forum.xakep.ru/default.aspx 1,5 million messages
http://hackzona.ru/

https://forum.k0d.cc/index1.php
http://www.hack-info.ru/index.php
https://forum.xeksec.com/

http://aferizm.ru/

http://grabberz.com/forum.php
http://forum.kriminala.net/index.php
http://www.xaker.name/forvb/index.php

And so on....

Demyo, Inc.



HOW TO FIND RUSSIAN RESOURCES

Russian search engines

http://www.yandex.ru/

cccccc

http://www.rambler.ru/

Classic Google dork

‘Site:ru hacking’ HAEKC |

5 s Hanpumep, Mockosck
Hanpércs scé

p— MHHOBALIU BMW.
T . Y MAKPYLOBOIQO QOE30PA

Demyo, Inc.



HOW TO FIND RUSSIAN RESOURCES
(CONTINUED)

KHIHb TBOPYELTED
==

Hack Search — nouckoBHK 11 XaKepoB.

3T0 MOMCKOBas CHCTEMA NpEeJJHA3HAYCHA JIJIsl KAYeCTBEHHOrO NOMCKa MH(popMauy no
nopTajiaM, TeMaTHKa KOTOphIX — HH(ropManuoHHas Ge3onacHoOCTs. ITouck ocHOBaH Ha google
JIaHHBIX, @ 9TO 3HAYMUT, YTO BbI NOIYYUTE TOJLKO CBEXYIO, OCTOBEPHYIO ¥ MHTEPECYIOIYIO
VMMEHHO Bac MH(pOopMaLMIo.

ErEETTET— T

HCJIU Bhl CHUTAETE, YTO Balll peCcypc oD
Komaemapu K CEpBHUCY 3JIeCh.

xu3sb | TBOpuecTso | © Powered and Designed by madnet. 2006-2007

ralilea athel 4k leiel




QUESTIONS?
AND CONTACT INFO

* Email.

» LinkedIn: Almantas Kakareka

| "\'{;a
\ )/

* Twitter: whit3russian \



mailto:almaz@demyo.com
http://www.demyo.com

