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ERNW GmbH 

 Independent 

 We understand corporate 

 Deep technical knowledge 

 Structured (assessment) approach 

 Business reasonable recommendations 

 

 Blog: www.insinuator.net  

 Conference: www.troopers.de  

Heidelberg based security 

consulting and assessment 

company. 
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Agenda 

 

 

¬ Definition of Cloud Computing 

¬ Motivation 

¬ Load Testing Results 

¬ Security Testing Results 

¬ Conclusions 

 

¬ This talk is a loose collection of “war stories” 
and (research) project anecdotes 
 Which reflects ERNW’s “practical approach”. 

 Still, there are quite some lessons to learn… 
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Definition 
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The practical approach 
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Practical Approach (II) 
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Definition 
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Motivation 
¬ Emerging new technology 

 

¬ New computing paradigm 

 

¬ Decreased costs 

 

¬ Improved availability 
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So… 

 

 

¬ Do they deliver? 
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Load Testing 
¬ Do Cloud Service Providers (CSPs) deliver 

scalable environments? 
 Performance evaluation methodology for PaaS 

environments! 

 

¬ Methodology: 
 Development of a sample application 

 Following platform scalability best practices 

 Load testing of three different PaaS environments: 
 Google App Engine 

 Amazon Elastic Beanstalk 

 Salesforce Force.com 

 Comparison to the old world: load test of a physical 
server 

 

Do they deliver? 
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Tasks & Challenges 
¬ Implement application on any platform 

 

¬ Load on any component of the PaaS stack 

 

¬ Follow best practices for different 
platforms 

 

¬ JavaScript/Load test friendly UI 

 

¬ Stable load testing framework 
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Results 
 

¬ Latency 

 

¬ Increasing number of concurrent 
users 

 

¬ Number of failed/timed out 
requests 
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Results App Engine 
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Results Elastic Beanstalk 
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Results Force.com 
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Results Physical Server 
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Results Summary 
¬ Each CSP exhibits different characteristics 

 Further research for JS based UIs necessary 

 

¬ Virtualization performance issues (?) 

 

¬ Horizontal vs. vertical scalability 

 

¬ So, the basic idea still sounds pretty nice? 
 Cloud fanboy? Remember the Amazon 

example? ;-) 
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Security 
 

¬ Security Concerns in Cloud 

Computing Environments? 

 

¬ Rather general statement! 

 The concerns about “security concerns” 

do not allow a structured discussion… 

 

¬ Let’s have a look at an example… 
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Security 
 

¬ Evaluation of a SaaS CSP 

 Some “HR management software” 

 

¬ They agreed to perform a pentest 

on behalf of the potential customer. 

 Which is not necessarily the case! 

 See the next slides. 

 

 

You’re doing it wrong. 
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Pentesting SaaS 
¬ Target of evaluation: HR web 

application 

 

¬ First approach: Typical web 

application pentest 

 

¬ “Cloud testing approach”: Not 

necessary….  
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Pentesting SaaS 
 

¬ Basic result: After one day, we 

stopped the test. 

 We already had more severe findings 

than in some other 20 man day tests ;-) 

 

¬ So, no need to test cloud related 

stuff… 
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Pentesting SaaS 
¬ HTTP PUT to the web root was 

possible! 

 

¬ Seriously, when did you see 
something like that the last time? 

 

¬ Possible reasons: 
 Short time to market 

 Abstraction from technical concepts 

 Platform focus on easy implementation 
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Taking the structured 

approach 
¬ System operation life cycle 

 

¬ Risk analysis 

 

¬ Trust evaluation 

 

¬ Contracts, questionnaires & audits 
 Does this really work? 

 

 

Again, this stays in the realm of 

theory ;-) 
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Introducing the System Operation Life Cycle 
1. Hardware is purchased. . . 

2. . . . from trusted hardware suppliers. 

3. The hardware is operated in own data centers. . . 

4. . . . which reside in carefully selected countries and locations. . . 

5.  . . . and are secured by carefully selected access control mechanisms. 

6. The hardware is operated by trusted employees. . . 

7. . . . who install operating systems. . . 

8. . . . from trusted install media. . . 

9. . . . in a secure, documented way. 

10. The operating system is secured by carefully selected controls. 

11. Only approved applications are installed. . . 

12. . . . from trusted install media. . . 

13. . . . and operated and secured using carefully developed guidelines. 

14. Hosted applications are developed following carefully developed secure coding guidelines. 
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Implications 
 

¬ The System Operation Life Cycle depicts 
areas of control. 

 

¬ Securing the cloud? 
 Regarding the life cycle, hardly possible 

 Also not desired! 

 

¬ There are several risks that are intrinsic to 
cloud computing environments. 

of the Life Cycle 
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Risks 
¬ High risks according to ENISA: 

 

¬ Lock-In 

¬ Loss of Governance 

¬ Compliance Challenges 

¬ Isolation Failure 

¬ Cloud Provider Malicious Insider – Abuse 
of High Privilege Roles 

¬ Subpoena and E-Discovery 

¬ Risk from Changes in Jurisdiction 

¬ Data Protection Risks 
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Risks & The Life Cycle 
 

¬ Loss of governance: 

 Steps in the life cycle: 1-13 

¬ Isolation Failure:  

 Steps in the life cycle: 3-13 

¬ Malicious Insider 

 Steps in the life cycle: 1-6 
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Trust and Control 
¬ Lack of technical controls 

¬ => Qualified trust for secure 

operation! 
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TRUST 
 

CONTROL 
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Trust Factors… 
 

¬ Size 

¬ Symmetry 

¬ Transparency 

¬ Consistency 

¬ Integrity 

¬ Value of Reward 

¬ Components 

¬ Porosity 
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… applied to CSPs 
¬ Symmetry & Transparency 

 Trust to perform a pentest 

 

¬ Consistency 
 Well, based on the first results… ;-) 

 

¬ Value of Reward 
 Can be partly evaluated by the 

proposed load test methodology 

 

Based on the evaluations. 
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Ongoing improvement 
¬ Since many customers are interested 

in Amazon as a CSP, we perform a lot 
of tasks in the Amazon cloud. 

 

¬ In the course of one of our regular 
password audits, we discovered some 
abnormalities in the Amazon login 
procedure. 

 Drop that, we wanted to break that 
stuff ;-) 
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Amazon Bruteforce 
 

¬ Password bruteforcing attempt 

 

¬ Using our own account 

 

¬ Using the standard Amazon login 

form 
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Amazon Bruteforce 
 

¬ Tricky setup 

 

¬ Most bruteforcing tools do not cope 

well with modern webapp 

authentication mechanisms 

 Cookies with different scopes, 

redirects, JavaScript 
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Amazon Bruteforce 
¬ Using Burp for the bruteforcing 
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Amazon Bruteforce  

¬ Burp might not be the best choice for 
bruteforcing. 

 

¬ Still, good performance 
 ~80k requests per hour 

 

¬ Setup was implemented in ~20 
minutes 
 More details can be found in our blog 

www.insinuator.net. 
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Amazon Bruteforce 
 

¬ Successful login: 
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Amazon Bruteforce 
 

¬ Bruteforcing is possible. Big 

surprise? 

¬ More important: 

 No connection throttling! 

 No account lockout! 

 No captcha solution! 
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Amazon Bruteforce ¬ Following our usual responsible disclosure 

approach, we contacted Amazon… 

#38 1/9/2012 



www.ernw.de 

Amazon Aftermath 
 

¬ Very good response of the Amazon 

Security Team! 

¬ Fast implementation of a captcha 

solution. 

¬ Re-evaluation of our bruteforce 

attempt. 
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The day after... 

some paper gained attention, which 

was presented at the  

 

CCSW 2011: The ACM Cloud 

Computing Security Workshop 
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General Conclusion 
¬ Web interfaces are now the key to 

our data centers. 

 

¬ Overall security posture of web 
applications? 
 Remember the HTTP PUT stuff? ;) 

 

¬ Maturity of the Amazon(!!!) web 
interface? 
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Summary 
¬ Practical testing might lead to 

interesting results ;-) 

 

¬ Understand the scalability 
approach your favorite CSP offers 
 And develop (& load test) accordingly. 

 

¬ Protect the management 
interfaces! 

#42 1/9/2012 



www.ernw.de 

Thank you for your attention! 

Questions? 
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