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Threat Landscape

Motivation?

@ symantec. |15



Threat Landscape

2010-2011 Trends

@ Targeted Attacks

continued to evolve

Social Networking

@@ g + social engineering = compromise

9 Attack Kits

get a caffeine boost

@ Hide and Seek

(zero-day vulnerabilities and rootkits)

EXPLOIT LIBRARY &
COMMAND & CONTROL &
USER INTERFACE 3
UPDATABILITY ENGINE &

N s

@ Mobile Threats ’

increase

-’
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Threat Landscape

Why is it hard to stop attacks?

Many reasons, one being: Malware authors have switched tactics

S

286M+ distinct new threats

‘dlscovered Iast yearI ’il
From: Tojmhhlhlhhh
A mass distribution of a A micro distribution model e.g.
relatively few threats e.g. - The average variant is
= made its way onto millions distributed to 18 Symantec users!
of machines across the globe « The average variant i

distributed to 1.6 Symantec users!

What are the odds a security vendor will discover all these threats?
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Analyzing the Problem
“Unique” threats are unique at the byte-level

ljis keles my

At sdkjhkjsj398jid
9-2 -02-00
3984—23—
030984 1299-
tle Crypter =" o - 04 1_03___0_
The Little Crypter 0 ” 23li
1IE TIrnG 1 =] /gi‘fi 'unjjdpe d.

7 The it

ljis kks my Ista asbin
alsiep siilf that Isiked lipole
" This is my first | pasje ata Skee alskk askf
virus that | ps stwe ake hwp.!<s
plan to use to adas” ; pollasjjfklg
steal key and PaS;)F‘)/;?r sie tlga!kkst.fk
passwords Hacker uses Tool to paldaizc ke

P ausupeasect ffi asklfa klla oek

unsuspecting

victims. /} obfuscate executable

Tool generates clones

Hacker develops threat that differ at the
byte-level

Changes at the byte-level evade traditional file-based pattern-matching engines
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- > Home > Services > Contact Us

ONLY $1FOR 24 HOURS OF CRYPTING!

5 i

SRTISFACTION GUARANTEEp

W

PURCHASE NOW! |

March 25, 2011 "Professionals. Need I say more?... )

Read More OC Licensing System
Welcome to OnlineCrypter.com ! -daemon10, USA Protect your programs with our hardware
March 15, 2011 id/licensing system. With your own full

— . - L . . - - R R N B



Examples of Threat Cloning

-

S
(‘1 WINdOWS User Satetine
2 Windows Wise Protection Ldjcessor 3200+

General Settings Register About Support Help

General Settings Register

Viruses:
i :
System errors; (27 " Windows' wise Procection

Intel(R) Core(TM) i7 CPU 920 @

Register ermors vicuses: : Garies (i %uﬂnm
e

System errors;
¢ Microsoft Windows XP
Register errors:

K73 CAWINDOWS st ema2| cobact.cl

r" - System Security @ Privacy

|
ot mms

System Utilities Z System Information
S e oo vdes = i mation

™ Chack for updates automatically

Number of Clones:
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Analyzing the Problem
Are these “unique” threats really unique ?

e Bytes change. But how about the behaviors of these threats ?

will continue to steal passwords will continue to send Spam will continue to popup misleading

messages

R UnLimited PW. - Stealer 0.40

=5 | My
YAHOO.’@ @ ‘\ . !

(=
1)
|2
Q
5
9
?
J
<3
D]
@
2

7m—

...behaviors don’t change..
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Solving the Problem
Behavior-based Detection

Engine that ignores what the threat looks like

G, I


http://www.google.com/imgres?imgurl=http://scienceblogs.com/zooillogix/Chameleon 3.jpg&imgrefurl=http://scienceblogs.com/zooillogix/2008/01/chameleons_evolved_color_chang_1.php&usg=__4DwmmevgKLZ8snw8AStEFhSkQf0=&h=500&w=500&sz=160&hl=en&start=6&itbs=1&tbnid=v30mzsNTALtbWM:&tbnh=130&tbnw=130&prev=/images?q=chameleon+colors&hl=en&sa=X&rls=com.microsoft:en-us&tbs=isch:1&prmd=ivb
http://www.google.com/imgres?imgurl=http://ceipntrasradelapiedad.files.wordpress.com/2010/03/chameleon.jpg&imgrefurl=http://ceipntrasradelapiedad.wordpress.com/2010/03/28/vertebrates/&usg=___Ndc2BLrgE2g1n54c5QFRzvvwB8=&h=768&w=1024&sz=196&hl=en&start=3&itbs=1&tbnid=FqgVB9wvZve4dM:&tbnh=113&tbnw=150&prev=/images?q=chameleon&hl=en&rls=com.microsoft:en-us&tbs=isch:1

Clarifying the terminology
Detection vs. Prevention vs. Protection

o Detection is “after” the fact

— After the sample has run on the system, you analyze the impact and conclude if the
action taken was malicious and then remediate the threat and reverse its persistent
system changes.

Prevention is “before” the fact

— You conclude that the action that a sample is about to take is malicious and hence
prevent the action from happening in the first place. You remediate the threat and
minimal system settings change(restore) is needed.

e Protection
— Both detection based and prevention based technologies can offer protection.

Challenges:

— Detection based approach: Can all changes be reversed? File modified on disk?

— Prevention based approach: Which action do you block and inspect? What is the
performance overhead?

Debatable!

— Blocked the 5t event and hence prevented 6" most impactful event!

Behavioral Security - DeepSec 2011 @Symantec,. 12



Legacy rules based behavioral security
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The Legacy Solution
Rules based behavioral security

e Rules to identify malicious activity and take action

Behavioral Security - DeepSec 2011 @Symantec,. 14



The legacy solution
Rules based behavioral security

e Simple and intuitive model (Expert System)

— Domain Experts know how to distinguish between good and bad

— They analyze the malware, spot the trends/patterns and write rules

— Product ships with default set of rules & rules are updated regularly

— The product may also have an ability to let users express new rules in the product
e Applicability

— Many security products, especially enterprise products use this model

— Maybe the only answer for some threat scenarios

* Pros

— Broader coverage for variants, Precise reasoning for detection, Name the threat,
Relevant Actions

e Cons

— Scalability, Domain Expertise

Low error rate?

Behavioral Security - DeepSec 2011 @Symantec,. 15



Addressing the challenge
Scalability

e Fact:
— Behavioral variants are far less than file variants
* New SHA256 = a file variant OR really a new malware?

— Same malware may be packed differently

— Same malware may be skinned differently

e Answer: -
Ve 4 8

e
AUTOMATION COLLECT DATA  DATA MINING

== =

— Analyze t! 2 threat?

01011001
11011101
01111001
11011011



Machine Learning - Basics
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Machine Learning
Learning by Example

e New approach to Al is to get the computer to program itself by
showing it examples (data or past experiences) of behavior we
want!

— This is the learning approach to Al

- _ |
p Napolean Dynamite

Name

Face

— Often hand programming is not possible or not a feasible answer like face
detectors, handwriting reader, etc.

Behavioral Security - DeepSec 2011 gsymantec,. 18



Machine Learning
What is Machine Learning?

e Central Question

“How can we build computer systems that automatically improve with experience,
and what are the fundamental laws that govern all learning process?”

e What is the learning problem?

A process learns with respect to <T, P, E> if it
= Improves its performance P
= AttaskT

= Through experience E

“The Discipline of Machine Learning” T. Mitchell (2006)

e Machine Learning algorithms discover the relationships between the

variables of a system (input, output and hidden) from direct samples of
the system

@ symantec. 15



Machine Learning

Building Blocks

e Computer Science

— How can we build machines that solve problems,
and which problems are inherently
tractable/intractable?

e Statistics

— What can be inferred from data plus a set of
modeling assumptions, with what reliability?

e Cognitive Science

. .

Machine
— How does the mind process information in

faculties such as perception, language, memory, Learnmg
ML builds on all these questions but is a

reasoning and emotion? . .
distinct question

e Information Theory
Behavioral Security - DeepSec 2011 gsymantec,_ -

— How can we quantify, process, store and
communicate data efficiently?




Machine Learning
Categories of Machine Learning

e Supervised Learning

— Given example of inputs and corresponding desired outputs, predict outputs on future inputs

e Given input output pairs <x; ,y;>, learn a function f(x;) = y; for all i that makes a good guess at y for unseen x
e Labeled Data

— Example: Classification, Regression
e Unsupervised Learning

— Given only inputs, automatically discover representations, features, structure, etc.
e Unlabeled Data
— Example: Clustering, Outlier detection

e Semi Supervised Learning

— Learning from a combination of labeled and unlabeled data

— Example: supervised learning problems like video indexing, bioinformatics

e Applied where there is less labeled data and abundance of unlabeled data

e Reinforcement Learning

— Given sequence of inputs, actions from a fixed set, and scalar
rewards/punishments, learn to select action sequences that maximizes
expected reward

— Example: Robotics

Behavioral Security - DeepSec 2011 @Symantec 21



Machine Learning

Steps

1) Pick a feature representation for your task
— Inputs and Outputs, Feature identification (power to discriminate)

2) Compile data
3) Choose a machine learning algorithm

4) Train the algorithm

5) Evaluate the results &= ----
== miy A

Database/data Target Cleaned Transformed Patterns/ Knowledge

warehouse data data E data model
#

Performance
system

@ symantec. [z




& Weka Explorer

Preprocess | Classify | Cluster | Assodate | Select attributes | Visualize

| Open file... | | Qpen URL...

| | Generate...

Filter

| Choose | Mone

Current relation

Relation: behavioral_features
Instances: 124

Attributes

Selected attribute
Mame: dass
Missing: 0 (0%:)
Mo. Label

1| GOOD

2| BAD

Mame

L TR S B TP L P T

API_CreateFile

API_HTTPSendRequest

API_DeviceloContral
HAS _WINDOSW

HAS_LISTEN_PORT_OPEN

CREATES_TASEKS
MODIFIES_PE
CREATES_PE
DOES_IMIECT

Registered_as_Autostart

CreatedSinceSecs

Class: dass (Mom)

Behavioral Security - DeepSec 2011

Type: Mominal
Distinct: 2 Unique: 0 (0%6)

Count

59
a5

Visualize all
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http://orange.biolab.si/screenshots.psp
http://orange.biolab.si/
http://www.cs.waikato.ac.nz/ml/weka/index.html

Machine Learning for behavioral security

Behavioral Security - DeepSec 2011 gsymantec,_
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Machine Learning for behavioral security
Overview

‘,gi
\

»
/

e Goal

— Train a model to provide automated meaningful information about
unknown samples

* |dentify class/label (Supervised Machine Learning) = Classification

¢ |dentify association (Unsupervised Machine Learning) = Clustering

e Application of information extracted

— Classify the sample or provide information to analysts for labeling and
writing definitions for detection

— Real time protection

Behavioral Security - DeepSec 2011 gsymantec,. 25



Machine Learning for behavioral security
Overall process

a8
4®@%“9

e Steps "
— Collect samples /

— Setup a VM with “monitoring framework

— Push and run samples in a farm of virtual machines

— Collect sample behavior data

— Recycle the VM

— Extract information into format suitable for data mining
— Train the models

— Test and deploy the models

@ symantec. 1%



Supervised Machine Learning
For real-time protection

e Monitoring framework

— Data Collection

— User mode hooking API: Detours (Microsoft)

e Hook the APIs
¢ Collect the data in the context of the API Hook

— APl Info(Name, Parameters), Called-from API, State of the process, etc.
— Log the information
e Extract features: Logs = ARFF files

— API Called
— Has Ul/Window

— Does Network Communication
* [RC
o HTTP

— Registered in AutoStart locations
— Creates Windows Tasks (jobs)

— Modifies PE Files

— Creates PE Files

— Injects into Trusted Processes

@ symantec. |12



Bl

File Edit 5earch View Encoding Language Settings Macre Run  Plugins Window 2 X
o= @4 M e ikl as| BE|= l_J|o B | av =gy

=l behavioral arff I

:\DeepSecDema\beh P

GRELATION behaviozal_aecuzitﬂ -

WoR

BATTRIBUTE API CreateWindow {I,F}
BATTRIBUIE LPI_ShowWindow i{I,F}
BATTRIBUIE API_FindWindow iI,F}
BATTRIBUTE API_ShellExecute {I,F}
BATTRIBUTE API DeleteFile {I,F}
BATTRIBUIE LPI MoveFile {T,F}

BATTRIBUIE API_CreateFile iI,F}

10 BATTRIBUTE API_HITPSendRequest {T,F}

1 BATTRIBUTE API DeviceloControl {T,F}
BATTRIBUIE HAS WINDOSW {T,F}

BATTRIBUIE HAS LISTEN PORT OPEN iI,F}
14 EATTRIBUTE CREATES_TASKS iI,F}
BATTRIBUTE MODIFIES PE {T,F}

BATTRIBUIE CREATES_PE i{I,F}

1 BATTRIBUIE DOES_INJECT {TI,F}

12 EATTRIBUIE Registered as_Autostart {T,F}
BATTRIBUIE CreatedSinceSecs real

O BATTRIBUIE class {GO0D,BRD}

R R ]

-r
Wk b
m

1 ot

PR3 R
|

2  GDRTR
Ir171,71,7171,F,F71,71,71,171,7T,F,F,734,G00D
I,F,T,T,F,1,T,T,F,T,F,T,F,T,F,F,22,BAD
F,Ff,T,T,F,I,F,T,F,T,T,T,T,T,F,F,34,BAD
F,F,T,T,F,F,T,T,T,T,F,T,F,F,T,F,566,BAD
F.,F,I,F,F,F,F,1,F,F1,T,FI,I,F,2,BRD
I,F,TT,T,I1,F,F,T,1,T1,1,1,T,F,F,628,GO0D
F,F,T,F,T,F,T,T,F,T,T,1,1,F,T,F,6587,BAD
F,F,F,F,T1,F,T,T,T1,F,T,F,T,T,F,F,232,BaD
F,F,F,F,T1,F,T,F,T1,T,F,T,T,T,F,F,1864,BAD
F,F,F,F,T1,1,F,T,1,T,F,F,I,T,F,F,654,BaAD
I,F,T,T,F,F,F,F,T,T,F,F,F,T,F,F,45,BAD
T,F,T,F,F,F,F,F,F,T,F,F,F,T,T,T,95,BAD

3 I,F,I,F,F,FFT1I,F,F,FFFTI,T,3,BRAD

3 T,F,T,T,F,F,T,F,F,F,T,FTIT,FT,51,BAD

3 I,F,T,T,T,I1,F,F,T,1,T,T1,T,T,F,F,528,GOOD
s 71,F,7,71,71,7,F,F,T,T,T1,1,T,T,F,F,734,G00D
1,F,F,T,F,F,F,F,T1,F,T,TI,F,F,F,T,65BRD
I,F,T,T,T1,F,F,F,T,F,T,F,F,T,F,T,57,BAD
F,F,F,T,F,F,T,F,T,F,T,F,F,T,F,F,2354,G00D
F,F,T,T,F,F,T,F,F,T,F,T,F,T,F,T,654,BaD
F,F,T,T,T1,F,T,F,T,F,T,T,F,F,T,F,&,GO0D
F,F,T,F,T,F,F,F,T,1,F,T,F,T,F,F,9, GOOD
F,F,F,T,T,F,F,F,T,1,T,F,F,T,T,F,645,G00D
I,F,F,F,T,F,F,F,T,F,T,F,F,T,T,F,534,G00D
F,F,F,F,F,F,F,F,1,F,T,F,F,T,F,F,56,BAD
F,F,F,T,T1,F,F,F,TI,F,T,F,F,T,F,F, 88, GOOD
I,F,T,F,F,F,F,T,T,F,F,F,F,F,F,F,15,BAD
I,F,F,F,T,F,F,T,T,F,F,F,F,F,F,F,68,BAD
1,F,F,F,1,F,1,1,1,I,F,F,F,F,F,F,29,BRD

2 rT1,Ff,I1,FT,FT,T,T,F,F,T,F,I,T,F,37,G0O0OD
F,F,T,F,F,F,T,T,T,F,F,T,F,F,F,F,234,G00D
I,F,T,F,T,F,T,T,T,T,F,F,F,F,F,F,24178,GOOD
¥,r,1,f,1,F,1,F,1,1,1,1,F,F,F,F,4705,G00D
I,F,T,T,T,F,T,F,T,T,F,F,F,T,F,F,47893,G00D
s7 1T1,F,T,T1,1,F,F,F,T,T,F,T,F,T,T,F,5832,G00D

1

Normal text file length : 5746 lines:150 Ln:1 Col:30 Sel:0 DosiWindows AMNST INS



Example

Data to Models

...click here if demo GODs act up!..
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‘\“\\%\'L 4

\\

}L\‘

Lab to field
Apply Classifiers

e Monitoring and Blocking hook points

7
g

oy
lI//ll// ; /'00 )
(S

npw
24

fll

0>

> i

7 M
////

7

7,

(Y 1
i
\)

-
&
S

— May or may not be the same S
e Some hooks points are merely for state/information collection
— Work done in APl Hooks

e Collect information
e Transform information into feature vector

e Evaluate against model

e Allow or Deny
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Lab to field
Apply Classifiers

e Which APIs to hook?

— Higher level API (CreateProcess @ kernel32.dll)

— Lower level APl (NtCreateProcess? NtCreateThread?, Ldrpxxx?)
— Higher level APIs (exports by kernel32) provide fine grain control
— Many high level APls map to few lower level APIs (functionally)
— Lower level APIs provide a more comprehensive view

CreateProcess (...) ; ':J}

L BIOCk ACtiOﬂ: /in32 Subsystem
— Failing an API -7

e Qut parameter
e Return code

— Terminate Thread/process

NT Kernel l

Behavioral Security - DeepSec 2011 @Symantec,. 31



Machine Learning for behavioral security

Reality check...

e Qe
symantec. B



IMPORTAHT

Automation

Reality check

IMPORTANT: Enabling 3rd Party Extensions in Internet Explorer

e Practical Challenges

— Samples fail to run in automation

e Good Samples fail to run in automation

Mo thanks, please abart installation

— more commonly than Malicious samples
— Dependency, Configuration, etc.
— GUI automation

e Malicious Samples deliberately fail to run in automation
— VM Aware
— Automation Aware

* Check own file name (example: sysdat o x
* Check parent process (Threat: Trojan. in =
* Check application settings (Threat: Ad
* Check commonly used applications (MS Office)

e Samples may be stale: C & C Down
— System state sensitivity

e Valid Samples: Missing depencies like Java, .NET, etc.
e Malicious Samples: Missing targeted applications like Ado

@symantec.
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Machine Learning

Reality check

« Section Modification: Or how to kill many tools.

=->3ection Header Table

e Machine Learning Challenges

— Imbalanced data sets eereRnass:

EointerToRelocations:

— Missing features

— Anomalous feature values

e outlier or deliberately manufactured?

e Some tricks observed in malware™: oinserToRanDasa:

nterTolelocations:
— Non-standard ImageBase
— Large values in .DATA/SizeofRawdata

— Bogus values in LoaderFlags

<-—— BIG Zize of =ection onm the di=k.

(INITIALIZED DATRA, BERD, WR

Behavioral Security - DeepSec 2011 gsymantec,_ 34



Stealthy Malware
Malicious Payloads

e NPTs (Non Process Threat)

— Trusted process -> Malicious Behavior
— File vs. Process
— Code vs. Data

e Malicious PDF = Browser or Adobe reader
e Malicious JAR files = Browser or java.exe
e Malicious MSI files > msiexec.exe

— DLLs

Regsvr32

RundlI32

Svchost.exe

IE/Explorer Extensions

How to automate these?
How/where is protection enforced?
What is remediated?

Behavioral Security - DeepSec 2011



Conclusion & Food for thought!
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Recap
Scaling to the Malware population

e Volume of malware by unique file fingerprint = New Malware

— Behaviorally malware is not evolving at every instance
— Scalability can be handled with Automation
— Be aware of pitfalls of automation
— Automation + domain knowledge
— Use domain experts effectively
e Challenge

— What if the Malware is a valid application with configuration file?

O
Q
&

— Solution: Opportunity for Creative Feature Engineering?

Behavioral Security - DeepSec 2011 gsymantec,.
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GTBOT.avi

@ASymantecm

Thank You!

B
Sourabh Satish It's QUESTION TIME!!
sourabh_satish@symantec.com
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The University
of Waikato

Experimenter

KnowledgeFlow

Simple CLI
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£ Weka Explorer

Cpen file... || openuRL.. || o©OpenDB... || Generate...

& Open

| Choose | Mo Look in; DeepSecDemo

Filter

Current relation

Relation: Mon

Instances: Mon e

Recent Items

-

Attributes

My Documents

Ay

Visualize all

Computer

s
t_h_ File name: behavioral.arff | Ere

Metwork . e U
=hwar Files of type: | Arff data files (=.arff) | Cancel

Status
Welcome to the Weka Explorer

Behavioral Security - DeepSec 2011 gsymantec,_ 40




Preprocess | Classify | Cluster | Assodiate | Select attributes | Visualize |

| Open file... | | Open URL. .. | | Open DEB... Generate...

Filter

| Choose  (Mone | Apply |

Current relation Selected attribute

Relation: behavioral_features Mame; dass Type: Mominal
Instances: 124 Attributes: 18 Missing: 0 (0%%) Distinct: 2 Unigue: 0 {0%)

Attributes Mo. Label

GOaD
BAD

Al | |

MName

API_CreateWindow
API_Showwindaw
API_FindWindow
API_ShellExecute
API_DeleteFile
API_MoveFile
API_CreateFile
API_HTTPSendRequest Class: dass (Mom) » | Visualize all
API_DeviceloControl
HAS_WINDOSW
HAS_LISTEN_PORT_COPEN
CREATES_TASEKS
MODIFIES_PE
CREATES_PE
DOES_IMIECT
Registered_as_Autostart
CreatedSincesecs

class

=
[l =R T =R e R L R [ O By R B O

—
[ ]

[y
L

[y
a

[y
(%3]

[
L23]

[y
|

Remove




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Test options Classifier output
Use training set
Supplied test set
@ Cross-validation Folds |10

Percentage split

| Mare options...

‘ (Mom) dass

| Start |

Result list (right-dlick for options)




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

weka
dassifiers

bayes

functions

lazy

meta

mi

misC

rules

frees
ADTree
BFTree
DedsionStump
'_—I'

J48graft
LADTree
LMT

METree
RandomForest
RandomTree
REFTree
SimpleCart

Filter... || Remove filter || Close




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Choose (148 -C0.25-M2

Test options
Use training set
Supplied test set
@ Cross-validation Folds |10

Percentage split

| Mare options...

‘ (Mom) dass

| Start |

Result list (right-dlick for options)

Classifier output

a "
&3 Classifier evaluation options I&J

| Output per-dass stats
Output entropy evaluation measures

| Output confusion matrix

| Store predictions for visualization
Output predictions

Output additional attributes

Cost-zensitive evaluation

Random seed for XVal [ % Split |1

Preserve order for %6 Split

Output source code  |WekaClassifier

Ok




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Choose (148 -C0.25-M2

Test options
Use training set
Supplied test set
@) Cross-validation  Folds

Percentage split %

| Mare options...

‘ (Mom) dass

| Start |

Result list (right-dlick for options)

Classifier output

=== Bun information =—=

Scheme:weka.classifiers.trees.J48

Relation:
Instances:
Attributes:

behavioral features
124

13

APT CreateWindow
APT ShowWindow

APT FindWindow

API ShellExecute
APT_DeleteFile

APT MoveFile

APT CreateFile

API HITF3endRequest
APT DeviceIoControl
HAS WINDOSW

HAS LISTEN_FORT_OFEN
CREATES_TASES
MODIFIES_FE
CREATES FE

DOES _INJECT
Registered as futostart
Created5inceSecs
class

Teat mode:10-fo0ld cross-validation

Claszifier model (full training set) =—

pruned tree




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Choose (148 -C0.25-M2

Test options Classifier output

se training set J48 pruned tree

Supplied test set

@ Cross-validation  Folds CreatedSinceSecs <= 6587
Percentage split % | CRERTES_TASKS =T
CreatedSinceSecs <= 9: {12.0/53.0)
CreatedSinceSecs > 9
APT ShellExecute =
I AFI DeleteFile : G00D (9.
I AFI DeleteFile : BRD (l2.
APT ShellExecute = F
| APT DeleteFile =T
| | AFTI MoveFile
[ [ APFI MoveFile
I
I

| Mare options...

‘ (Mom) dass

| Start |

Result list (right-dlick for options)

I I MODIFIES PE : BAD (3.0)
I I MODIFIES PE : G00D (2.0)
I API DeleteFile = F: 20D (13.0)
CRERTES_TASES = F
| API CreateFile =
I I LPT MoveFile T: GDOD (8.
I I AFI MoveFile F: BAD (10.
I
I

API CreateFile = F

| CreatedSinceSecs <= &54: BAD (32.0/4.0
| | CreatedSinceSecs > 654: GOOD (2.0)
CreatedSinceSecs > 6587: GOOD (13.0)

Number of Leaves

Size of the tree




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Choose (148 -C0.25-M2

Test options

Use training set
Supplied test set
@ Cross-validation  Folds

Percentage split %

| Mare options...

Classifier output

Time taken to build model: 0 seconds

Stratified cross-validation ===
Summary ===

Correctly Classified Instances

‘ (Mom) dass

Incorrectly Classified Instances
Kappa statistic

| Start |

Result list (right-dlick for options)

Mean absolute error

Root mean squared error
Belative absclute error
Boot relative squared error
Total MNumbker of Instances

=== Detailed Accuracy By Classz ===

TF Rate FPF Rate Precizion
0.712 0.04az2 75
L9908 .288 LTTE
Weighted Awyg. 0.815 .195 23
Confusion Matrix ===

b <-- gclassified as
17 1 =&
9| b BAD

Fla e
T

gl.4516 %
13.5434 %

Patad

Becall F-Measure oC
0.712 LT
L9908
.815




Freprocess | Classify | Cluster | Assodate | Select attributes | Visualize

Classifier

Choose |RandumFurE5t 10K0-51

Test options Classifier output

Use training set

Supplied test set Set Time taken to build model: 0.01 seconds

@ Cross-validation  Folds
Stratified cross-validation ===

Percentage split Yo Summary ===

| Mare options...

Correctly Classified Instances

Incorrectly Classified Instances

L T S N S

‘ (Mom) dass

Kappa statistic
Mean abksolute error
| Boot mean aquared error
Result list (right-dlick for options) Belative absolute error
17:37:59 - trees, 143 Root relative sguared error
: Total MNumbker of Instances

[}

| Start

[}

[
k3 -1 "
= O

=== Detailed Accuracy By Classz ===
TF Rate FPF Rate Precizion Becall F-Measure oC
0.138 L8368 . L2807
. 812 . L2368
Weighted Awg. . . LB23 . .22

Confusion Matrix ===

b <-- gclassified as
13 | =&
%8 | b BAD

Fla e
T
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Options  Widget Help

[ =

Data | Visualize I Classify | Regression | Evaluate | Unsupervised I Associate I Text Mining I Bininformatics | Visualize Qt I Prototypes |

EEEH & SHEH B EE & e 2 2

File Info Save Data Select Rank Purge Merge Concatenate Data Select Discretize Cu::ntlnmze Impute Dutllers Preprocess Generate Feature
Table Attributes Domain  Data Sampler Data data Constructor

AR




g‘ Crange Canva =

File View Options Widget Help
B = N

Data | Visualize I Classify | Regression | Evaluate | Unsupervised I Associate I Text Mining I Bininformatics | Visualize Qt I Prototypes |

‘\.‘\.“\‘\.;\."\.‘\.'-.

BB & e e ) ) R 2

A File Select Rank Purge Merge Concatenate Data  Select Discretize Continuize Impute Outliers Preprocess Generate Feature
Attributes Domain  Data Sampler Data data Constructor

4 | Description:

Reads data from a file.

Inputs:
Mone

Outputs:
- Examples (ExampleTable)

| | « S5 SECURE (G:) » DeepSecDemo -

- A== -
T =- 0 @
| DataFile Date modified Type

L B

[behavioral arff “)[ b |[ @ Reboad | 11/14/201112:22 ..  ARFF Datg

File
Info
174 example(s), 17 attribute(s), 0 meta attribute(s).
Classification; Discrete dass with 2 value(s).
[] Advanced settings
1 | F
File name:; - ’Weka. (*.arff) v]
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Eile View Options Widget Help
HE = n

Data | Visualize | Classify I Regression I Evaluate | Unsupervised I Associate I Text Mining I Bioinformatics | Visualize Qt I Prototypes |

o EEz=E = | IEII:II:I o
EIEE o e B el S 15 ) B 2
| EXmEES | I | = = I:lEII:I I:IEIEI o0 . -
File Info Save Data Select Rank Purge Merge Concatenate Data  Select  Discretize Continuize Impute Outliers Preprocess Generate  Feature
Table Attributes Domain  Data Sampler Data data  Constructor
i 3

BehavioralData




Eile View Options Widget Help
E o=

e [fle Oseowtions O ol
DHD Variable __.]

s [ CreatedSinceSecs L
istributiol L
Displayed outcomes —04

Bl GOOD B

BAD B
. — 0.8

4

— 0.7

General graph settings — 0.6
[] main tite

¥ anis tile  CreatedSinceSecs
Y axis title  frequency
‘ % Show continuous dass graph

Behavioral Mumber of bars 5

frequency

Probahility plot
Show probabilities

Target value

|cooD
Axis title

[] Show confidence intervals

[] Smooth probability lines ]

| T T T I T T I T T T I T T T I T T T ]
0 20,000 40,000 60,000 20,000 100,000
] I Created3inceSecs

Save Graph




Eile View Options Widget Help

B = n

Data | Visualize | Classify | Regression I Evaluate I Unsupervised I Assodiate I Text Mining I Biginformatics I Visualize Qt I Prototypes |

o (%) | =% D e G & EEO

Distributions Attribute  Scatterplot Linear Radviz Paolyviz Parallel  Survey Correspondence Multi Correspondence i Sieve Sieve
Statistics Projection Coordinates  Plot Analysis Analysis i Diagram multigram

Distributions

Exaniples

=l

BehavioralData
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File View Options Widget Help

(| ~
e e comanon ee | N

Data I Visualize | Classify | Regression | Evaluate | Unsupervised I Associate I

i

Learner/Classifier Mame

o .-
.-D-

Classification Tree

C45‘

..n" o

o U o
Nan.-'e Logistic Majority k Mearest Classification C4.5  Interactive  SWM
Bayes Regression Meighbours Tree Tree Builder Attribute selection criterion
4 3
Information Gain -

Limit the number of reference examples to 100

H Mumber of neighbours in ReliefF |5 s

Distributions Binarization

@ Mo binarization
Examples . . .
() Exhaustive search for optimal split

= (71 One value against others

e Exampl & ]
@ Pre-Pruning
Classification Tree Min. instances in leaves =

2
BehavioralData -
[7] stop =plitting nodes with less instances than 5 =

[ stop splitting nodes with a majority dass of (%) |95 =

[ stop splitting nodes at depth 100
Post-Pruning
Recursively merge leaves with same majority dass
Pruning with m-estimate, m= 2 =
[ Apply |

[ Report ]
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Eile View Options Widget Help
HE = N

Data I Visualize | Classify | Regression I Evaluate I Unsupervised I Associate I Text Mining I Bininformatics I Visualize Qt I Prntotypes |

i By 45 o2 P i i i
ooy |GdR i (22 S| =| | she e
Nawe Lnglstc Majority  k Mearest Classification C4.5 Interactive SVM CM2Z  Random Classification Classification CM2 F‘.ules Numugram
Bayes Regression Meighbours Tree Tree Builder Forest Tree Viewer Tree Graph  Viewer
P b

iy

Distributions

Il Exargples

— Examples ‘&‘
‘ % ‘ Classification Tree

BehavioralData

Classificafion Tree

Classification Tree Viewer

Last event: Classification Tree Viewer: ProcessSignals: Calling <bound method OWClassificationTreeViewersetClassificationTree of < OWClassificationTreeViewer. OWClassificationTree'




"= (Classification Tree Viewe E

Displayed information —————— P(Class) P(Target) #Inst Distribution (rel) Distribution (abs)

/| Majority dass 4 <rpote 0524 0476 124 0.476:0524 5865
Probability of majority dass 4 (CreatedSinceSecs <=7745.500 0586 0414 111 0.414:0.580 46:65
4 (CreatedSinceSecs <=0584.000 0641 0359 92 0.359:0.641 33:59
4 AP CreateFile=T 0500  0.500 38 0.500:0.500 19:19
4 AP Shellbxecute= T 0714 0.286 21 0.286:0.714 6:15
Relative distribution API FindWindow =T 0875 0125 16 01250875 2:14
Absolute distribution APL FindWindow = F 0.800  0.800 5 0.800:0.200 41
4 AP ShellExecute = F 0765 0765 17 0.765:0.235 134
Expand,shrink to level APL DeleteFile=T 0,800 0.200 5 0.200:0.800 14
D APL DeleteFile = F 1.000  1.000 12 1.000:0,000 12:0
4 AP CreateFile = F 0741 0.259 54 0.259:0.741 14:40
4 CREATES TASKS=T 0545 0455 22 0.455:0.545 10:12
CreatedSincebecs <=... 0846 0154 13 0.154:0.846 211
GOOD CreatedSincebecs =4.. 0,889 0.889 g 0.889:0.111 a1
4 (CREATES TASKS=F 0875 0125 32 01250875 4:28
Tree size » API_DeleteFile=T 0810 0190 21 0.190:0,810 417
APL DeleteFile = F 1.000  0.000 11 0.000:1.000 0:11
4 CreatedSinceSecs =094,000 0.684  0.084 19 0.684:0.316 13:6
APL MoveFile=T 1.000  1.000 9 1.000:0.,000 2:0
4 API MoveFile=F 0.600  0.400 10 0.400:0,600 4:6
APL FindWindow =T 0750 0750 4 0.750:0.250 31
APL FindWindow = F 0.833 0167 6 0.167:0,833 1:5
CreatedSinceSecs = 7745.500 1.000  1.000 13 1.000:0.,000 13:0

Probability of target dass

Mumber of instances

Target dass

Mumber of nodes: 27
Mumber of leaves: 14




Eile

View Options Widget Help

B = N

Data | Visualize I Classify | Regression | Evaluate | Unsupervised I Associate I Text Mining I Bininformatics | Visualize Qt I Prototypes |
m | (el A > ~o| (EEE| [BOO o ( (
=R E] o B EE B e S e S R
| EamEE | ] = EEEE| = Ooc T O30 | | S
File Info Save Data Select Rank Purge Merge Concatenate Data  Select Discretize Continuize Impute Outliers Preprocess Generate Feature
Table Attributes Domain  Data Sampler Data data Constructor
4 2

1

Distributions TestData Data File

Ibehauiaral_test.arff

Examples

Info

Examples ‘ &‘ 20 example(s), 17 attribute(s), 0 meta attribute(s).
‘ @ ‘ Classification; Discrete dass with 2 value(s).
Classification Tree

BehavioralData

Classificafion Tree ["] Advanced settings

Classification Tree Viewer
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Eile View Options Widget Help

(= -1 .
O3 Testleamers l = | (=] |ﬁ]

Data Visualize

sampling Evaluation Results

D%|
|E @/ Cross-validation Method CA Sens Spec AUC IS  Fl  Prec Recall

Test  Predictiony Mumber of folds: 5
Learners

1 Classification Tree 0.8000 09231 0.5714 07167 03811 08571 08000 09231

Fi

Leave-one-out

Random sampling
Repeat frainftest: 10 =
Relative training set size:

) 70%

Test on train data

Tact nn tect dats
£51 0N TE5T dals

| Apply on any change

Apply

Performance scores

Classification accuracy
Sensitivity
Specificity
Area under ROC curve

Tnfarmatinn ernre
v 1T 3

BehavioralData

Target dass

|BAD

Last event: TestLearners: ProcessSignals: Calling <bound method OWTestLearners.setl earner of < OWTestLearners.OWTestLearners chject at 0x07A19308> > with TreeLearner 'Classifica




File Ei'e_w Options  Widaet  Help .
[ | ROC Analysis r‘ - —- — — E=REER-
G | . . -
Data enral | nalyss | setings | Predicted class: GOOD
‘D(_l Target class 1 g
Korom! |cooD - ]
Test :
Learner Classifiers 0.9
F T 2
B Classification Tree ]
0.8 —
1 ]
| 0.7
=06 -
| £ 7]
= ] 1.000 ClassificafioR Tree
= ]
| Y05 -
| g2 ]
1 e
F o4
| ] =
0.3 —
‘ gl 0.2 -
Behavio 7
] i
| (Un)select Al 0.1 5
Show convex ROC curves ]
| Show ROC convex hull 0-=
I LI I LI I LI L I LI T I LI LI I LI L I LI I LI I LI L I T 1T T T I
0 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 1
Save Graph | | Report FP Rate (1-Specificity)
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