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- aka @tamhanna




= Tam HANNA

- CED, Tamoggemon Ltd.

- Runs web sites about mobile
computing







Diffenent uden
peficeptiond
» Mobile phones are always on the user

- More personal

= |ser feels that unit "is safe”
- No large-scale outbreaks so far

- User is unwilling to accept implications of AV software



vd.eh.d.afled.tu[.‘u..d

= [abir displayed THREE warning alerts

- Perimeter security is not enough

= |sers choose dancing pigs over security
— Ed Felton



» Programmers unaware of security issues
- HIC's Bluetooth FTP issue
— AllAboutSymbian hack

= Systems too weak to run large AV software

- Power drain



Opecn cpenating Aydtemi

= Symbian, etc are on the march
= Full 00 access

* | ess dumbphone, more smartphone



Smantphone = powenful

» [pday's smartphone has
~ Fast GPU and Internet
- seamless PG connection (drive mode)

— Access to user's wallet (in app purchase)

s Plyus, the classics

— Premium rate numbers



Cannieni can't do it alone

o [;5M / CDMA
— [an be protected

s Bluetooth

- [an't really be protected by the carrier

= Wik

- Don't even ask






g'eena.g.ethug.d.-g

s Phones stolen for

- Personal usage
- Resale

» Rampant issue in Western Europe



g'eena.g.ethug..{-gg

» [arriers love theft
— Users have to buy another phone at full rate

- Possible gain of another user

» [arrier CED: people with stolen phones are customers
as well



» Manufacturers love theft
- Larger sell-through
- Larger marketshare



g'eena.g.ethug.d.-gv

= |MEl blacklisting works
- e.g. UK

* overnment must enforce it
- |s unwilling due to PR reasons



g'a.h.g.eted attackhi

s |nterest: data

® Trick theft
» Memory card theft

~ Usually unencrypted



the unseen threat




= App must be signed to access stuff

— Express digned available

= Not signed - no access (/)



She Phocess - 9

» Mobile phone users are usually “authorized"”

- No multi-user phones
— PIN Authentication

» |Jser-based rights management doesn't make sense



he Phnocess - 999

s Processes are the smallest sensible unit
* The Process is the Unit of Trust

= | process = | app

» Processes are divided into tiers
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She capalbility

= A capability is a token which must be presented to gain
access to a privileged service

» [jome in three classes
- 10K
— dystem
- User



She capability - 99

» 0B Capabilities: TCB

» [iranted to TCE processes only

= |ets them do things nobody else can



= System Capabilities
— Not meaningful to user
~ branted by a signing house

= |Iser Capabilities

- "Not really dangerous”

— Granted by user (like JZME)




Da.ta.aa.g.ing.

= Access to some folders is restricted
* Provides "secure storage”

= But: MMC/SD readers



Da.ta.o_a.g.l'.ng.-gg

Path Read Write
/sys AlFiles TCB
/TESOUrCE 1CB
/private/my3ID
/private/notMe AllFiles AllFiles

/other




* |ntended to permit testing of application

— Upen almost all capabilities

* Bound to IMEI
~ [ne cert: 1000 devices



»  [btained by

. (Getting TrustCenter [D)
2. Requesting Cert
3.

Requesting more certs

» [ost: 200 USD tor TrustCenter
- Requires capital company (Limited)

- bc of OMA DRM bylaws



Dev- Cents cat fiice

= hitp://cer.opda.cn/en

» [ienerates DevCerts for everyone

= JSits in Ghina


http://cer.opda.cn/en

Cheat user

(phish)

ontowebsite | — »

Make him enter

Create signed

=

IMEI (social > .
: file
engineer)
\ 4
User installs |« Send to user




Imprnovesment idea

» [ienerate certificate automatically
® Then, perform update



Upen for (dangerous) code




Adnoid in 2 min

App

App

App
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Abrdnoid in 2 min - 99
= [loning apps is easy
= Java code can be decompiled

= Add ads, reupload
— Ban on Google Market? Go to ESD!



13119 alE Q 1820

B Apps = Security model is
Firefox ,transparency based”

2 wmoziLLA

tam.hanna@gmail.com

» Apps can come from anywhere

Ihrstandort « UISER decides

Genauer Standort (GPS) >

Netzwerkkommunikation
Vollstandiger Internetzugriff >

Speicher
Inhalt des USB-Speichers andern/
l6schen. y



Attackh scheme

= Always the same

. bet onto phone
2. Do funny stuff

» Send data to master
» [all premium rate number



D’LaidMLng.g"u

= Abuses Android security model

» |Ipdates are checked less stringently



D’LaidMLng.g"u - oJo]

= After installation, update is offered
* ||pdate contains exploit

* [3ets root on some phones (why??)
- Does nothing with these rights



Cannien 99

= [Jiscovered by revor Eckhardt

» [reated by a company
- Won Fierce la in 2008

= [ives on multiple platforms

- Comes as "gift from carrier”

— Also on BB and S



Cannien 99 - 99

» Records a LOT
~ App Upened
- 3MJ received
- 3creen on/off
- [Call received
~ Location

- Media



Cannien 99 - 999

= Sends data to portal via HTTPS
= \isible to everyone in portal
= |ser can NOT opt out






iPhone 5G

Available Friday.
In store or delivered to your door,

Check it out »

Introducing the iPhone that lets you do more than ever. And do it

amazingly faster.

Launch and switch between applications quickly. Bigger display, transparent &
mode, better cloud integration. Shoot, edit, and share video like never before. i -
Slimmer, faster and sleeker. Discover many more features that make iPhone
5G S the best iPhone yet.

iPhone just turned Black »




= |f g web site can get root, so can a criminal

s Sofar, little used

s |DEA: www.freeloubouting.com



= [;ERMANY only

- Little interest by security professionals

* Noidea how it installs itself (ad?)



ARenRen” — JY

= Somehow abuses illS in app purchase

= Fither:
- docial engineering to get PW

= IR
~ Exploit in i03



= Strange shit:

— Non illS owners get attacked, too

® This tells us: could it be phishing?

* [oogle A NELHR T



http://www.spiegel.de/netzwelt/apps/0,1518,796353,00.html

AAELMEET Q|
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Istx renren.com/ - Translate this page

Hr— RS ERERY , BMEEXER , CERvMERER , FERRREEL S
A CEFTREASHESE  SNFERVETEA=EX T
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Mare results from renren.com =

[?]89 A A BLTH K - MiTunes App Store T A AELIEHAT

itunes apple comfecnfappddaaTo222129mi=8 - Translate this page

TEApp Store FBEEFEXRT A AL A AT, BETHR, RREBH , #7THES. T
A A AL E FEEMIPhone. iPad fliPod touch EZ .




» Manufacturer string only partial

- ,Beijing Luianxiang Wangji

= Brings us to a Chinese professor



JV

he 4

Qianxiang Wang X T#

Ph.D, Professor

Institute of Software, School of Flectronics Enginesring and Computer Science,

Peling University, Befiing, China

E-tnail: wipz at pku.edu.cn, Tel 86-10-6275 907400

Research
Mhddleware: One layer of software that locates between Operating System and Lpplication.

Analysis and Adjusting of Software and Service: Methods and tools for high-confidence software and service.

Developing ZEF orge PETTAL




A email

Dear Professor Wang,

please forgive me for getting in touch with you so abruptely - [ am Tam Hanna
from Vienna, and am doing some research into a strange iPhone application
which has caused large money losses to berman iPhone owners.

As you can see in this screenshot (http://www.computerbild.de/fotos/Abzocke-
im-ilunes-Store-Diese-China-App-klaut-al-Euro-67445d8.ntml#2), the app's
metadata contains a string (Beijing Uuianxiang Wangji) which, when googled,
bring straight to your web site.

| am currently preparing a talk on the topic and wanted to ask you if you know
anyt?hing which could help me? Could this be part of a smear campaign against
you'

Or am | just misunderstanding the string as a non-Chinese speaker.

All the best

Tam Hanna



http://www.computerbild.de/fotos/Abzocke-im-iTunes-Store-Diese-China-App-klaut-80-Euro-6749398.html#2
http://www.computerbild.de/fotos/Abzocke-im-iTunes-Store-Diese-China-App-klaut-80-Euro-6749398.html#2

No-Reply

= Sir Wang probably thinks
- Sha bua (aka What a moron)

= [Inlikely to have anything to do with it



= Mikko cut your hair”
- Dead end

- Maybe revenge from student

s |ets continue

- decond manufacturer string: renren



Renren Inc (NYSE:RENN) executive talks about strategy on browser
games. During The 3th China International Digital Content Expo.,
Lhuan He, Senior Vice President of Renren.com, spoke about the
company's browser game strateqy. The company owns a game
publishing platform where it co-operates games with
developers. It also develops and publishes its own games. Mr.

e believes the current trend is that much of people’s time spent on

I[ will be replaced by time spent on mobile devices. Developers of

browser games should consider expanding their business to mobile

devices. Renren.com currently has about |0 in-house developed
games that are operating on its platform and over all licensed from
third parties. Going forward, the company believes it will be
increasingly shifting toward third-party licensed games in
order to leverage the platform effect of Renren.com.




RenRen ts HUV.G.E.

Renren operates an Internet website. Coming of a red hot [P0
earlier in the year, they are currently sitting on over 1 billion in
cash and no debt. For a small company like RENN, | feel that is a
massive backstop even if they remain unprofitable for the
foreseeable future.

Their real-time social networking website offers users the ability to
communicate, share information and content, play online games,
isten to music, shop for deals, and use other services.

Read more: http://www.beaconequity.com/smw/14a04/Is-Renren-

RENN-Stock-Poised-for-an-Earnings-Surprise-Like-BIDU-and-SOHU-

HixzzldFvByYEu



http://www.beaconequity.com/smw/14504/Is-Renren-RENN-Stock-Poised-for-an-Earnings-Surprise-Like-BIDU-and-SOHU-#ixzz1dFv6yYEu
http://www.beaconequity.com/smw/14504/Is-Renren-RENN-Stock-Poised-for-an-Earnings-Surprise-Like-BIDU-and-SOHU-#ixzz1dFv6yYEu
http://www.beaconequity.com/smw/14504/Is-Renren-RENN-Stock-Poised-for-an-Earnings-Surprise-Like-BIDU-and-SOHU-#ixzz1dFv6yYEu

Let's email thesm

» [Jear Margaret,

* please forgive me for getting in touch with you so abruptely
- | am a journalist working for an Austrian finance

magazine.

* | would like to ask if the iPhone game A ABLHZEXT

was developed in house or is a third party product.
» With compliments
* [am Hanna




Re.{p.a'n.d.e

= [ame very fast
» ¢o'd CHIEF(M) of IR

* [nusual response
- No actual info

— Asking more info from sender



B RE: OOOOO0O - third or first party game? - Message {(HTML)

¢ Fle Edit Yiew Insert  Format  Tools  Ackions Help  Adobe FDF
S i Reply | (S@Replytoall | i Forward | = B | LA | w [ |23 X | @ r ¥ - & |45 @J!

This message has been replied ko or Farwarded,

Frarm: i Margaret Shi [margaret,shi@renren-inc. com] Senk: Fr11.11.201105:21
To: ‘Tam Hanna'
(ol "Sam Lawn'

Subject: pe: A AFLHMETF - third or first party game?

Hi Tam,
May | know the name of your magazine and the purpose of your question?
Thanks

Margaret

From: Tam Hanna [mailto:tamhan@tamoggemon.com]
Sent: 2011¥11 8108 8:22

To: margaret.shi@renren-inc.com
Subject: A A E X - third or first party game?

Dear Margaret,

please forgive me for getting in touch with you so abruptely — 1 am a journalist working for an Austrian finance
magazine.

| would like to ask if the iPhone game A A B #XTF was developed in house or is a third party product.

With compliments
Tam Hanna




Redponice waid Aent

Hello Margaret,

thank you so much for your emaill | am working for the Software and
support media company on this assignment, the target will likely be
the Entwicklermagazin.

| am interested in this game because it has made quite a splash in
Germany recently due to the creative use of in app purchases - it
was the top three grossing app for some time!

All the best

Tam Hanna



' NON-MALICIOUS APP !l



WAP ,,A.o_a.md.” - °Jo]

Scammer 9,

2]
©

& -8

App developer Ad house Carrier

o@% - &

Victim



WAP Acams” - 999

= |ser clicks ad
= WAP request for web site

= MSISDN transmitted

= [arrier charges






Proghammeni ane

unauwanoc

= Security is perceived as a non-issue

- Loders are unaware of risks
» Npreal “secure chain’

* |oads of (unfound) exploitable errors



HIC s Dluctooth FIP - 9J

s Bluetooth FTP is a "bonus service” trom HIC

Microsoft Bluetooth Stack

» \lows access tofiles in an “outbox folder”



HIC s Dlnectooth FIP -
°jej

» Well-mannered client

~ Detects top-level folder

— Does not allow further traversal

» Bad-mannered client
- Sends .. Gommand in root folder

— [ets full device access



HIC s Dlnectooth FIP -
°jojej

» Perimeter security works
- Non-trusted clients can not access BI-FIP

— Careful pairing keeps users safe

s Practical risk: low



On attackens

= Technically
~ Not particularily smart

- Attacks = Normal apps
- No ,advanced” code (YET)

= Socially smart

— Mabile attack == docial Engineering



On attackens - 99

* [ireedy
- No ,Den Zuk” attacks

- No,| Love You" tomfoolery

= Ftfect (IMRD)

- No technical development unless it is needed to make
money. Current attacks make money, so.. .



o
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Data theft to-go-

» FHexidPY
- Logs aM3

- Logs calls

— [uestion: is my wife safe to bonk?

= But now, for profit

— [uestion changes: credit card, please



Exploits
= Tons of them still open

= Whao finds one first?



PC-Phone-Dhidge

» |ntect the PC AND the phaone

- No more local sync -> eek
~ But: autostart and USE drive mode == fun

= Has been done before
- Palm 0OY infected after PC



Mobile scam4i

9 jul 2011 08:38

"fYou have won
£990,000.GBP. Pounds
in NOKIA UK
PROMO.Ref
No:NKOO08.For claim
send your Name &
Mobile to our
Email:nokiaconnects@tn
ctr.com:+447024088191

Via F-secure — S/




Thank y.cru.’

"7 - 171

tamhan/@tamoggeman.com

@tamhanna
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