m:l T Ty W e . :41884,ecSMmW
outmenbnc me
UM -
PEragnarb TR - LEFEynD ¥ Sofil Es iBho e nean e
D-KRIP vv- UHIvU-pokU MUHY - WY | R gy LI
neEygleouPaagdne 3 -
W Yonduws MUHOK-U uPp-UnuSrEnN » L -
- “ . - AN EM
:-uam. W .pan“.\-:us...llilae v OIONpDA® . ‘of
mn\ R m& ...8.. H A dJh's eve
v + 1 *® oM * t.. = “ B =N
Qctsth.u_tu!_ﬂ _ﬂ.xuﬁ au d ..ui Q:‘ i A
BEESeyysy .. nEE-VE L5 e ’ 3
>tlrntﬂtsnx ! - ~HUgam MUMPO V- -
cy-PrH- Yo REM - uHED UYMH - “c:t:l»l nh L gy I=KPN
4L wu - L Bl i = r.t.ﬂ Vi ThER-
“SIN_Bang DuRpiE ERaR: =TE0R e -
® N-KUu I Y-kue 1D-ampld > TP
— deNPbaene
o s w
e r NP
3 GJ.MM‘WQNDW!!“:
MHEA - v I M .._:lxs:!e. ss:  HOUQUI WK so-=u woll N §
——
-0 1v® vk Ak Im C—
@ WoEe NUWIVLY S2 Vi — =
“ mm ~- B -UNs vEN
Pel 1Y e RE Ry Vel = P OB | P
7:.....-...-:07t:3..nlc§l. " Hav Yp-wbs
If\. ‘.‘.lc -
T L .
m 1= UE?tﬂtll !": J"E ——
"svﬂat:ll Ny e ““lu’ NE Wl NN s
o ~——
=

IN-We o-LY 1l DU WY

uccuuvoounar ‘®

7 vy okVEUzKN;UUE oNUE T U Mol Ma  HMNWNME

i\

lﬁlctlvxqstltttl!l v . BECTOo@N IONMNMO® v

m.mu LR L PRSI BT L LT WS

v H u TLEGEE” J
}\tﬂ RS.:ISI.!!ﬂ!.SI\.IQ’S! - -

-2 1ve | Ak In

20 8¢ MUEAVKY @2 viE VB ®
8% “ua® U -UNe VPN

el 1Y @ N8 K-y YVokkvz u 1B —
7...::0:.-:07»\:9;2:\’.. HaAv YU -Hles

R ekl I -



warfare.”
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“Rarely has something
been so important

and so talked about
with less clarity

and less apparent
understanding

than this phenomenon
[cyber war]”

Michael Hayden
DIRNSA 1999-2005 etc.




GYBERWAR IS COMING...
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“Cyberwar is coming!”

John Arquilla and David Ronfeldt (1993)
RAND researchers

“I think it is appropriate to call information operations the
fifth dimension of warfare.”

Gen. Ronald R. Fogleman (1995)
US Air Force Chief of Staff

“As a doctrinal matter, the Pentagon has formally recognized
cyberspace as a new domain of warfare. Although cyberspace is a
man-made domain, it has become just as critical to military

operations as land, sea, air, and space.”

William J. Lynn III (2010)
US Deputy Secretary of Defense




“actions by a nation-state e another nation’s
computers or networks for the
disruption.”

ybergeddon doomsdg

“A true cyberwar is an event with the characteristics of
conventional war but fought exclusively in cyberspace.”

Peter Sommer
Professor at LSE
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«.... Yefrain in their international relations from
the threat or use of force...”

UN Charter Art. 2(4)

“... inherent right of individual or collective self- ‘Q
defense if an armed attack occurs ...”

UN Charter Art. 51

= "acts of violence against an adversary”

Art. 49 Protocol I Geneva Conv.
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“When individuals carry out malicious acts for private
purposes, the aggrieved state does not generally have the right
to use force in self-defense”

US DOD General Counsel
Assessment of Int’l Legal Issues in Information Operations
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“to be legally responsible, it would have to be proved that that State
had effective control of the operations [of the private actors]”

(Nicaragua v. United States of America)

¢




War 1s “a hostile interaction between two or more States, either

in a technical or in a material sense. War in the technical

sense 1s a formal status produced by a declaration of war. War

in the material sense 1s generated by actual use of armed force,
which must be comprehensive on the part of at least one party to

the conflict.” ‘

Yoram Dinstein
former President and Dean of Law at Tel Aviv University




M M O Russia accused of unleashing cyberwar to disable Estonia | World news | The Guardian
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Russia accused of unleashing cyberwar — #mwex 2 .
to disable Estonia s 28
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“What is the difference between a blockade of harbors or '__
airports of sovereign states and the blockade of i S08EH

government institutions and newspaper websites?” A larger|smaller

World news
Russia - Estonia - Europe

Technology
More news

- Andrus Ansip, Estonian Prime Minister
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Is Eastern Europe’s
cyberwar the shape of
things to come?

18 May 2007

Web attackers used a
million computers, says
Estonia

FORGE:

Bronze Soldier, the Soviet war memorial removed from Tallinn. Photograph: Timur

Nisametdinov/AP 24 Aug 2007
Kevin Poulsen on

A three-week wave of massive cyber-attacks on the small Baltic country ~ Estonia’s cyberwar

of Estonia, the first known incidence of such an assault on a state, is 7 Mar 2005
causing alarm across the western alliance, with Nato urgently examining  Baltic states agonise over
the offensive and its implications. Putin’s invitation B
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WEBSITE DEFAGCEMENT?




WEBSITE DEFAGCEMENT?

Georgia: Russia "conducting cyber war' - Telec
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Georgia: Russia 'conducting cyber war'

Russia has been accused of attacking Georgian government websites in a cyber war tc
accompany their military bombardment.
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The official website of Mikheid Saakashvili, the Georgian President, was been under external

3

control since shortly before Russia's armed intervention
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®SNO Hacker group Anonymous knocks CIA website offline
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necessary means

significant cyber attacks

kinetic capabilities




Internet

On

Off

“Right now, China, the government, can disconnect parts of its
Internet in a case of war. We need to have that here, too.”

- Sen. Joe Lieberman



Internet

On
-

Off

“We need the capacity for the president to say, Internet ‘[
service provider, we’'ve got to disconnect the American

Internet from all traffic coming in from another foreign
country, or we’'ve got to put a patch on this part of it.”

- Sen. Joe Lieberman




el PRl LI RIS )

J

&>
L
=
SZ
e
=L
=
-
OO

O
—
(a3
L=
—_
=
(S —
&
=
—
oo
L < W
= <
[ B




“There is no cyberwar.
I think that is a
terrible metaphor and
I think that 1is a
terrible concept.”

Howard Schmidt,
former US
Cyber-Security
Coordinator










A strange game. The only winning move is not to play
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