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| am a doer. And you®?

% Luca Carettoni - luca@addepar.com

% Reinventing the Infrastructure that Powers Global Wealth
Management - http://addepar.com
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INntroduction and context

% Adobe Flex

*

*

Framework for building Rich-Internet-Applications

Based on Adobe Flash

% ActionScript

*

ActionScript is an object-oriented programming language

* Action Message Format (AMF)

*

*
*
*

Introduced with Flash Player 6

Compact binary format to serialize ActionScript objects
Fast data transfer, comparing to text-based protocols
An efficient mechanism to:

* Save and retrieve application resources

* Exchange strongly typed data between client-server




AMF for end-users




AMFE tor old-school hackers

0x0230: ssssssssssnull..
0x0240:

0x0250: Oflex.messaging.
0x0260: messages.Remotin
0x0270: gMessage.source.
0x0280: operation.body.c
0x0290: lientId.destinat
0x02a0: ion.headers.mess
0x02b0: ageld.timeTolLive
0x02c0: .timestamp...get
0x02de: Attributes.....1
0x02e0: flex.runtime.Bla
0x0210: zeDS:HTTPProxySe
0x0300: rvice=proxy-serv
0x0310: ice,MessageBroke
0x0320: r=MessageBrokerl
0x0330: , 1id=DefaultHTTP,
0x0340: type=MessageBrok
0x0350: er.HTTPProxyServ
0x0360: ice.HTTPProxyDes
0x0370: tination

0x0380: okeHTTPCount..In
0x0390: vokeSOAPCount.'I
0x03a0: nvokeHTTPFrequen
0x03b0: cy. 'InvokeSOAPFr
@x03co: equency.IC4C96EA
0x03d0: 9-9D@9-3BC3-28E2
0x03e0: -52359743D757.#R
0x0310: untimeManagement
0x0400: «+++DSId.IC4C964
0x0410: E5-9D18-67D5-1A3
0x0420: D-A21D6BE49355.D
0x0430: SEndpoint..amf..
0x0440: IA790204E-8B58-0
0x0450: 2DE-4288-6E19154
0x0460: FAF64....




AMF tor web hackers

Burp Intruder Repeater Window About

| Target | ProxyT Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]

[ Intercept T Options T History ]

Filter: Hiding CSS, image and general binary content

#  4|Host | Method | URL | Params | Modified |Status | Length | MIME type | Ext

1 http://127.0.0.1:8400 GET Jds-console/ J J 304 123 N
2 http://127.0.0.1:8400 GET /ds-console /history/history.js J J 304 124 script js

3 http://127.0.0.1:8400 GET /ds-console /swfobject.js U U 304 124 script js

5 http://127.0.0.1:8400 GET /ds-console /console.swf UJ J 304 125 flash swi_/
6 http:/ /www.adobe.com GET /images/shared/download_buttons/g... U O 301 672 HTML gif

8 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf J ] 200 393 AMF

9 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf U U 200 40809  AMF

10 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf J J 200 919

11 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf J J 200 71565

12 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf UJ J 200 1730

13 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf U O 200 457

14 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf U O 200 1766

15 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf J J 200 664

16 http://127.0.0.1:8400 POST /ds-console/messagebroker/amf J O 200 470 AMF

18 http://127.0.0.1:8400 GET /ds-console / J ()] 304 123 r!

<« J ¥
_[Request T Response ]
[ Raw T Params I Headers I Hex T AMF ]
| Type | Value
v <3 body
a target string null
a response string /2
a response method string null
v [] data array
v &4 (0] RemotingMessage
Source null
[1 Body array
a Operation string getFlexMBeanObjectNames
RemoteUsername  null
RemotePassword  null
1 Timestamp number 0
2 Headers map
a DSid string C4BFFODF-3F18-CF9B-C992-1EDES935B23F
a DSEndpoint string amf
1 TimeTolLive number 0
a Destination string RuntimeManagement
Clientid null
a Messageld string 23A4CAC9-A1AS-A30E-A612-6E147317E42D
/,




AMFVO versus AMEV3

* Flash Player 6 * Flash Player 9

* QObject instances, traits and strings can

* Object instances can be sent by
be sent by reference

reference

% Support for new ActionScript 3.0 data

* Support for ActionScript 1.0
types

* Support for flash.utils.|Externalizable

* Variable length encoding scheme for
Integers




Adobe BlazeDS

Server-side Java Remoting/Messaging technology

Using Flex Remoting, any Flex client or AIR application can communicate with
remote services and inter-exchange data

In practice, clients invoke Java methods from classes deployed within a traditional
J2EE application server (e.g. Apache Tomcat)

A widely deployed implementation
Multiple alternatives exist:
* Java: Adobe LiveCycle Data Service, Granite, ...

% Others: RubyAMF, FluorineFX, amfPHP, ...




Action Message Format (AMF)

* AMF request/response types:
* CommandMessage

* RemotingMessage

* Client-Server communication through channels:

* Endpoint - http://<host>/messagebroker/amf  cien

Channel

% Destination Service - echoService O ) «———» Endpoin

* Operation - String echo(String input)




State of art (research, tools)

Testing Flash Applications, OWASP AppSec 2007 - Stefano di Paola

Flex, AMF3 And Blazeds - An Assessment, Blackhat USA 2008 - Jacob Karlson
and Kevin Stadmeyer

Deblaze, Defcon 17 - Jon Rose

Pentesting Adobe Flex Applications, OWASP NY 2010 - Marcin Wielgoszewski
Starting from v1.2.124, Burp Suite allows to visualize and tamper AMF traffic
Other debugging tools

* Charles Proxy, WebScarab, Pinta AIR app, ...




Testing remote methods, today

* Traffic inspection and tampering
* Using network packet analyzers

* Using HTTP proxies

* Enumeration (black-box testing)
* Retrieving endpoints, destinations and operations from the traffic
* Decompiling the Flex application

* Brute-forcing endpoint, destination and operation names




_fe IS pain, nignness.

Anyone Wno tells you differently IS
seling something

W, Goldman




IS this the best we can do?

* ldeal for black-box testing, limited knowledge required
* Time consuming

* Requires to invoke all application functionalities

* What about custom objects?

* What about “hidden” services?

% How to ensure coverage?




Enterprise-grade applications

* Large attack surface

% Custom externalizable classes

* [|’ve tested applications with more than 500 remote invokable methods
and more than 600 custom Java objects

_[ Request TResponse ]

_[RBWT Params T Headers T Hex ]

POST /samples/messagebroker/amf HTTP/1.1
Host: 127.0.0.1:8400

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.6; rv:13.0) Gecko/20100101 Fi
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;qg=0.5

Accept-Encoding: gzip, deflate

Proxy-Connection: keep-alive

Cookie: JSESSIONID=ABD7CY9CB8ZA4A1CADI615C63C59580110

Referer: http://127.0.0.1:8400/samples/inventory/inventory.swf/[ [DYNAMIC]]/6
Content-type: application/x-amf

Content-Length: 466

null /4=

A oflex.messaging.messages.RemotingMessage source operation body clientId heade
update
s9flex.samples.product.Product price productId category description gtyInStock image
Italy! merlot.jpg Wine ID4D74179-370A~21E5~-ADIC~24FB6AZ889IBE

DSEndpoint my-amf DSId ID4D7373D=9619-76FB=~1C1F-87D8A45EAS531 I0647C66C=9265~4
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* Custom AMF message generator with fuzzing capabilities

* Method signatures and Java reflection are used to generate dynamically

valid objects

Blazer €

® @ Blazer - AMF Testing Made Easy!

189|080 =]

| Remote Method Signatures ||

1o

|

i

|1d | Type | Name | Method | Parameters | Annotations
UJ 0 Class censusEntnwWO  getld
UJ 1 Class censusEntrwwO  setld int
C] 2 Class censusEntn/VO getAge
[:] 3 Class censusEntn/VO setAge int
O 4 Class censusEntn/VO getClassOfwor...
O 5 Class censusEntn/VO setClassOfwor... java.lang.String
J 6 Class censusEntn/VO getEducation
UJ 7 Class censusEntn/VO setEducation java.lang.String
UJ 8 Class censusEntn/WO getMaritalStatus
@ 9 Class censusEntn/#WO setMaritalStatus  java.lang.String
[:] 10 Class censusEntn/VO getRace
W 11 Class censusEntn/WVO setRace java.lang.String
U 12 Class censusEntn#WO  getSex
%)
UJ 14 Class censusService getElements int, int
UJ 15 Class connectionHelper getConnection
C]% 16 Class connectionHelper close java.sql.Conne...
UJ 17 Class company getAddress
O 18 Class company setAddress java.lang.String
M

[ Interfaces only

[} @Remotinginclude only

Select All J

{ Deselect All




Blazer vO.3 - DeepSec edition

GUIl-based Burp Suite plugin
* Well-integrated so you won’t need to leave your favorite tool

* Burp Free and Pro

% With Nimbus look’n’feel too - e e e
. Dafydd Stuttard W Follow ||

J | @PortSwigger

GNU GPL software @__ikki Pro version 1.4.08 is out now.
Beware Nimbus - she's a cruel mistress

4 Reply T3 Retweet W Favorite

http://code.google.com/p/blazer/

Start Burp with java -classpath Blazer_v0.3.jar:burp.jar burp.StartBurp and
launch Blazer from the context menu

Request in browser
Blazer - AMF Testing

Blazer - AMF2XML Export
Blazer - Enable/Disable SecurityManager



http://code.google.com/p/blazer/
http://code.google.com/p/blazer/

Blazer - Architecture

* A packet generator

* based on Adobe AMF OpenSource libraries
* An object generator

* to build valid application objects using “best-fit” heuristics
* A lightweight fuzzing infrastructure

* 1o generate attack vectors, insert payloads within objects, manage
multiple threads and monitor the progress




Blazer as a “custom” AMF client

* By default, Blazer uses Burp Proxy to record requests and responses

* Proxy setting option available

* Using Burp, you can benefit from all built-in tools available (search, sorting, ..

@ Filter by request type Filter by MIME type Filter by status code
(] Show only in-scope items (] HTML (] Other text (] 2xx [success)
(] Hide items without responses (/] Script (] Images (] 3xx [redirection]

(] Show only parameterized requests ] xmL (/] Flash (] 4xx [request error]
(] css (] Other binary (] sxx [server error]

Filter by search term Filter by file extension Filter by annotation

|Enter a search term ([ show only: | asp,aspx.jsp.php | (] Show only commented items

(] Show only highlighted items

(] Regex ~ o o
Hide: js,gif,jpg,png,css
(] Case sensitive [_] Negative search J5,91JPg.png

| Showall | | Hide all |

)




It’s show time!

* General usage
* Objects generation

* Finding bugs with Blazer: (a) discover exposed methods




CVE-2012-3249

* HP Fortify Software Security Center
* Remote Disclosure of Privileged Information

* Discovered in June 2012, Patched in August 2012

From the advisory that | sent to HP:

“An AMF endpoint used by the HP Fortify SSC web front-end allows to retrieve
sensitive system details, including user.dir, java.vm.name, os.name, java.vm.vendor,
version, 0S.version, user.home, java.runtime.name, user.language, user.name,
os.arch, java.runtime.version, user.country, java.version, ...”

public ListResult getFederations(@PName("spec") SearchSpec spec)




Testing HP Fortify SSC

System Processes Resources File Systems

CPU History

60 seconds 50 40

320 20 10 0

[ cPul 34.0% [l CPU2 40.0% [ CPU3 27.3% [} CPU4 24.2%
[ cPus 22.0% [ cPUs 35.9% [l CPU7 24.8% [} CPU8 29.5%

Memory and Swap History

60 se.cond! 50 4“0
Memory
3.4 GiB (59.5 %) of 5.8 GiB

Network History

‘ Swap
567.4 MiB (3.3 %) of 16.9 GiB

T —
2.0 KGR -1+--erveeeseeeeeeness oo e s esese ek A SRR e Rt
2.0 KGR -}-reeeeeeeeeeeeness oo e asne oo e e
1.0 KGRfg +h++--++rsemsereesemseee s e b ekt e
0.0 Ki&/s . - : . - :
60 seconds 50 40 30 20 10 0

Receiving 0 bytes/s Sending 0 bytes/s

Total Received 232.7 MiB Total Sent 21.3 MiB

Target

Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder

[lntercept T Options I History ]

Filter: Hiding CSS, image and general binary content

# A|Host | Meth... | URL | Para... ||
1 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf (]
2 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf U
3 ttp://127.0.0.1:8180 POST  /ssc/messagebroker/amf U
4 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf J
5 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf UJ
6 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf UJ
7 http://127.0.0.1:8180 POST  /ssc/messagebroker/amf U
8 http:/127.0.0.1:8180 POST  /ssc/messagebroker/amf UJ
9 ttp://127.0.0.1:8180 POST  /ssc/messagebroker/amf UJ
® @ Blazer - AMF Testing Made Easy! » 8
CEIEIE0] 3
|| Status lI |
# Method Signatures: 782
# Attack Vectors: 184
# AMF Requests: 1294992
# AMF Requests Sent: 1399
Average Speed (regs/sec): 29.35314
Time to Finish (min): 741
Overall Time (sec): 48
Current Task: FUZZING
Current Status: RUNNING
[ I pause [ ol stop }




Blazer - Core techniques

* Objects generation

*

*

*

Java reflection

“Best-fit” heuristics

Randomness and permutations

myApp
User
int: userlD
myApp.Role: Role
getUser()
getRole()
disable()
enable() 1
Role
String: roleName
int[]: privs()
getPrivs()
addPriv(int)




Blazer - Data pools

* Data Pools
* Containers for “good” user-supplied input

* Allow to instantiate objects and invoke methods with semantically
valid data

* Available for all primitive types and String

* Require to be customized for the target
% Attack vectors

* Relevant for String objects only

* Attack vector’s probability allows to unbalance the String data pool
with attack vectors




Blazer - Heuristic

v Attack vector Data Pools

v Destination (classes)
v Operation (methods)

. n
while (numPerm < maxPerm){ ,

0

1 . . Object generate(String signature){
» generateObject(signature); i (int )

: sendObject(); I getintFromPool();

I } : } else if ( java.lang.String )}{
Thread )

... else {
//Build the obj

obj = fc.newlnstance();

//Populate obj using internal methods
//Call recursively generate(newSign)




46

48

49

52

55

Test case: SQL injection

public List getProductsByHash(HashMap paramHashMap)
throws DAOException

{
String str = (String)paramHashMap.get("key");

ArraylList localArraylList = new Arraylist();
Connection localConnection = null;
try
{
localConnection = ConnectionHelper. getConnection();
PreparedStatement localPreparedStatement = localConnection.prepareStatement("SELECT * FROM product WHERE UPPER(" + str h "3

ResultSet localResultSet = localPreparedStatement.executeQuery();




Blazer - “Best-fit” heuristics 1/2

* For example, let’s build a HashMap
ObjectGenerator tCObj = new ObjectGenerator(task, null);

tCObj.generate(“java.util.HashMap”);

Constructor Summary
HashMap()
Constructs an empty HashMap with the default initial capacity (16) d the default lod factor (0.75). 7‘

Constructs an empty HashMap with the specified initial capacity and load factor.

HashMap(Map m)
Constructs a new HashMap with the same mappings as the specified Map.

INT




Blazer - “Best-fit” heuristics 2/2

{null,null}
{FOO=BAR, null}

Method Summary
void|clear()
Removes all mappings from this map.
Object |clone()
Returns a shallow copy of this HashMap instance: the keys and values themselves are not cloned.
boolean|containsKey(Object key)
Returns true if this map contains a mapping for the specified key.
boolean|containsValue(Object value)
Returns true if this map maps one or more keys to the specified value.
Set |entrySet()
Returns a collection view of the mappings contained in this map.
Object |get(Object key)
Returns the value to which the specified key is mapped in this identity hash map, or null if the map contains no mapping for this key.
boolean |isEmpty()
Returns true if this map contains no key-value mappings.
Set |keySet ()
Returns a set view of the keys contained in this map.
Object |put(Object key, Object value)
Associates the specified value with the specified key in this map.

STRING



t's show time, again!

* Finding bugs with Blazer: (b) SQL Injection




Coverage and Scalabillity

* With unlimited time, you could get theoretically close to 99.9% coverage
* |n practice, Blazer and target setup are crucial
* Optimize the number of permutations

% Balance “good” and “bad” attack vectors

* Let’s do some math:
* Application with ~500 exposed operations
* 45 attack vectors (Burp’s default fuzzing list in Intruder)
* 35 permutations (average for big apps, experimentally determined)

* ~500 x 45 x 35 = ~787500 reqgs




* |Import of classes and Java source code

S0, what’s new in Blazer 0.3 7?

* Custom Java Security Manager to protect ObjectGenerator.generate()

* Export functionality (AMF2XML)

(8]

Export

Request in browser Include:
Blazer - AMF Testing

Blazer - AMF2XML Export [J AMF Response

Blazer - Enable/Disable SecurityManager

(/] AMF Request

| Export |

Output:
(U Console

@ File

l_ri} ﬁOpen v ﬂSave )

| | ExportExample.txt 3§

4 Host:127.0.0.1

S Port:8400

6 Protocol:http

7 Comment:null

8 HTTP Request:

9 <flex.messaging.io.amf.ActionMessage>
10 <version>3</version>

11 <headers/>

12 <bodies>

13 <flex.messaging.1o.amf.MessageBody>

14 <targetURI>null</targetURI>

1S <responselURI>/25</responseURI>

16 <data class="object-array">

17 <flex.messaging.messages.RemotingMessage>
18 <clientId class="string">80EF183D-8B08-
19 <destination>product</destination>

20 <messageId>EC66B39C- 86F6- 4641 - 7C9B- 3BD3
21 <timestamp>0</timestamp>

22 <timeTolLive>0</timeTolLive>

23 <headers>




Conclusions

During real-life assessment, the approach has been proven to increase
coverage and effectiveness

Blazer was designed to make AMF testing easy, and yet allows
researchers to control fully the entire security testing process

From 0 to message generation and fuzzing in just few clicks

If you find bugs using Blazer, either credits or buy a beer

If you find bugs in Blazer and provide a patch, I'll buy you a beer
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