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What is SE
today?

How
companies
react?

How
vulnherable
are?

Real
numbers






Selling is
selling!
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BOTH TRIES TO ENTER, TWEAKING THE PERSON AT THE DOOR..

.

DOOR-2-DOOR SELLER

MODERN CYBERCRIMINAL-SELLER
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w% | YES A TOTALLY DIFFERENT APPROACH, USING
‘e’#» THE SAME TECHNIQUES OF MARKETING..
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= VIRAL,
| GUERRILLA,
| | UNCONVENTIONAL,
| | ... AND OF COURSE SOCIAL ENGINEERING 2.0
| =

so WHAT? ANYTHING N_EW??




“ADVERTISING”

DEVELOPERS
SOCIOLOGIST
HCI EXPERTS

PSYCHOLOGIST

ADVERTISING

* SELLERS *

* MARKETING EXPERTS *

* SN INFLUENCERS *
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/ Our team includes several competences

malware expert

web designer

web developer
psychologist

expert of HCI interaction
marketing expert

SN influencer

legal advisor
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SOCIAL ENGINEERING 2. O
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sceurity usability

shoulder surling

phishing
.. malware
politics and

sccurity intrusion detection

organizational cryptography
and social
factors \ ®
Social \ Technology
: . social engineering
cconomics of security access control

information assurance



Malware Ecosystem 2.0

Chat-bot

Automatic Social
Engineering Attacks
(ASE)

(ab)use of psychology,
personality profiling
systems and cognitive
science models

Economic Drivers

(ab)use of linked-data

Mail attack vector




SE became an important part of the malware 2.0
and the main infection strategy



Automation of SE attacks through information
collection and mining and through the
sentiment analysis from Social Networks



The public bodies and anyone are moving toward the free
circulation of data, to the web 3.0.

This is the Linked-Open-Data or web-of-data.

(ab)using LOD will facilitate the collection of data to fully
contextualize attacks to targets.



Diffused use of chat-bot, as in ASE attacks to start and
maintain conversations with other social networks users and
to balance the lack of a real social engineer (mass social
engineering attacks)



Professional use of memetics and personality
models of the attacked users, especially of models
coming from theories of cognitive psychology



Massive use of mails - if compared to other attack
vectors - since it doesn’t need talented hackers
and it can reach lot of victims at a time (i.e. new

forms of spam)



SE 2.0 is since the beginning an investment (no ways
doing it for phun), all attacks have one common aim:
making money.






(ab)use of psychology and models of cognitive science

Professional use of memetics and personality models of the
attacked users, especially of models coming from theories of

cognitive psychology

(ab)use of Social Networks

Social Networks are fantastic sources of
information about victims, tastes,
personalities, profiles, etc. The phase of
information collection about the target in a
crucial step for each attack.
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THE case study...

fMessage

- “IIH ) 5 e 9 /J = 2011 Recruitment plan - Message (HTML) - B X
@
D G s Bg W v B
@ @ @ x —_l E‘ ﬂ,Safe Lists _] %Related*

Reply Reply Forward || Delete Mowve to  Other

Block [ 7 Mot Junk
to All Faolder = Actions = || Sender

Categorize Follow Mark as

b Up~* Unread lg Select~
Respond Actions Junk E-mail ] Cptions ] Find
From: web master [webmaster @beyond.com] sent: to 3.3.2011 13:45
Ta: e O TIC, COMm
Cc : = = —
Subject: 2011 Fecruitment plan

] Message | 2!]11 Recruitment plan.xls

I forward this file to you for review. Please open and view it.

You probably know this email
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The Darkhotel threat actor
compromises selected
luxury hotels
A high-level business
traveller stays in
the compromised hotel

After check-in,
the executive tries
to connect to Wi-Fi

The hotel requires the guest’s
surname and room number
at login

The attackers offer an update
for legitimate software:

The ‘welcome packages’
are installers for a backdoor

Now the attackers can use
a set of tools to collect data,
hunt for cached passwords

(i | avome | &

and steal login credentials

Warning! Social Engineering at
o] G- | w | K3

Trade secrets

could be stolen! the beglnnlng

©]9]© © © 000O©

©1997 — 2014 Kaspersky Lab KASPERJKY# CREAT






An APT often begins with a Social Engineering attack
« Emall is the most used attack vector

SE
attack

=2

« How to build an effective attack?

27



Spear phishing is the new evil
A contextualized email is more effective

Target SE
selection attack

* How to gather information?



Internet and Social Network allow to retrieve lots of information
« Public information are already available
 Also “active” attacks

OSINT Target SE
selection attack

Google
&%) -
i —

« What's the result?



OSINT Target SE Ad-hoc
selection attack tech

Google attack
i) % a ) &
C Jin




OSINT Target SE Ad-hoc Attack
selection attack tech expansion

Go ,S[IQ attack
oh /& /i B




OSINT Target SE Ad-hoc Attack Data
selection attack tech expansion\ \exfiltration

6B )E ) ® S

[ How can we that risk? J




OUR FRAMEWORK
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OSINT Target SE Ad-hoc Attack Data
selection attack tech expansion \ \exfiltration

Google attack
o | B ) By &




Passive social
information mining

Spear phishing
attack simulation
Technological
attack simulation
OSINT Target SE Ad-hoc Attack Data
selection attack tech expansion \ \exfiltration
Google attack

Yo - W) 5




Setup
Passive social
information mining

Spear phishing
attack simulation

Technological
attack simulation
Awareness

S—

[Framework }
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Prior to start the assessment, it iIs necessary to
provide a startup phase

Since the activities Is innovative stakeholders need to:
« share objectives
o define the boundaries

Stakeholders of the company ﬂ Security







The purpose is to find some evidence
regarding the feasibility of the social
engineering attack

Focus on the company, not on the user

Even if the source are public, lot of
information retrieved...

..and it’s just the tip of the iceberg
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The purpose is to test the user
nehavior when stimulated with social
engineering attack
It begins with emails sent to employees
Target is a sample of employees

We evaluate two different type of risks: l
The user click on the email &
- EXpose to drive by-infection
The user also provides the l

requested credentials

- Lose of a critical company asset I ‘ I




An example of email for a SDVA test

ACME corporation established a partnership to

propose discount to all the employees

Limited offers only for ACME corporation employees. Click on the link below and
sign in with your company credential to obtain the discounts

Lots of discounts

Limited time » =
Only for Employees m] >
Sign in with your company credentials et

B A= N/
Fashion || Technology




An example of the related phishing website

Refers to the
phishing
campaign

Company asset
requested
(credential)

Both email and website contains
clues that allow to identify the risk










The aim is to demonstrate the
possibility to compromise the company
laptop, knowing its configuration

Usually through a proof-of-Concept
« Analyze software configuration

« Correlate with vulnerabilities

« Create a custom exploit payload

Vulnersbllities By Year Vulnerabilities By Type

47



roct@bt:~# fetc/init.d/apache? restart
Restarting web server: apacheZapache?: Could not reliably determine the server's fully qualified domain name, us

apache?: Could not reliably determine the server's fully gqualified domain name,

root@bt:~# cat fpentest/exploits/exploitdb/files.cav | egrep —-i '"linux' | grep -i =
F;platforms/linux/local/3.c;"Linux Eernel 2.2.x - 2.4.x ptrace/kmod Locs’
12;platforms/linux/local /12 .c;"Linux Eernel < 2.4.20 Module Tn=~

12%9;platforms/linux,/local/ /129,

asm;"Linux Fernel 2.4.27

using 127.0.1.1 for ServerName

'dos' | grep

s™"Wojciech Pur
FuRaFE;linux; 1o
-12-02;"Christ

131;platforms/linux/local/131.c;"Linux Eernel <= 2.4.: -12-05;"Wojci
141;platforms/1linux,/local /141 .c;"Linux Eernel "dn_puf istophe Dewvin
142;platforms/linux/local/142.c;"Linux Kernel ""do mr¢ hristophe De
145;platforms/1linux,/local /145.c;"Linux Eernel 2.4.x m :"Paul Stars
154;platforms/1linux,/local/15%4.c; "Linux Kernel ™"mremas istophe Devi
l160;platforms/linux/local /160.c; "Linux Eernel 2.x mrer Starzetz";1
375:platforms/1linux/local/375%.c;"Linux Eernel File Of1 »2004-08-04
624;platforms/linux/local/624.c;"Linux Eernel (<= 2.4, oit™;2004-
7lg:;platforms/1linux/local /718 .c;"Linux Eernel 2.6.x ch 2-24:"Marc
T44;platforms/linux,/local/744.c;"Linux Eernel <= 2.4.2 Yaul Starsz
T78;platforms/linux/local/778.c; "Linux Eernel 2.4 usel: . Hau";1imn
g95;platforms/linux,/local /895.c;"Linux Eernel 2.4.x / 2 "-2005-03
g26;platforms/linux/local/926.c; "Linux Eernel 2.4/2.6 b late) ™20
1397 :;platforms/linux/1ocal /1397.c;"Linux Eernel <= 2.6.1 —-30:aler
2004;platforms/1linux/local,/2004.c;"Linux Eernel 2.6.13 < 17-11;"d
2005;platforms/linux/1local /2005.c;"Linux Fernel 2.6.13 < 0e-07-1
2006;platforms/1linux,/local /2006.c; "Linux Kernel 2.6.13 <= 0a-07-1

2011;plactforms/linux/local,/2011.sh;"Linux Kernel 2.6.13 < 106-07-
2013;platforms/linux/1ocal /2013.c;"Linux Fernel <= 2.6.17. trlinu
2031;platforms/linux/local,/2031.c;"Linux Kernel 2.6.13 <= r2006-
3587 :;platforms/linux,/1ocal /3587 c;"Linux Eernel <= 2.6.20 —03-2
3595 ;platforms/1linux,/local /3595, c; "Linux Eernel <= 2.6.20 v 007-0
i . LOydr

Xi&- ‘bert

=kdo

1251

‘1im

Jr1i

09 exit
V Loca

_ewg=12-29:"J0
~ocalation Exploit™;20095

—satlon Exploit™2008-04-20;kcoperl
< 141 ~ crivilege Escalation Exploit™:;2005-04-30:"J
race attach Local Privilege Escalation Exploit™;2005-05-
trace attach{) Local Root Race Condition Exploit™;2005-0



The assessment should help to




Mrs ] e aiiad Stimulate users to
through V|_sual | behaviour ; I :
information 4 \ enhance learning







In the last five years we performed about 15 SDVA in big enterprises
with thousands of employees, involving about 12000 users

~

Given an example of a
possibile test email

ACMERorporation@stablished@@partnership®ol

propose@iscount@olihe@®@mployees?

Limited®ffers@nlyForfACMERorporation@mployees.®Tlick@n@hedinkbelowznd?
sign@n@vithiyour@ompany&redentialto®btain®heRiscounts

~

In your

B opinion, what
are the results
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21%
also insert the
credentials
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Click on email link

(% of sample)



Credential insertion

45%

40%

35%

30%

(% of sample)
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21% |

10%

5%

0%

0%

10%

20%

30% 40%

Click on email link
(% of sample)

50%

60%

70%

s T
3 emalls

to obtain one
click

. /

e R
5 emalls

to obtain a
valid

\_ credential /

s R
58%

conversion

rate

\ click/insertion /




40% —

30% —

20% —

10%

v

—>

0% —

Success ratio
(% of overall success)

[34% Average click rate in our research

10% Average click rate in modern phishing

2%

Average click rate in Marketing

[ 0,0l% Average success in “traditional” phishing }

Source: www.proofpoint.com



Success ratio
(%.of overall success)

We measure relative effectiveness per campaign

A

100%

90%

80%

70%

o
o
X

High

~

effectiveness

in the first
minutes

v

50%

41% )ﬁ
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10% A
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success in

~

10 minutes
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1% of employess
signal the phishing

6 minutes

fastest email to antiphishing )

e )

20 minutes
record on block website




Success ratio

We measure relative effectiveness per campaign

A
20 min
100% |
90% :
! f'/
oo% E | /Already 500/0\
? 70% : success
o) ; )
S before block
= website
A ) s, ~ ol h NG /
£ 4 )
32%
Success
e ———— before first
0o _ \_ report email /
0 6 min 10 20 30 40
Time >

(minutes)



No Awareness

24%

mitigate the risk
Behaviour is impacted by

Q 3040 years Younger employees are
8 2 v more exposed
8 Rt S . Habits of new generation?
Q (o =
- Also managers are
8 8 Y vulnerable
Management Risk is (not enough) lower
Awareness Targeted training

@@@
Awareness

awareness







PEOPLE DON’T KNOW THAT SHARING INFORMATION ON SOCIAL MEDIA CAN
BE DANGEROUS...

ly v L FRAREEe. |
A A A A




COMPANIES ARE EXPOSED TO SOCIAL-DRIVEN RISKS AND
OFTEN THERE IS NO PERCEPTION OF HOW EXTENDED THE RISK
IS







PS: no chick was harmed during the
preparation of these slides.

......
PV

PERFORMING APT ATTACKS IS BECOMING EXTREMELY SIMPLE, IT MAINLY
MEANS HAVING A BUSINESS (DEVILISH) PLAN..






