
SRLabs	
  Template	
  v11	
   Linus	
  Neumann	
  <linus	
  at	
  berlin.ccc.de>	
  	
  

Poli%cal	
  solu%ons	
  to	
  technical	
  problems?	
  



Agenda	
  

1	
  

1.   Tech	
  problems	
  

2.  Poli?cal	
  approaches	
  

3.  What	
  would	
  actually	
  make	
  sense?	
  



We	
  recently	
  discovered	
  devasta?ng	
  and	
  embarrassing	
  security	
  
issues	
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Discovered:	
  April	
  2014	
  
	
  
Age	
  at	
  discovery:	
  
2	
  years	
  

	
  
	
  
Time	
  9ll	
  fix:	
  
Same	
  day	
  
	
  

	
  
Special	
  feature	
  
First	
  bug	
  with	
  its	
  own	
  logo	
  

Heartbleed	
   	
  
Discovered:	
  September	
  2014	
  
	
  
Age	
  at	
  discovery:	
  
25	
  years	
  

	
  
	
  
Time	
  9ll	
  fix:	
  
§  Same	
  day	
  
§  5	
  days	
  (Mac	
  OS)	
  

	
  
Special	
  feature	
  
So	
  far	
  the	
  oldest	
  CVSS	
  10	
  
known	
  to	
  mankind	
  
(older	
  than	
  Windows’	
  IP	
  stack)	
  

Shellshock	
  	
  
Discovered:	
  February	
  2014	
  
	
  
Age	
  at	
  discovery:	
  
§  1.5	
  years	
  (iOS)	
  

§  5	
  months	
  (Mac	
  OS)	
  
	
  
Time	
  9ll	
  fix:	
  
§  Same	
  day	
  (iOS)	
  
§  5	
  days	
  (Mac	
  OS)	
  

	
  
Special	
  feature	
  
Only	
  the	
  latest	
  U2	
  album	
  was	
  
pushed	
  to	
  Apple	
  users	
  even	
  
faster	
  

Goto	
  fail;	
  



The	
  oUen	
  proclaimed	
  self-­‐healing	
  powers	
  of	
  OSS	
  failed	
  –	
  and	
  so	
  did	
  
economic	
  incen?ves	
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Company	
   Industry	
   Annual	
  turnover	
  

Facebook	
   Social	
  “network”	
   8	
  billion	
  

Google	
   Web	
  search	
   60	
  billion	
  

Deutsche	
  Bank	
   Banking	
   35	
  billion	
  

Amazon	
   Shopping	
   75	
  billion	
  

Dropbox	
   Cloudy	
  storage	
   <1	
  billion	
  

…	
  

Source: http://mashable.com/2014/04/09/heartbleed-bug-websites-affected/ 

Example	
  companies	
  &	
  Industries	
  affected	
  by	
  heartbleed	
  

Social	
  dilemma:	
  
Investments	
  into	
  open	
  
source	
  security	
  
soUware	
  audits	
  and	
  
improvements	
  are	
  
costly,	
  yet	
  benefit	
  
everybody:	
  
Parasi?zing	
  is	
  
incen?vized	
  



Agenda	
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1.  Tech	
  problems	
  

2.   Poli9cal	
  approaches	
  

3.  What	
  would	
  actually	
  make	
  sense?	
  



Naturally,	
  poli?cal	
  solu?ons	
  are	
  high-­‐level	
  by	
  nature,	
  but	
  we	
  should	
  
s?ll	
  evaluate	
  them	
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OSI-­‐layer	
  

Physical	
  1	
  

Data	
  2	
  

Network	
  3	
  

Transport	
  4	
  

Session	
  5	
  

Presenta?on	
  6	
  

Applica?on	
  7	
  

User	
  8	
  

Poli?cs	
  10	
  

Organiza?on	
  9	
  

Lack	
  of	
  competence	
  
If	
  poli?cians	
  could	
  fix	
  the	
  
buffer	
  overflow,	
  they	
  probably	
  
would	
  not	
  be	
  poli?cians.	
  
	
  
Strong	
  pressure	
  to	
  
“finally	
  do	
  something”	
  
As	
  the	
  solu?on	
  must	
  be	
  visible,	
  
“Security	
  Theater”	
  is	
  the	
  most	
  
temp?ng	
  op?on.	
  



Naturally,	
  poli?cal	
  solu?ons	
  are	
  high-­‐level	
  by	
  nature,	
  but	
  we	
  should	
  
s?ll	
  evaluate	
  them	
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OSI-­‐layer	
  

Physical	
  1	
  

Data	
  2	
  

Network	
  3	
  

Transport	
  4	
  

Session	
  5	
  

Presenta?on	
  6	
  

Applica?on	
  7	
  

User	
  8	
  

Poli?cs	
  10	
  

Organiza?on	
  9	
   Lack	
  of	
  resources	
  
State	
  of	
  the	
  art	
  security	
  
research	
  requires	
  strong	
  
	
  
Dysfunc9onal	
  KPIs	
  
Strongest	
  incen?ve	
  is	
  to	
  cover	
  
one’s	
  own	
  ass	
  by	
  fulfilling	
  
regula?ons.	
  
	
  
Social	
  dilemma	
  
As	
  long	
  as	
  we’re	
  as	
  good	
  as	
  the	
  
others,	
  we’re	
  fine.	
  



Naturally,	
  poli?cal	
  solu?ons	
  are	
  high-­‐level	
  by	
  nature,	
  but	
  we	
  should	
  
s?ll	
  evaluate	
  them	
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OSI-­‐layer	
  

Physical	
  1	
  

Data	
  2	
  

Network	
  3	
  

Transport	
  4	
  

Session	
  5	
  

Presenta?on	
  6	
  

Applica?on	
  7	
  

User	
  8	
  

Poli?cs	
  10	
  

Organiza?on	
  9	
  

Oh,	
  dear!	
  



Naturally,	
  poli?cal	
  solu?ons	
  are	
  high-­‐level	
  by	
  nature,	
  but	
  we	
  should	
  
s?ll	
  evaluate	
  them	
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OSI-­‐layer	
  

Physical	
  1	
  

Data	
  2	
  

Network	
  3	
  

Transport	
  4	
  

Session	
  5	
  

Presenta?on	
  6	
  

Applica?on	
  7	
  

User	
  8	
  

Poli?cs	
  10	
  

Organiza?on	
  9	
  

This	
  is	
  where	
  your	
  vuln	
  might	
  
be.	
  Maybe.	
  



The	
  German	
  IT	
  security	
  law	
  makes	
  changes	
  in	
  5	
  legal	
  domains	
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BSI	
  

Online	
  services	
  

Telecommunica9on	
  

Exports	
  

Law	
  enforcement	
  

Law	
  

§ Cri?cal	
  infrastructure:	
  Mandatory	
  repor?ng	
  to	
  BSI	
  
§ Minimal	
  baseline	
  security	
  standards	
  
§ SPOCs	
  for	
  security	
  issues	
  
§ Minimal	
  baseline	
  security	
  standards	
  
§ Adequate	
  authen?ca?on	
  methods	
  
§ Data	
  reten?on	
  for	
  diagnos?c	
  purposes	
  
§ Mandatory	
  repor?ng	
  to	
  BNetzA	
  
§ Data	
  reten?on	
  for	
  diagnos?c	
  purposes	
  

§ Export	
  regula?ons	
  similar	
  to	
  military	
  products	
  

§ Federal	
  LEA	
  authority	
  over	
  cybercrime	
  
§ Federal	
  LEA	
  authority	
  for	
  akacks	
  on	
  federal	
  ins?tu?ons	
  

Core	
  changes	
  
A	
  

B	
  

C	
  

D	
  

E	
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Operators	
  of	
  cri?cal	
  infrastructures	
  will	
  be	
  subject	
  to	
  strict	
  
overview	
  and	
  regula?on	
  

A	
  

Operators	
  of	
  cri9cal	
  
infrastructurs	
  
	
  
Organisa?ons	
  opera?ng	
  services,	
  
whose	
  outage	
  would	
  have	
  
drama?c	
  consequences.	
  

Energy	
  

Health	
  

Media	
  &	
  Culture	
  

Water	
  

Nutri9on	
  

Transport	
  

Finance	
  &	
  Insurences	
  

State	
  &	
  administra9on	
  

IT	
  &	
  Telecommunica9on	
  

Interior	
  Ministry	
  
	
  
§  Nominates	
  operators	
  of	
  cri?cal	
  

infrastructures	
  
§  Publishes	
  yearly	
  threat	
  level	
  

report	
  

§  Defines	
  Minimal	
  baseline	
  sec.	
  
standards	
  based	
  on	
  operators‘	
  
inputs	
  

§  Consults	
  operators	
  on	
  how	
  to	
  
fulfill	
  the	
  standards	
  that	
  they	
  
suggested	
  themselves	
  

§  Audits	
  operators	
  and	
  my	
  
§  publish	
  results	
  
§  set	
  mi?ga?on	
  deadlines	
  

BSI	
   Proof	
  of	
  compliance	
  
every	
  two	
  years,	
  send	
  complete	
  
overview	
  of	
  
§  Audits	
  
§  Tests	
  and	
  
§  Cer?fica?ons	
  

Repor9ng	
  du9es	
  
Immediately	
  report	
  
§  interferences	
  (anonymously)	
  
§  outages	
  
	
  
Yearly	
  threat	
  level	
  report	
  
on	
  vulnerabili?es,	
  malware,	
  
akempted	
  and	
  successful	
  akacks	
  

Excep?on:	
  Telcos	
  report	
  to	
  their	
  regulatory	
  body	
  
BNetzA	
  

Recommend	
  MBSS’s	
  
based	
  on	
  industry	
  consolida?on	
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Operators	
  of	
  cri?cal	
  infrastructures	
  will	
  be	
  subject	
  to	
  strict	
  
overview	
  and	
  regula?on	
  

A	
  

Operators	
  of	
  cri9cal	
  
infrastructurs	
  
	
  
Organisa?ons	
  opera?ng	
  services,	
  
whose	
  outage	
  would	
  have	
  
drama?c	
  consequences.	
  

Energy	
  

Health	
  

Media	
  &	
  Culture	
  

Water	
  

Nutri9on	
  

Transport	
  

Finance	
  &	
  Insurences	
  

State	
  &	
  administra9on	
  

IT	
  &	
  Telecommunica9on	
  

Interior	
  Ministry	
  
	
  
§  Nominates	
  operators	
  of	
  cri?cal	
  

infrastructures	
  
§  Publishes	
  yearly	
  threat	
  level	
  

report	
  

§  Defines	
  Minimal	
  baseline	
  sec.	
  
standards	
  based	
  on	
  operators‘	
  
inputs	
  

§  Consults	
  operators	
  on	
  how	
  to	
  
fulfill	
  the	
  standards	
  that	
  they	
  
suggested	
  themselves	
  

§  Audits	
  operators	
  and	
  my	
  
§  publish	
  results	
  
§  set	
  mi?ga?on	
  deadlines	
  

BSI	
   Proof	
  of	
  compliance	
  
every	
  two	
  years,	
  send	
  complete	
  
overview	
  of	
  
§  Audits	
  
§  Tests	
  and	
  
§  Cer?fica?ons	
  

Repor9ng	
  du9es	
  
Immediately	
  report	
  
§  interferences	
  (anonymously)	
  
§  outages	
  
	
  
Yearly	
  threat	
  level	
  report	
  
on	
  vulnerabili?es,	
  malware,	
  
akempted	
  and	
  successful	
  akacks	
  

Excep?on:	
  Telcos	
  report	
  to	
  their	
  regulatory	
  body	
  
BNetzA	
  

Recommend	
  MBSS’s	
  
based	
  on	
  industry	
  consolida?on	
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Self-­‐regula?on	
  lacks	
  incen?ves	
  to	
  step	
  beyond	
  current	
  standards	
  A	
  

Consolida9on:	
  
A	
  unified	
  MBSS	
  must	
  be	
  agreed	
  on	
  

	
  
	
  
	
  
	
  
Rule	
  4 	
  ☑	
  

Op9on	
  A	
  

Comparability:	
  
Different	
  incompa?ble	
  MBSS’s	
  must	
  be	
  aligned	
  

	
  
Rule	
  1 	
  ☐	
  
Rule	
  2 	
  ☑	
  
Rule	
  3 	
  ☐	
  
Rule	
  4 	
  ☑	
  

Rule	
  5 	
  ☐	
  
Rule	
  6 	
  ☐	
  
…	
  

Corp.	
  B	
   	
  
Rule	
  1 	
  ☑	
  
Rule	
  2 	
  ☐	
  
Rule	
  3 	
  ☑	
  
Rule	
  4 	
  ☑	
  

Rule	
  5 	
  ☑	
  
Rule	
  6 	
  ☑	
  
…	
  

Corp.	
  C	
  	
  
Rule	
  1 	
  ☑	
  
Rule	
  2 	
  ☐	
  
Rule	
  3 	
  ☐	
  
Rule	
  4 	
  ☑	
  

Rule	
  5 	
  ☐	
  
Rule	
  6 	
  ☑	
  
…	
  

Corp.	
  A	
   	
  
Rule	
  1 	
  ☐	
  
Rule	
  2 	
  ☐	
  
Rule	
  3 	
  ☐	
  
Rule	
  4 	
  ☑	
  

Rule	
  5 	
  ☐	
  
Rule	
  6 	
  ☐	
  
…	
  

Op9on	
  B	
  

Which	
  outcome	
  do	
  you	
  expect	
  in	
  a	
  semi-­‐democra?c	
  consolida?on	
  process?	
  
Either	
  way,	
  the	
  bureaucra?c	
  cost	
  for	
  this	
  slight	
  increase	
  in	
  security	
  is	
  enormous.	
  



	
  

ARE:	
  Content-­‐	
  und	
  Hos?ng-­‐Providers	
  

MUST:	
  

§  Apply	
  appropriate	
  organiza9onal	
  &	
  technical	
  measures	
  
to	
  protect	
  systems,	
  components	
  and	
  processes	
  

§  Use	
  appropriate	
  authen9ca9on	
  procedures	
  

MAY:	
  

§  Store	
  usage	
  data	
  to	
  diagnose	
  and	
  detect	
  abuse.	
  
For	
  6	
  months.	
  
à	
  New	
  §	
  15	
  (9)	
  TMG,	
  similar	
  to	
  §	
  100	
  (1)	
  TKG	
  

	
  

Online	
  service	
  providers	
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Online	
  service	
  providers	
  are	
  now	
  obliged	
  to	
  be	
  secure	
  B	
  

Sounds	
  good.	
  
	
  
At	
  least,	
  it	
  introduces	
  
liability	
  for	
  careless	
  
security.	
  



	
  

ARE:	
  Content-­‐	
  und	
  Hos?ng-­‐Providers	
  

MUST:	
  

§  Apply	
  appropriate	
  organiza9onal	
  &	
  technical	
  measures	
  
to	
  protect	
  systems,	
  components	
  and	
  processes	
  

§  Use	
  appropriate	
  authen9ca9on	
  procedures	
  

MAY:	
  

§  Store	
  usage	
  data	
  to	
  diagnose	
  and	
  detect	
  abuse.	
  
For	
  6	
  months.	
  
à	
  New	
  §	
  15	
  (9)	
  TMG,	
  similar	
  to	
  §	
  100	
  (1)	
  TKG	
  

	
  

Online	
  service	
  providers	
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Online	
  service	
  providers	
  are	
  now	
  obliged	
  to	
  be	
  secure	
  B	
  

Sound	
  good,	
  or	
  does	
  it?	
  
	
  
This	
  is	
  not	
  about	
  2FA,	
  
this	
  a	
  about	
  showing	
  
your	
  ID	
  when	
  signing	
  up.	
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Online	
  service	
  providers	
  are	
  now	
  obliged	
  to	
  be	
  secure	
  B	
  

	
  

ARE:	
  Content-­‐	
  und	
  Hos?ng-­‐Providers	
  

MUST:	
  

§  Apply	
  appropriate	
  organiza9onal	
  &	
  technical	
  measures	
  
to	
  protect	
  systems,	
  components	
  and	
  processes	
  

§  Use	
  appropriate	
  authen9ca9on	
  procedures	
  

MAY:	
  

§  Store	
  usage	
  data	
  to	
  diagnose	
  and	
  detect	
  abuse.	
  
For	
  6	
  months.	
  
à	
  New	
  §	
  15	
  (9)	
  TMG,	
  similar	
  to	
  §	
  100	
  (1)	
  TKG	
  

	
  

Online	
  service	
  providers	
  

6	
  months?	
  
	
  
This	
  is	
  not	
  about	
  threat	
  
detec?on,	
  this	
  is	
  about	
  
law	
  enforcement.	
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Data	
  reten?on:	
  Where	
  there‘s	
  a	
  trough,	
  the	
  pigs	
  ain‘t	
  far…	
  B	
  

	
  

Mo9va9on:	
  
To	
  diagnose	
  and	
  detect	
  issues	
  

Extent:	
  

§  Unscharf	
  definiert	
  als	
  „Nutzungsdaten“	
  

§  Daten,	
  die	
  über	
  den	
  für	
  Betrieb	
  und	
  Funk?onalität	
  
notwendigen	
  Umfang	
  hinausgehen	
  

New	
  §	
  15	
  (9)	
  TMG	
   	
  

Mo9va9on:	
  
Law	
  enforcement	
  

Extent:	
  

§  All	
  metadata	
  of	
  [mobile,online]	
  
telephony	
  services	
  

Former	
  EU	
  policy	
  2006/24/EG	
  *	
  

*)	
  German	
  data	
  reten?on	
  laws	
  were	
  rules	
  
uncons?tu?onal	
  by	
  BVerfG	
  in	
  March	
  2010;	
  EU-­‐policy	
  
was	
  dropped	
  by	
  EuGH	
  in	
  April	
  2014	
  

Length:	
  6	
  months	
  

Access:	
  

§  Criminal	
  prosecu?on	
  

§  LEA	
  immediately	
  demanded	
  to	
  
use	
  data	
  for	
  preven?on	
  as	
  well	
  	
  

Length:	
  6	
  months	
  

Access:	
  

§  Data	
  collected	
  in	
  accordance	
  with	
  §	
  100	
  (1)	
  TKG	
  is	
  
regularly	
  used	
  for	
  prosecu?on	
  and	
  copyright	
  
infringements	
  cease-­‐and-­‐desist	
  orders.	
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Data	
  reten?on:	
  Where	
  there‘s	
  a	
  trough,	
  the	
  pigs	
  ain‘t	
  far…	
  B	
  

	
  

Mo9va9on:	
  
To	
  diagnose	
  and	
  detect	
  issues	
  

Extent:	
  

§  Unscharf	
  definiert	
  als	
  „Nutzungsdaten“	
  

§  Daten,	
  die	
  über	
  den	
  für	
  Betrieb	
  und	
  Funk?onalität	
  
notwendigen	
  Umfang	
  hinausgehen	
  

New	
  §	
  15	
  (9)	
  TMG	
   	
  

Mo9va9on:	
  
Law	
  enforcement	
  

Extent:	
  

§  All	
  metadata	
  of	
  [mobile,online]	
  
telephony	
  services	
  

Former	
  EU	
  policy	
  2006/24/EG	
  *	
  

*)	
  German	
  data	
  reten?on	
  laws	
  were	
  rules	
  
uncons?tu?onal	
  by	
  BVerfG	
  in	
  March	
  2010;	
  EU-­‐policy	
  
was	
  dropped	
  by	
  EuGH	
  in	
  April	
  2014	
  

Length:	
  6	
  months	
  

Access:	
  

§  Criminal	
  prosecu?on	
  

§  LEA	
  immediately	
  demanded	
  to	
  
use	
  data	
  for	
  preven?on	
  as	
  well	
  	
  

Length:	
  6	
  months	
  

Access:	
  

§  Data	
  collected	
  in	
  accordance	
  with	
  §	
  100	
  (1)	
  TKG	
  is	
  
regularly	
  used	
  for	
  prosecu?on	
  and	
  copyright	
  
infringements	
  cease-­‐and-­‐desist	
  orders.	
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TelCos	
  get	
  the	
  same	
  „security“	
  regula?ons,	
  plus	
  addi?onal	
  
repor?ng	
  du?es	
  to	
  their	
  dedicated	
  regulatory	
  body	
  

C	
  

	
  

§  Can	
  force	
  operator	
  to	
  
inform	
  public	
  about	
  
probable	
  breach	
  

§  Forward	
  security	
  issues	
  to	
  
BSI	
  or	
  European	
  Agency	
  
for	
  Network	
  and	
  
Informa?on	
  Security	
  
(ENISA)	
  

§  Issues	
  a	
  yearly	
  report	
  to	
  
BSI	
  &	
  ENISA	
  

BNetzA	
  	
  

ARE:	
  Landline	
  and	
  mobile	
  phone	
  operators	
  

MUST:	
  

§  Apply	
  appropriate	
  organiza9onal	
  &	
  technical	
  
measures	
  to	
  protect	
  systems,	
  components	
  and	
  
processes	
  

§  Use	
  appropriate	
  authen9ca9on	
  procedures	
  

§  Report	
  issues	
  to	
  their	
  regulatory	
  body	
  (BNetzA)	
  

MAY:	
  

§  Store	
  usage	
  data	
  to	
  diagnose	
  and	
  detect	
  abuse.	
  
For	
  6	
  months.	
  
à	
  well	
  established	
  §	
  100	
  (1)	
  TKG	
  

	
  

Telecommunica9on	
  service	
  providers	
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Surveillance	
  equipment	
  will	
  be	
  subject	
  to	
  export	
  regula?ons	
  D	
  

	
  

Extended	
  to	
  cover	
  Lawful	
  Intercept	
  equipment:	
  
Vendors	
  and	
  Service	
  providers	
  of	
  LI	
  equipment	
  according	
  to	
  §	
  110	
  TKG	
  

Allows	
  government	
  to	
  issue	
  legal	
  decrees	
  
Limita?ons	
  and	
  shall	
  ensure	
  confiden?ality	
  in	
  lawful	
  intercept.	
  

Extension	
  of	
  §	
  4/5	
  Außenhandelsgesetz	
  

Possible	
  restric9ons	
  are	
  analogous	
  to	
  the	
  export	
  of	
  weapons	
  and	
  military	
  
goods.	
  



„Hacker-­‐Paragraph“	
  §202c	
  will	
  remain	
  effec?ve;	
  poses	
  legal	
  gray	
  zone	
  for	
  pentesters.	
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Federal	
  law	
  enforcement	
  will	
  have	
  Cybercrime	
  jurisdic?on	
  E	
  

Status	
  Quo:	
  Cybercrime-­‐Kompetenzen	
  liegen	
  bei	
  den	
  örtlichen	
  Fachdienststellen	
  	
  

§  §202	
  StGB	
  
§  Sniffing	
  and	
  
§  Intercep?ng	
  data	
  
§  or	
  preparing	
  either	
  

§  §263a	
  StGB	
  
§  Computer	
  fraud	
  

§  §303a	
  StGB	
  
§  Data	
  manipula?on	
  

§  §303b	
  StGB	
  
§  Computer	
  sabotage	
  

BKA	
  (federal	
  level)	
  

LKAs	
  (state	
  level)	
  

Local	
  Sherrif‘s	
  office	
   Escalates	
  serious	
  cases	
  

Escalates	
  in	
  case	
  of	
  
na?on-­‐wide	
  or	
  
par?cularly	
  serious	
  
threats	
  



Agenda	
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1.  Tech	
  problems	
  

2.  Poli?cal	
  approaches	
  

3.   What	
  would	
  actually	
  make	
  sense?	
  



The	
  CCC	
  recommends	
  a	
  carrot-­‐and-­‐s?ck	
  approach	
  to	
  IT	
  security	
  
regula?on	
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  Secure	
  
	
  	
  	
  	
  	
  	
  infrastructure	
  

	
  	
  	
  	
  	
  	
  Independent	
  bodies	
  and	
  
	
  	
  	
  	
  	
  	
  evidence-­‐based	
  laws	
  

	
  	
  	
  	
  	
  	
  Sorware	
  
	
  	
  	
  	
  	
  	
  quality	
  

§  Decentralize	
  infrastructure	
  
§  Apply	
  strong	
  standards	
  
§  Require	
  e2e-­‐crypto	
  

§  Assess	
  effec?veness	
  of	
  
surveillance	
  laws	
  

§  Provide	
  independent	
  IT	
  
security	
  body	
  

§  Regular	
  independent	
  
audits	
  

§  Bug	
  boun?es	
  
§  Liabili?es	
  

I	
   II	
   III	
  



Will	
  these	
  signs	
  make	
  coders	
  code	
  beker	
  keep	
  akackers	
  from	
  
akacking?	
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11

Risikoanalyse auf der Basis von IT-Grundschutz

�¯ú��a2ƒaą�ä«�ú«�ƘƗƗƒƚ�¤Ë¯ą¯ą�þË¥È��äĻ�Ė¯ää�
näą¯úä¯Èã¯ä�ë«¯ú��¯Èïú«¯ä�¤¯ú¯Ëąþ�¯úºëÝÃú¯Ë¥È�
ãËą�«¯ä�2iƒ*úĊä«þ¥ÈĊąĢƒG�Ąä�Èã¯ä��ú¤¯Ëą¯ä�
Ċä«�ãïÃÝË¥Èþą�ä�ÈąÝëþ�¯Ëä¯�]ËþËÚë�ä�Ýĝþ¯��ä�«Ë¯�
2iƒ*úĊä«þ¥ÈĊąĢƒ�ä�Ýĝþ¯��äþ¥ÈÝË¯Ą¯ä�ãï¥Èą¯äļ�
/Ë¯úºĎú�Ú�ää�¯þ�ĕ¯úþ¥ÈË¯«¯ä¯�*úĎä«¯�Ã¯¤¯äĿ

»  Die Sicherheitsanforderungen des Unterneh-
ã¯äþ�¤ĢĖļ�«¯ú��¯Èïú«¯�Ã¯È¯ä�ą¯ËÝĖ¯Ëþ¯�«¯ĊąÝË¥È�
Ď¤¯ú�«�þ�äëúã�Ý¯�G�Ą�ÈËä�Ċþ�ƈÈëÈ¯ú�ë«¯ú�þ¯Èú�
ÈëÈ¯ú�a¥ÈĊąĢ¤¯«�úºƉļ

Ƒ���Ë¯�2äþąËąĊąËëä�¤¯ąú¯Ë¤ą�ĖË¥ÈąËÃ¯��äĖ¯ä«ĊäÃ¯ä�
ë«¯ú�?ëã÷ëä¯äą¯äĻ�«Ë¯�ƈäë¥ÈƉ�äË¥Èą�Ëä�«¯ä�
2iƒ*úĊä«þ¥ÈĊąĢƒ?�ą�ÝëÃ¯ä�«¯þ��a2�¤¯È�ä«¯Ýą�
werden.

Ƒ���Ë¯��Ë¯Ýë¤×¯Úą¯�Ė¯ú«¯ä�Ëä��Ëäþ�ąĢþĢ¯ä�úË¯ä�
ƈnãÃ¯¤ĊäÃĻ��äĖ¯ä«ĊäÃƉ�¤¯ąúË¯¤¯äĻ�«Ë¯�Ëã�
�]�Èã¯ä�«¯þ�2iƒ*úĊä«þ¥ÈĊąĢ¯þ�äË¥Èą�ĕëúÃ¯þ¯ƒ
hen sind.

�Ë¯�yëúÃ¯È¯äþĖ¯Ëþ¯�úË¥Èą¯ą�þË¥È�þëĖëÈÝ��ä��äƒ
Ė¯ä«¯ú�«¯ú�2äºëúã�ąËëäþą¯¥ÈäËÚ�ƈaË¥È¯úÈ¯Ëąþĕ¯úƒ
�äąĖëúąÝË¥È¯�Ċä«�ƒ¤¯�Ċºąú�Ãą¯Ɖ��Ýþ��Ċ¥È��ä��¯ú�ą¯ú�
Ċä«��ě÷¯úą¯äļ�/�Ċ½�Ã�Ëþą�¯þ��ÝÝ¯ú«ËäÃþ�¯ã÷º¯ÈÝ¯äþƒ

Ė¯úąĻ�¤¯Ë�«¯ú��Ċú¥ÈºĎÈúĊäÃ�ĕëä�]ËþËÚë�ä�Ýĝþ¯ä�
�Ċº��ě÷¯úą¯äþ�¥Èĕ¯úþą�ä«�ĢĊúĎ¥ÚĢĊÃú¯Ëº¯äļ

Notfallmanagement

GËą�«¯ã��a2ƒaą�ä«�ú«�ƘƗƗƒƛ�ĖËú«�¯Ëä�þĝþą¯ã�ąËƒ
þ¥È¯ú�z¯Ã��ĊºÃ¯Ģ¯ËÃąĻ�¯Ëä�Hëąº�ÝÝã�ä�Ã¯ã¯äą�Ëä�
einer Behörde oder einem Unternehmen aufzu-
¤�Ċ¯äĻ�Ċã�«Ë¯�?ëäąËäĊËą�ą�«¯þ�*¯þ¥È�ºąþ¤¯ąúË¯¤þ�
þË¥È¯úĢĊþą¯ÝÝ¯äļ��ĊºÃ�¤¯ä�¯Ëä¯þ�Hëąº�ÝÝã�ä�Ã¯ƒ
ã¯äąþ�þËä«�«�È¯úĻ�«Ë¯��Ċþº�ÝÝþË¥È¯úÈ¯Ëą�ĢĊ�¯úÈïƒ
È¯ä�Ċä«�þëãËą�«Ë¯�2äþąËąĊąËëä��Ċº�Hëąº�ÝÝ¯�Ċä«�
?úËþ¯ä��«�ùĊ�ą�ĕëúĢĊ¤¯ú¯Ëą¯äĻ�«�ãËą�«Ë¯�ĖË¥ÈąËÃþƒ
ą¯ä�*¯þ¥È�ºąþ÷úëĢ¯þþ¯�¤¯Ë��Ċþº�ÝÝ�þ¥Èä¯ÝÝ�ĖË¯«¯ú�
�ĊºÃ¯äëãã¯ä�Ė¯ú«¯ä�Úïää¯äļ��þ�ÃËÝąĻ�a¥È�«¯ä�
«Ċú¥È�Hëąº�ÝÝ¯�ë«¯ú�?úËþ¯ä�ĢĊ�ãËäËãË¯ú¯ä�Ċä«�
die Existenz der Behörde oder des Unternehmens 
�Ċ¥È�¤¯Ë�¯Ëä¯ã�ÃúïĄ¯ú¯ä�a¥È�«¯äþ¯ú¯ËÃäËþ�ĢĊ�
sichern.

Produktmarken des bSi
Source: BSI: Prüfstandards für IT-Sicherheit Technische Richtlinien und Schutzprofile 
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Open	
  source	
  soUware	
  audits	
  drive	
  security	
  evolu?on	
  I	
  

Security Lifecycle 

Prevent Detect Recover 

Pro-­‐ac9veness:	
  Most	
  
preven?ve	
  measures	
  address	
  
known	
  vulnerabili?es.	
  Audits	
  
help	
  find	
  them,	
  before	
  they	
  
are	
  exploited.	
  

[fail] 
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“For security reasons, the exploit code and 

technical details of the underlying 

vulnerabilities will not be publicly disclosed. 

They are available to our customers as part 

of our vulnerability research services.” 

Current	
  bug	
  bounty	
  programs	
  do	
  not	
  match	
  black	
  market’s	
  
financial	
  incen?ves	
  

I	
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If	
  everybody	
  benefits,	
  why	
  shouldn’t	
  everybody	
  pay	
  their	
  share?	
  I	
  

§  Responsible	
  for	
  ci?zens’	
  
security	
  

§  Limited	
  funds	
  

BSI	
  

§  Common	
  interest	
  
§  Big	
  business!	
  

Industry	
  associa9ons	
  

Suggested	
  role:	
  Management	
  
§  Orders	
  review	
  interests	
  by	
  

priority	
  
§  Issues	
  bug	
  boun?es	
  
§  Organizes	
  audits	
  

Suggested	
  role:	
  Sugar	
  daddy	
  
§  $$$	
  
	
  

Common	
  open	
  source	
  security	
  sorware	
  fund	
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Liabili?es	
  are	
  strong	
  economic	
  incen?ves…	
  I	
  

Security Lifecycle 

Prevent Detect Recover [fail] 
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Liabili?es	
  are	
  strong	
  economic	
  incen?ves…	
  I	
  

Vendor	
  Res-­‐
ponsibility	
  

Security Lifecycle 

Prevent Detect Recover [fail] 

Security	
  
promises	
  that	
  
are	
  not	
  kept	
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Liabili?es	
  are	
  strong	
  economic	
  incen?ves…	
  I	
  

Vendor	
  Res-­‐
ponsibility	
  

Security Lifecycle 

Prevent Detect Recover [fail] 

Security	
  
promises	
  that	
  
are	
  not	
  kept	
  

Security	
  patches	
  
that	
  are	
  issued	
  
late	
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Liabili?es	
  are	
  strong	
  economic	
  incen?ves…	
  I	
  

Security Lifecycle 

Prevent Detect Recover [fail] 

Security	
  
promises	
  that	
  
are	
  not	
  kept	
  

Security	
  patches	
  
that	
  are	
  issued	
  
late	
  

Vendor	
  Res-­‐
ponsibility	
  

Liability	
  for	
  acts	
  of	
  negligence	
  is	
  not	
  too	
  much	
  to	
  ask,	
  or	
  is	
  it?	
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Requirements	
  should	
  finally	
  demand	
  state-­‐of-­‐the	
  art	
  security	
  
instead	
  of	
  the	
  bare	
  minimum	
  

II	
  

Requirements	
  can	
  make	
  
Security	
  features	
  mandatory	
  

Security	
  
is	
  oUen	
  ?mes	
  
neglected	
  

Consumers	
  
can’t	
  see,	
  assess	
  or	
  verify	
  
security	
  features	
  

Companies	
  
want	
  to	
  maximize	
  profit	
  
by	
  minimizing	
  cost.	
  

Secure	
  
infrastructure	
  

§  Decentralize	
  
infrastructure	
  

§  Apply	
  strong	
  
standards	
  

§  Require	
  e2e-­‐crypto	
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The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

The	
  BSI	
  is	
  structurally	
  incapable	
  to	
  give	
  reasonable	
  IT	
  security	
  advice.	
  

Interior	
  Ministry	
  

Police	
   BfVS	
   BND	
   BSI	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

IT-­‐security	
  for	
  
the	
  rest	
  of	
  us	
  

Mainly	
  busy	
  asking	
  for	
  
data	
  reten?on	
  and	
  
other	
  new	
  toys	
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The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

The	
  BSI	
  is	
  structurally	
  incapable	
  to	
  give	
  reasonable	
  IT	
  security	
  advice.	
  

Interior	
  Ministry	
  

Police	
   BfVS	
   BND	
   BSI	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

IT-­‐security	
  for	
  
the	
  rest	
  of	
  us	
  

Mainly	
  busy	
  trying	
  to	
  
convince	
  us	
  there	
  is	
  no	
  
US	
  cyber	
  spionage	
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The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

The	
  BSI	
  is	
  structurally	
  incapable	
  to	
  give	
  reasonable	
  IT	
  security	
  advice.	
  

Interior	
  Ministry	
  

Police	
   BfVS	
   BND	
   BSI	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

IT-­‐security	
  for	
  
the	
  rest	
  of	
  us	
  

Recently	
  asked	
  for	
  €4.5	
  
Million	
  budget	
  to	
  buy	
  
0days	
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The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

The	
  BSI	
  is	
  structurally	
  incapable	
  to	
  give	
  reasonable	
  IT	
  security	
  advice.	
  

Interior	
  Ministry	
  

Police	
   BfVS	
   BND	
   BSI	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

IT-­‐security	
  for	
  
the	
  rest	
  of	
  us	
  

Publishes	
  inten?onally	
  
weakened	
  “security	
  
standards”	
  



36	
  

The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

The	
  BSI	
  is	
  structurally	
  incapable	
  to	
  give	
  reasonable	
  IT	
  security	
  advice.	
  

Interior	
  Ministry	
  

Police	
   BfVS	
   BND	
   BSI	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

IT-­‐security	
  for	
  
the	
  rest	
  of	
  us	
  

…is	
  supposed	
  to	
  elimi-­‐
nate	
  the	
  0days	
  that	
  
their	
  colleagues	
  buy?	
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The	
  Interior	
  Minitry’s	
  inherent	
  conflict	
  of	
  interests	
  must	
  be	
  
resolved	
  

II	
  

All	
  surveillance	
  teams	
  combined	
  

Interior	
  Ministry	
  

Only	
  an	
  
independent	
  
BSI	
  can	
  do	
  its	
  
job	
  

	
  
Only	
  an	
  
independent	
  
BSI	
  can	
  be	
  
trusted.	
  

BSI	
  

Police	
   BfVS	
   BND	
  

Law	
  
enforcement	
  

Na?onal	
  
surveillance	
  

Interna?onal	
  
intelligence	
  

All	
  Na?onal	
  security	
  laws	
  involving	
  surveillance	
  and	
  
other	
  breaches	
  of	
  civil	
  liber?es	
  should	
  be	
  regularly	
  
reviewed	
  for	
  effec?veness.	
  


