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we are overloaded with data. 

governments that need to coordinate on cyber 
defense information
industry sectors  working to protect themselves 
from cybercrime threats
We have law enforcement following criminal 
networks 
And we have large military organizations that 
must maintain a strong cyber defense posture. 

while we gather so much data, we still wonder 
what we are missing, and we find we want 
more. The irony is that there is too much data 
but there is not enough data at the same time.
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Organizations have identified the partners with 
whom they want to share

Need internally and external information to 
have the full picture. 

collaboration usually plays out with time 
consuming, manual processes, using ad hoc 
exchange mechanisms – for example, phone 
calls or emails within small groups. 

We can see, that more fluent information 
sharing is a major requirement and research 
area for the cyber security community.  

To examine proposed solutions to these 
problems, we have considered what people 
are doing (in other fields, in academics 
environments, industry) and what is 
working… We want something like… 

The ultimate goal for our organizations would 
be to have comprehensive, cyber security 
sharing systems that could be used wide-
scale. This would allow us to:   Manage, 
share, and automate our 
communication 
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Our proposal, then, is to manage and enforce legal and policy 
requirements and sharing agreements through the use of “Information 
Exchange Policies (IEPs)”. These would be 

• Created at any organizational level and could specify sharing complete 
data sets or a specific data item

• Specify things like the scope of an information sharing agreement, the 
participants and joining rules, handling requirements, whether data 
can be modified and redistributed, etc.

• Have approval from the legal responsibilities of an organization.
• Encoded in a machine readable format and linked to the data in the 

cyber sharing system, to enable automated sharing in accordance 
with legal frameworks and organizational policies for auditing, 
enforcement, and correlation.

To the best of our knowledge, IEP concepts are not in use by cyber 
security sharing systems. Most likely, organizations see the complexity 
of designing and implementing such a solution and may be skeptical 
about the resulting benefits. We see solving this problem as important 
for addressing the legal impediment to information sharing.
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NoSSQL: Hadoop based system
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