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I am …

§ Threat Researcher
§ 25+ years experience in InfoSec
§ Spent number years in IR team positions

§ Director @BSidesLondon

§ Contact
• tfischer@digitalguardian.com
• tvfischer+sans@gmail.com
• @Fvt
• keybase.io/fvt



A Journey into the end point

§Being in the right place at the right time

§Real time actionable intelligence

§ (re)Enabling the end point as an active defence mechanism

§Detecting behaviour…
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Defense in un-depth

§ Strong focus on network 
solutions

§ Lost faith in the end point 
solutions

§Afraid to go back
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But	that’s	not	where	
the	important	stuff	is…



Walls, Walls, Walls…
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Are we in the wrong place

§Reliance on next-gen network detection

§ Endpoint solution tend towards post incident

§ Something suspicious in logs :- activate endpoint resolution

§ Forensics ~ what changed != necessarily what happened
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World of information…

§Build an Arsenal & Key Tools
§Procexp; procmon; tcpview
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Deep dive…
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Application DNA

§Build information events

§Track similar events together

§Use the API right hooks where appropriate

§Associate a sequence of events into one action
• Sequence of file read/file writes :- file edit
• Track renames, or read/writes :- file move
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Single Footprint Intelligence 

§ Sysinternals tools on steroids
§High level of visibility:

• File ops
• Network ops
• Registry ops
• DLL activity
• Process data
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Real Time Forensics Evidence

§Detect compromise 
events

§ Log the foot prints
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Data visualised…

§Do you really know what that Chinese software is doing

§Dridex in realtime

§Those flash things

Public 12



Initial	Entry	Vector Entry	Vector	Attack	(EVA)	Alert Subsequent	Attack	Stages Indicator	of	Compromise	Alert

Base	Rules Correlated	Alerts Base	Rules	–	Exploit/Installation Correlated	AlertsBase	Rules	-	Recon Base	Rules	–	C&C

Em
ai
l	–
	M

al
ic
io
us
	P
DF

Co
rr
el
at
ed
	A
le
rt
s

Em
ai
l	–
	M

al
ic
io
us
	O
ffi
ce
	F
ile

Co
rr
el
at
ed
	A
le
rt
s

Ba
se
	R
ul
es

Co
rr
el
at
ed
	A
le
rt
s

ATP522-Email	
attachment	saved	

via	Outlook

ATP521-Email	
attachment	saved	

via	Outlook	
(tagged)

ATP505-User	
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that	then	looks	to	see	if	an	
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It’s Doing This so Probably Suspicious

§ Enable behavioural analysis

§phishing :- (a+b),(c,(d|e)),!(x,y,z)

§Response ? 
Kill any point in the chain
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Behaviour Tree

Public 14
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temp	 file

File	write	 new	
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Keeping the Story Alive

§ Increase Visibility:
• More DLL events
• Memory events

§Capture More…
§Automate anomaly detection
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Let’s run a phishing attachment
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Q&A

• tfischer@digitalguardian.com
• tvfischer+sec@gmail.com
• @Fvt
• keybase.io/fvt

Thank you…


