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...                  ... 

e8 9c 4f e5 ff       call    0040f79ch 

8b f0                mov     esi,eax 

46                   inc     esi 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

33 c9                xor     ecx,ecx 

ba 04 01 00 00       mov     edx,104h 

e8 63 aa e4 ff       call    00405278h 

53                   push    ebx 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

50                   push    eax 

...                  ... 

 

 



 

 

 

33 c9                xor     ecx,ecx 

ba 04 01 00 00       mov     edx,104h 

e8 63 aa e4 ff       call    00405278h 

53                   push    ebx 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

50                   push    eax 

...                  ... 

8b f0                mov     esi,eax 

46                   inc     esi 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

...                  ... 

e8 9c 4f e5 ff       call    0040f79ch 



 

 

 

8b f0                mov     esi,eax 

46                   inc     esi 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

xx xx xx xx xx       jmp PATCH 

xx xx xx xx          ; leftovers 

CONTINUE: 

33 c9                xor     ecx,ecx 

ba 04 01 00 00       mov     edx,104h 

e8 63 aa e4 ff       call    00405278h 

53                   push    ebx 

8d 85 ac fd ff ff    lea     eax,[ebp-254h] 

50                   push    eax 

...                  ... 

PATCH: 

xx xx                ; PATCH CODE 

xx xx                ; PATCH CODE 

Xx xx                ; PATCH CODE 

xx xx xx xx xx       jmp     CONTINUE 

...                  ... 

e8 9c 4f e5 ff       call    0040f79ch 





MODULE_PATH "C:\vulnerable_app\app.exe" 

PATCH_ID 87235 

VULN_ID 993 

 

patchlet_start 

 

 PATCHLET_ID 1 

 PATCHLET_OFFSET 0x0000b979 

 N_ORIGINALBYTES 5 

  

 code_start 

   xor eax, eax 

 code_end 

 

patchlet_end 











array_extra(JSContext *cx, ArrayExtraMode mode, uintN argc, 

            jsval *vp) 

{ 

   JSObject *obj; 

   jsuint length, newlen; 

   jsval *argv, *elemroot, *invokevp, *sp; 

   JSBool ok, cond, hole; 

   JSObject *callable, *thisp, *newarr; 

   jsint start, end, step, i; 

   void *mark; 

 

   obj = JS_THIS_OBJECT(cx, vp); 

   if (!obj || !js_GetLengthProperty(cx, obj, &length)) 

       return JS_FALSE; 

 

   switch (mode) { 

     case REDUCE_RIGHT: 

       start = length - 1, end = -1, step = -1; 

       /* FALL THROUGH */ 

} 



<html> 

 <body> 

  <script> 

  foo = new Array; 

  foo.length = 0x80100000 

  foo.reduceRight(function(){}, 1) 

  </script> 

 </body> 

</html> 

 



array_extra(JSContext *cx, ArrayExtraMode mode, uintN argc, 

            jsval *vp) 

{ 

   JSObject *obj; 

   jsuint length, newlen; 

   jsval *argv, *elemroot, *invokevp, *sp; 

   JSBool ok, cond, hole; 

   JSObject *callable, *thisp, *newarr; 

   jsint start, end, step, i; 

   void *mark; 

 

   obj = JS_THIS_OBJECT(cx, vp); 

   if (!obj || !js_GetLengthProperty(cx, obj, &length)) 

       return JS_FALSE; 

 

   switch (mode) { 

     case REDUCE_RIGHT: 

       start = length - 1, end = -1, step = -1; 

       /* FALL THROUGH */ 

} 



array_extra(JSContext *cx, ArrayExtraMode mode, uintN argc, 

            jsval *vp) 

{ 

   JSObject *obj; 

   jsuint length, newlen; 

   jsval *argv, *elemroot, *invokevp, *sp; 

   JSBool ok, cond, hole; 

   JSObject *callable, *thisp, *newarr; 

   jsint start, end, step, i; 

   void *mark; 

 

   obj = JS_THIS_OBJECT(cx, vp); 

   if (!obj || !js_GetLengthProperty(cx, obj, &length)) 

       return JS_FALSE; 

 

   switch (mode) { 

     case REDUCE_RIGHT: 

       start = length - 1, end = -1, step = -1; 

       /* FALL THROUGH */ 

} 

6b6ab96b 56              push    esi 

6b6ab96c 8d7c241c        lea     edi,[esp+1Ch] 

6b6ab970 894c242c        mov     dword ptr [esp+2Ch],ecx 

6b6ab974 e807240000      call    js_GetLengthProperty 

6b6ab979 83c404          add     esp,4 

6b6ab97c 85c0            test    eax,eax 

6b6ab97e 0f84b1ce0a00    je      "return JS_FALSE" 



6b6ab96b 56              push    esi 

6b6ab96c 8d7c241c        lea     edi,[esp+1Ch] 

6b6ab970 894c242c        mov     dword ptr [esp+2Ch],ecx 

6b6ab974 e807240000      call    js_GetLengthProperty 

6b6ab979 83c404          add     esp,4 

6b6ab97c 85c0            test    eax,eax 

6b6ab97e 0f84b1ce0a00    je      "return JS_FALSE" 

dword ptr [edi] 

 



6b6ab96b 56              push    esi 

6b6ab96c 8d7c241c        lea     edi,[esp+1Ch] 

6b6ab970 894c242c        mov     dword ptr [esp+2Ch],ecx 

6b6ab974 e807240000      call    js_GetLengthProperty 

6b6ab979 83c404          add     esp,4 

6b6ab97c 85c0            test    eax,eax 

6b6ab97e 0f84b1ce0a00    je      "return JS_FALSE" 

6b6ab979                 and     dword ptr [edi],7FFFFFFFh 

 

 



6b6ab96b 56              push    esi 

6b6ab96c 8d7c241c        lea     edi,[esp+1Ch] 

6b6ab970 894c242c        mov     dword ptr [esp+2Ch],ecx 

6b6ab974 e807240000      call    js_GetLengthProperty 

6b6ab979 83c404          add     esp,4 

6b6ab97c 85c0            test    eax,eax 

6b6ab97e 0f84b1ce0a00    je      "return JS_FALSE" 

6b6ab979                 cmp     dword ptr [edi],7FFFFFFFh 

                         jbe     DONE 

                         and     dword ptr [edi],7FFFFFFFh 

                         call    PIT_ExploitBlocked  

DONE: 

 







005ba7fa 53              push    ebx 

                         ; ebx points to source buffer (line) 

005ba7fb e89c4fe5ff      call    kernel32!lstrlenW 

                         ; eax is the length of the line 

005ba800 8bf0            mov     esi,eax 

005ba802 46              inc     esi 

                         ; esi is the length of the line + 1 

005ba803 8d85acfdffff    lea     eax,[ebp-254h] 

005ba809 33c9            xor     ecx,ecx 

005ba80b ba04010000      mov     edx,104h 

005ba810 e863aae4ff      call    zero-ize_destination_buffer 

005ba815 53              push    ebx 

                         ; ebx points to source buffer (line) 

005ba816 8d85acfdffff    lea     eax,[ebp-254h] 

                         ; eax points to destination buffer 

                         ; which only has 104h bytes on stack 

005ba81c 50              push    eax 

005ba81d e8624fe5ff      call    kernel32!lstrcpyW 

 

 



005ba815 53              push    ebx 

                         ; ebx points to source buffer (line) 

005ba816 8d85acfdffff    lea     eax,[ebp-254h] 

                         ; eax points to destination buffer 

                         ; which only has 104h bytes on stack 

005ba81c 50              push    eax 

005ba81d e8624fe5ff      call    kernel32!lstrcpyW 



005ba815 53              push    ebx 

                         ; ebx points to source buffer (line) 

005ba816 8d85acfdffff    lea     eax,[ebp-254h] 

                         ; eax points to destination buffer 

                         ; which only has 104h bytes on stack 

005ba81c 50              push    eax 

005ba81d e8624fe5ff      call    kernel32!lstrcpyW 

005ba816                 cmp esi,104h    ; esi is line length + 1 

                         jbe DONE 

                         mov word ptr [ebx+208h],0 

                         call PIT_ExploitBlocked 

DONE: 

 

 


























