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Using Network traffic, DNS and logs
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sSenavioral Analysis

Dataset: UCSD-Peds1-Biker



We're Working With Data
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Current detection methods
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IDN

e Based on signatures
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DS

#alert SEXTERNAL_NET any -> SHTTP_SERVERS
$SHTTP_PORTS (msg:"ET WEB_SERVER PHP Generic
?emote File Include Attempt (HTTP)";
flow:to_server,established; content:".php"; nocase;
Nttp_uri; content:"=http|3al/"; nocase; http_uri; pcre:'/
\x2Ephp\x3F.{0,300\x3Dhttp\x3A\X2F[ N\x3F\x26]+\x3F/
Ui"; reference:url,doc.emergingthreats.net/2009151;
classtype:web-application-attack; sid:2009151; rev:7;)
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DS

e Based on signatures
« Not adaptable / requires human intervention
e Catches known threats / some unknown

* |f you do your reg-ex right
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Antivirus

e Host based file detection

 Based on signatures of known threats
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What We're Working With
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Date Time Record Type Internal IP AcExternal IP A Action Destination Categories
10/28/16 7:59:56 A N/A 96.91.38.193 Allowed ncod43.n-ab Business Services
10/28/16 7:59:28 A N/A 96.91.38.193 Allowed ej.crpassport.com
10/28/16 7:58:59 A N/A 108.212.122. Allowed tools.google. Search Engines,Software/Technology
10/28/16 7:58:28 A N/A 96.91.38.193 Allowed www.micros Software/Technology,Business Services
10/28/16 7:58:25 A N/A 96.91.38.193 Allowed www.google Search Engines
10/28/16 7:58:20 A N/A 96.91.38.193 Allowed ncod43.n-ab Business Services
10/28/16 7:56:14 A N/A 96.91.38.193 Allowed ncod43.n-ab Business Services
10/28/16 7:55:58 A N/A 108.212.122. Allowed teredo.ipv6.r Software/Technology,Business Services
10/28/16 7:55:37 A N/A 96.91.38.193 Allowed client.teamvi Software/Technology,Business Services
10/28/16 7:55:05 SRV N/A 96.91.38.193 Allowed _kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us
10/28/16 7:55:05 SRV N/A 96.91.38.193 Allowed _kerberos._tcp.dc._msdcs.econtrols.us
10/28/16 7:54:24 A N/A 96.91.38.193 Allowed ej.crpassport.com
10/28/16 7:53:56 A N/A 96.91.38.193 Allowed econtrols.us
10/28/16 7:53:34 A N/A 96.91.38.193 Allowed upgrade.bitd Software/Technology,Business Services
10/28/16 7:53:34 A N/A 96.91.38.193 Allowed upgrade.bitd Software/Technology,Business Services
10/28/16 7:53:33 A N/A 96.91.38.193 Allowed upgrade.bitd Software/Technology,Business Services
10/28/16 7:53:33 A N/A 96.91.38.193 Allowed upgrade.bitd Software/Technology,Business Services
10/28/16 7:53:33 A N/A 96.91.38.193 Allowed upgrade.bitd S are/Technology,Business Services
10/28/16 7:53:33 A N/A 96.91.38.193 Allowed upgrade e/Technology,Business Services
10/28/16 7:53:32 A N/A 96.91.38.193 Allowed _ ¢ re/Technology,Business Services
10/28/16 7:53:32 A N/A 96.91.38.193 Allowed oftware/Technology,Business Services
10/28/16 7:53:18 A N/A 96.91.38.193 Alllwed n .n-ab Business Services
10/28/16 7:53:04 SRV N/A 96.9144 |&ved Pkerberos._tcp.dc._msdcs.econtrols.us
10/28/16 7:53:04 SRV N/A 6. 2 ed _kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us
10/28/16 7:52:46 SRV N/A .91.38.18 Allowed kerberos. tco.dc. msdcs.exocontrols.com
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1 2016-10-31-pseudobarklieech-RIGv-delivers-Cerber-ransomware.pcap
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A [ Apply a display filter ..

. <3#/>
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Expression... +

| No.

Time Source
10.10.31.103

Destination

192.185.225.245

Info
49191 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

Protocol Lengtr

2 192,185.225.245 10.10.31.103 TCP 60 80 - 49191 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
3 0.. 10.10.31.103 192.185.225.245 TCP 60 49191 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

4 0.. 10.10.31.103 192.185.225.245 HTTP 304 GET / HTTP/1.1

5 0... 192.185.225.245 10.10.31.103 TCP 60 80 - 49191 [ACK] Seg=1 Ack=251 Win=64240 Len=0

6 1... 192.185.225.245 10.10.31.103 TCP 568 [TCP segment of a reassembled PDU]

1. 104,14 31 183 ICP = in= =

vVyVVvyYYy

102 1R85 225 245
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1)
Internet Protocol Version 4, Src: 10.10.31.103 (10.10.31.103), Dst: 192,185.225.245 (192.185.225.245)
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#! Event Viewer

File Action View Help

&= 7mdm

Event Viewer (Local)
:3 Custom Views
= | m Windows Logs
i Application
i+ | Security
| Setup
| System
| Forwarded Events
" Applications and Services Logs
4 Subscriptions

Security Number of events: 181,534 (1) New events available

Date and Time

Task Category

©L_ Audit Success
Q Audit Success
@{ Audit Success
Q Audit Success
Q Audit Success
@k Audit Success
Q.‘ Audit Success
Q& Audit Success
'.\R Audit Su
@, Audit Su
Q Audit Suc
@\ Audit Success
ﬂ«\ Audit Success
@\ Audit Success
Q Audit Success

@ Avidid Covmmmmm

11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/20146:31:50
11/4/2014 6:3

1/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:50 AM
11/4/2014 6:31:47 AM

14/AMNMN1A E£.241:.A7 AN

Other Object Access Events
Other Object Access Events

EOther Object Access Events

SAM

Other Object Access Events
Other Object Access Events
Other Object Access Events
SAM

SAM

SAM

Process Termination

Process Creation

Process Termination
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2016-10-03 17:52:04.185168 IP ec2-54-149-10-219.us-west-2.compute.amazonaws.com.
https > ¢-73-202-157-15.hsdl.ca.comcast.net.56252: Flags [P.], seq 1019503192:10
19503261, ack 2328542369, v W42, options [nop,nop,TS val 1893477904 ecr 3658434

1, length 69




eoe M dw-
Home Insert

X
Paste
K6 =
A

1 Date

2 10/28/16
3 10/28/16
4 10/28/16
5 10/28/16
6 | 10/28/16
7 10/28/16
B 10/28/16
g 10/28/16
10 10/28/16
11 10/28/16
12 10/28/16
13 10/28/16
14 10/28/16
15 10/28/16
16 10/28/16
17 10/28/16
18 10/28/16
19  10/28/16
20 10/28/16
21 10/28/16
22 10/28/16
23 10/28/16
24 10/28/16
25  10/28/16
26 10/28/16
27 10/28/16
28 10/28/16
29 10/28/16
30 10/28/16
31 10/28/16
32 10/28/16
33 10/28/16

Time

7:49:20 A

96.91.38.193 Allowed

So hniibgy,Business
iness

hnibgy Blisiness

gy Bsiness

Business Services

General v

..:_. 9/. /. 03. -

$ * % > %5 5 Conditional Format  Cell Insert  Delete
Formatting as Table Styles

o{n H | J K L M N

Categories
Business Services

Search Engines,Software/Technology
Software/Technology,Business Services

Search Engines | .|
Business Services

Business Services

Software/Technology,Business Services
Software/Technology,Business Services
_kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us

Software/Technology,B
Software/Technology,Business Services

xcel

_kerberos._tcp.default-first-site-name._sites.dc._msdcs.econtrols.us

_kerberos._tcp.default-first-site-name._sites.dc,_msdcs.expeontrols.com

Webmail
Business Services
Webmail
Webmail

Page Layout Formulas Data Review  View
Calibri (Body) ~ 12 A~ Av | = = | v =79 Wrap Text
B|I VU | v A v = | = | = ||e= $= Merge & Center
fx
B E F G
Record Type Internal IP Ac External IP A Action Destination
7:59:56 A N/A 96.91.38.193 Allowed ncod43.n-able.com
7:59:28 A N/A 96.91.38.193 Allowed ej.crpassport.com
7:58:59 A N/A 108.212.122 Allowed tools.google.com
7:58:28 A N/A 96.91.38.193 Allowed www.microsoft.com
7:58:25 A N/A 96.91.38.193 Allowed www.google.com
7:58:20 A N/A 96.91.38.193 Allowed ncod43.n-able.com
7:56:14 A N/A 96.91.38.193 Allowed ncod43.n-able.com
7:55:58 A N/A 108.212.122 Allowed teredo.ipv6.microsoft.com
7:55:37 A N/A 96.91.38.193 Allowed client.teamviewer.com
7:55:05 SRV N/A 96.91.38.193 Allowed
7:55:05 SRV N/A 96.91.38.193 Allowed
7:54:24 A N/A 96.91.38.193 Allowed
7:53:56 A N/A 96.91.38.193 Allowed
7:53:34 A N/A 96.91.38.193 Allowed
7:53:34 A N/A 96.91.38.193 Allowed
7:53:33 A N/A 96.91.38.193 Allowed upgrade.bitdefender.com
7:53:33 A N/A 96.91.38.193 Allowed upgrade.bitdefender.com
7:53:33 A 96.91.38.193 Allowed  [lupgradditdefender.com
7:53:33 A A it .
7:53:32 A A u it n
7:53:32 A ! u n
7:53:18 A N/A 96.91.38.193 ed ncod43.n-able.com
7:53:04 SRV N/A 96.91.38.193 Allowed _kerberos._tcp.de._msdcs.econtrols.us
7:53:04 SRV N/A 96.91.38.193 Allowed
7:52:46 SRV N/A 96.91.38.193 Allowed _kerberos._tcp.de._msdcs.expcontrols.com
7:52:46 SRV N/A 96.91.38.193 Allowed
7:52:46 A N/A 96.91.38.193 Allowed mex09.emailsrvr.com
7:52:34 A N/A 96.91.38.193 Allowed ncod43.n-able.com
7:50:00 A N/A 96.91.38.193 Allowed secure.autodiscover.emailsrvr.com
7:49:59 A N/A 96.91.38.193 Allowed autodiscover.emailsrvr.com
7:49:58 A N/A 96.91.38.193 Allowed expcontrols.com
7:49:50 A N/A 108.212.122 Allowed www.microsoft.com

Software/Technology, Business Services

4 > logs.csv +
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3 2.client-channel.goo,

4 20650507p.rfihub.cc oon .

5 20720987p.rfihub.cc
6 20725331p.rfihub.cc 450
7 20729498p.rfihub.cc
8 2822.v.fwmrmnet %

9 2d4db9e695b28d48:
0

10 2waycm-geo.netmng

11 3.bp.blogspot.com 4o
12 3184402.r.msn.com

13 418xw-k73bm.ads.tr 250
14 43081656-prod.riksr

15 495.3s.adforgeinc.co 2%
16 538.xgdken.com

17 54000018.r.msn.com
18 5d0b6.v.fwmrm.net .,
19 6470.r.msn.com

20 8vBwy-1aStr.ads.trer %0
21 95.1.168.192

22 a.rfihub.com

23 aselipoint.net

24 atiles.mapbox.com
25 a.wishabi.com

26 a01.korrelate.net
27 al043.casalemedia.c
28 al047.casalemedia.c
29 al1051.casalemedia.c
30 a746.casalemedia.cc
31 a753.casalemedia.cc
32 a767.casalemedia.cc

150

o
137000019.r. msn.com

aamceenv.elastcbeanstaliccom
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N K K ) D dwv- r logs Qv Search Sheet
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We Want to Find Normal

e \What is normal?

 How do you find it?

)AAASEC



thelongestlistofthelongeststuffatthelongestdomainnameatlonglast.
.gr
freeonlinewebsiteurlshortenerforanywebsitethatrequiresshorturls.
.com

elektrologoi-thessaloniki-vlaves-you-ekptosis-episkeyh-syskeyon

xn--bckain8fap@bzg@bzdd9zsabhf3myl46ebllbikei5a873g1g8b8qza9c71i

corruptjudgebrendanbutlerchiefmagistratecaucusingpolicefraudaim.
orlando-roofing-companies-roofing-orlando-fl-roofing-contractor.
minglinentertainmentarts--sunlightdiamondlight3danimationstudio.

gimnastica-medicala-recuperare-kinetoterapie-fizioterapie-masaj.
immediatement-risque74db7-stopacab8-service- manquant021c3 -56f7d.

xn--111- r'73br'c2d9m3gkb8v1§. E bm7bm20foeewd2b .
tanieprojektydomowjedn g daszemibalkonem.
iamtheproudownerofthelong€st dC
ﬁ? C ment-sciatica-lumbago- acut
-cals
eizafgsganop r jl

name1nthlswor1d
ptome williamg.
palnmanagementorangecountybackneckkneehan arthr1t15301ntfoot1eg
XN=====———- wofcfaecydkcaaiblreklarvcgpbbehpd8bv9bi7cxk3a4nb2a3c.

sellbuyfusionsplicerfiberopticotdrcabletestercertifiercatvmeter.
people-search-find-missing-people-social-security-number-search.
bushblaircontrosicurapacefeceroguerrairakimpedendoesilioasaddam.
dtstpeafgeexadzu9mffxz3tpgn7exjsaeufrtmnstyc58ztcbjysgevtuchvws.

com
com

info
com
com
ro
info
com
pl
com
ro
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it
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comserver.global . .mspa.n-able.com
nativesdks.mparticle.com
config2.mparticle.com
wfbssvcS51.icrc.trendmicro.com
nexus.officeapps.live.com
sdg159.meraki.com
vodsbc.packet8.net
e.crashlytics.com
comserver.global . .mspa.n-able.com
gv.symcd.com

adadvisor.net
adadvisor.net
adadvisor.net

ld.agkn.com

d.agkn.com 0
e QM@ UNUSUAl domain
su.addthis.com

su.addthis.com

su.addthis.com
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk.com
seg-server-1lb.global.prodl.sharethis.net

t.sharethis.com

sb.scorecardresearch.com

)]ANASEC



comserver.global . .mspa.n-able.com
gv.symcd.com

adadvisor.net

adadvisor.net

adadvisor.net

d.agkn.com

d.agkn.com

d.agkn.com

su.addthis.com

su.addthis.com

su.addthis.com
seg-server-Lb.global.prodl.sharethis.net
t.sharethis.com
sb.scorecardresearch.com
seg.sharethis.com
l.sharethis.com
analytics.localytics.com
wfbs-svc-nabu-aal.trendmicro.com
shared.1ad.appboy.com
wfbssvcS51.1crc.trendmicro.com
staticxx.facebook.com
script.crazyegg.com

script.crazyegg.com D E E P




Hovv do you find that in this®?

2016-09-22
2016-09-22
18:1420:299: 9
2016-09-22
2016-09-22
27
2016-09-22
2016-09-22
2016-09-22
2016-99-22
™., AAAA
, AAAA
2916-09-
om,, A 132,
2016—09—2
2016-09-2
2016-09-
2016-09-22
2016-09-22
2016-09-2
2016-09-2
2016-09-
2016-09-
2016-09-
2016-09-
2016-09-
2016-09-
2016-99-
2016-09-
2016-09-
2016-09-
2016-09-
2016-09-
2016-09-
2016-09-22
2016 99-22
9.249 (168)
2016-09-22 23:90:27.259973 IP resolverl.opendns.com.domain
.net,, ONAME prod.c.ssl.global. fastlylb.net. (259)
2016-09-22 23:00:27.285813 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl. co.comcost.
y.net., CNAME prod.c.ssl.global. fastlylb.net., A 151.101.40.175 (201)
2016-09-22 23:90:27.701533 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.co.comcast.net.
2016-09-22 23:90:27.729268 IP resolverl. opendns.com.domain > ¢-73-202-157-15.hsdl.co.comcost.net,
2016-09-22 23:00:42.486728 1P resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.co.comcast.net.
2016-09-22 23 526826 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl. co.comcast.net.
2016-09-22

mm
a?&&g 883

83
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RN
S

v
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RNER

.737197 IP resolverl.opendns.com.domain > ¢-73-202-157-15 . hsdl,co.comcast.net . 24735:

g
TEEE

:

NN
zmzmmmzmxmmmmmwu:
8

112, AAAA 2001:111:1400:528b::2 (408)

58

£3

%

S 138, A 132,245.47.66, A

&

NNNRRAERRUEEEEASRRAREY

N-~
:

821722

.931936 IP resolverl.opendns.com.domain > ¢€-73-202-157-15.hsdl. co.comcost.net 12528
.950147 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl,co.comcost.net,20426:
.683778 1P google-public-dns-a.google.
688176 IP google-public-dns-a.google.
.102014 IP google-public-dns-a.google.
.1087230 IP google-public-dns-a.google.
.365962 IP google-public-dns-a.google.
.372339 IP google-public-dns-a.google.
.054016 IP google-public-dns-a.google.
.058684 IP google-public-dns-a.google.
.743037 IP google-public-dns-a.google.
5773 IP google-public-dns-a.google.
.007346 IP resolverl.opendns.com.domain
.029479 IP resolverl.opendns.com.domain
.991719 IP resolverl.opendns.com.domain
.012840 IP resolverl.opendns.com.domain
.088700 IP resolverl. opendns.com.domain
.10968S IP resolverl.opendns.com.domain

z\l

3

NNNRRRRRRRRRSN

PP PR

E

> €=73-202-157-15.hsd1.co.comcost.

888888883%&&8&5%3%3§88

net
> €=73-202-157-15.hsdl.co.comcost.net.

net.

23:
23:

23 C7320215715M1

-157-15.hsdl,

resolverl.opendns.com.domain >
resolverl opendns.com.domain > ¢
resolverl.opendns.com.domain > ¢
resolverl. opendns.com.domain > ¢-73~
resolverl.opendns.com.domain > ¢

: <o.
2016-09-22 23:01:
2016-09-22 23:
2016-09-22 23:
2016-09-22 23:

.194.202 (159)
2016-09-22 23:01:07.902883 1P
2016-09-22 23:01:29.075304 IP
2016-09-22 23:91:29.101026 IP
72.47, A 54,236,215,
2016-09-22 23:01:35.

382888888

resolverl.opendns. com. domnain
resolverl. opendns, con,domoin
resolverl.opendns. com.domain
L1.62,13, A S4.208.76.171, A S2.
resolverl.opendns. com.domoin > c-

.55 (235)

v vy
?
m~u;u 3

703399 1P

283770 IP resolverl.opendns.com.domoin > ¢-73-202-157-15.hsdl.co.comcost.net . 49962:
.739978 IP resolverl.opendns,com.domain > ¢-73-202-157-15.hsdl.co.comcast.net,51339:

.923499 IP resolverl.opendns.com,domain > ¢-73-202-157-15.hsdl,ca.comcost.net, 21617
.036644 IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.co.comcost.net . 33385:

873406 IP resolverl.opendns.com.domoin > C-73-202-157-15.hsdl.co.comcost.net 16977:

.1110882 IP google-public-dns-a.google.com. domain > ¢-73-202-157-15, hsdl.ca,comcast,.net . S2058: 16191 1/0/0 A 216,.58.217.19% (48)
.115764 IP google-public-dns-o.google.com. domain > ¢-73-202-157-15.hsdl.co.comcast . net.52858: 45111 1/8/0 AAAA 2607: f8bQ:4005:807::2004 (68)

IP resolverl.opendns.com.domoin > ¢-73-202-157-15.hsdl.co.comcost. net 10948

.3348:
50047 :
57931:

15364:
15359:
39022:
42, 64395:
:53.805347 IP google-public-dns-o.google.com.domain > ¢-73-202-157-15.hsdl.co.comcast . net 33273: 1013 1/9/0 A 216.58.194.196 (438)
:53.809682 IP google-public-dns-a.google.com.domain > ¢-73-202-157-15.hsdl.ca.comcast . net 33273: 44211 1/0/0 AAAA 2607:F8b0:4005:301::2004 (60)
comcost.net.21176:
.comcast.net 62358
.comcost.net, 15833:
.comcast.net 65324:
.comcost.net.32663:

.comcost.net. 25600:
.comcast,.net 61234:
.comcost.net . 45772:

4644 2/0/0 (NAME ssl-google-onolytics.l.google.com., A 216.58.194.168 (102)

32438 4/0/0 CNAME cdn.turner.com,edgekey.net., (NAME 2546 dsced . okomaiedge.net., AAAA 2001:418:142b:280::9f2, AAAA 2001:4

26983 3/0/0 CNAME cdn.turner.com.edgekey.net., (NAME ¢2546.dsced . okamaiedge.net., A 23.34,169,228 (127)
19281 3/0/0 CNAME white.ish.instogram.com., (NANE instogrom.clOr. focebook.com., AMAMA 2003:2880:213:¢4:foce:b@dc:0:43fe (1

43171 3/0/0 CNAME white.ish, instogrom.com., (NAME instogrom.clOr.focebook.com., A 31.13,77.52 (115)

26544 13/0/0 (NAME b, geo.of Fice365.com,, (NAME ocutlook.officed6S.com.g.officedsS.com,, (NAVE outlook-nomwest . of Fice36S.co

?029 12, AAAA 20Q1:111:F409:2d74::2, AMAA 2001:111:f400:4821::2, AMA 2001:111:f400:5050: :2, AAMA 2001:111:f400:2c¢5e::2, MM 2001:111:F400:1420::2, AAM 2601:111: fm 4814::2, AAAA 2001:111:F400:f3d3::2

25934 12/0/0 (NAME 1b.geo.of flce3bS.com., CNAME outlook.officed6S.com.g.office365.con., ONME outlook-nomwest2.of fice3sS.c

132.245.56.146, A 49.97.142.234, A 132.245.71.2, A 132.245.73.194, A 132.245.75.114, A 132,245,92.242, A 132,245.82.50 (273)
IP resolverl.opendns.com.domain > ¢-73-202-157-15.hsdl.co.comcost. net 40131:
S IP resolveri.opendns.com,.domain > ¢-73-202-157-15.hsdl,co.comcost . net, 11446:

53540 @/0/@ (38)
2946 1/0/9 A 72.163.8.7 (S4)

IP google-public-dns-o.google.com. domain > ¢-73-202-157-15.hsdl.co.comcost .net 41588: 63511 1/0/0 A 216.58.217.196 (48)
826382 IP google-public-dns-a.google.com. domain > ¢~73-202-157-15,hsdl.ca.comcast .net 41588

18168 1/70/0 AAAA 2607 FBLO:4005:807:
25205 1/1/0 CNAME opi.v.dropbox.com. (137)
21516 3/0/0 ONAME opi.v. drwbox com., A 108 160.172.237, A 108.160.172.205 (85)

12004 (60)

65 (28)

ogleusercontent.com, , MM 260 7:F800:4005: 801 : : 2001 (100)

112004 (60)

=157-15.hsdl.ca.comcast .net .60768: 24886 1/0/0 AAAA 2607 mo 4005:808::2004 (60)
-157-15.hsdl.co.comcost .net . 39986: 62413 2/0/0 (NAME googlehosted.l. oooplemercmtmt com., A 216.58.194.193 (88)
«157-15.hsdl. ca,.comcast, m 39986:

79 2/0/90 (NAME googlehosted.l.
CNAME ec2-54-241-32-2.us-west-

lmu‘contmt <o-.. AAAA 2607 F80O:4005:808: : 2001 (100)
omp ows .com. (176)

: A 54.241.32.5 (111)

.fastlylb.net. (193)
c fastlylb.nat., A 151.101.41.111 (135)
. : , CNAME prod.a.ssl.globol . fostlylb,net, (225)
43133 3/0/0 CNAME mobi .g.nordiomp\s con, globol prod !ostly mt , (NAME prod.o.ss].global. fastiylb.net., A 151.10).4
4816 4/1/0 (NAME cdn-traffic-director.krxd.net., CNAME cdn-fostly.krxd.net., CNAME cdn-fastly. krxd.net.c.globol-ssl. fostly

41937 5/0/0 (NAME cdn-troffic-director krxd.net., (NAME cdn-fastly.kexd.net., (NAME cdn-fostly.krxd.net.c.globol-ssl.fostl
52766 1/1/0 ONAME theguardian.com.ssl.dl.sc.ostrdc. net. (166)

21454 2/0/0 CNAME theguardion.com.ssl.dl, sc.omtrde.net,, A 66.235.136.195 (11)

64832 1/0/0 AMA 2607:FE0O:4005:807: :200e (65)

62997 1/8/@ A 216.58.195.78 (53)

33918 1/1/0 (NAME ondroid.l.google.com, (138)

865 2/0/0 (NAME android.l.google.com,, A 216.58.195.78 (84)

2999 2/0/0 (NANE googleopis.l.google.com., AAAA 2607 :f3b0:4005:504::2000 (98)

60161 2/0/0 CNAME googleopis,l.google.com., AAAA 2607:f8bO:4095:807::2080 (106)

64100 6/0/0 CNAME googleopis.l.google.com., A 216.58.195.234, A 172.217.5.106, A 216.58.194.170, A 216.58.195.74, A 216.58

22747 5/0/@ (NMME googleapis.l.google.com.,
S5261 1/1/70 (NAME production-mobile-1b-~191
29888 9/0/90 (NAME production-mobile-1b-19182




Date
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16
10/24/16

Time Identity

22:00:58 PHW LAN
22:00:58 PHW LAN
22:00:57 PHWLT18
22:00:57 PHWWS14
22:00:57 PHW LAN
22:00:57 PHW LAN
22:00:56 PHW LAN
22:00:56 PHW LAN
22:00:56 PHW LAN
22:00:56 PHW LAN
22:00:55 PHWWS30
22:00:55 PHW LAN
22:00:54 PHW LAN
22:00:54 PHWWS10
22:00:53 PHWWS46
22:00:52 PHW LAN
22:00:51 PHWWS25
22:00:51 PHW LAN
22:00:50 PHWWS19
22:00:48 PHWLTO8
22:00:48 PHWLTO8
22:00:48 PHWLTO8
22:00:48 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:47 PHWLTO8
22:00:46 PHWLTO8
22:00:46 PHWLTO8
22:00:45 PHW LAN
22:00:45 PHWLTO9
22:00:45 PHW LAN

AA

AA

D))DDDDDDDD;DD)DD;)D>>>>>>>>>>>>>>>>>>

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

206.72.10.22 Allowed
206.72.10.22 Allowed
67.60.9.16 Allowed
24.111.168.8 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.23 Allowed
206.72.10.22 Allowed
206.72.10.22 Allowed
206.72.10.23 Allowed
24.220.239.2 Allowed
206.72.10.22 Allowed
206.72.10.23 Allowed
206.72.10.22 Allowed
67.60.9.16 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
24.111.168.8 Allowed
206.72.10.22 Allowed
24.111.168.8 Allowed
206.72.10.22 Allowed

Or this?

Record Type Internal IP Ac External IP A Action

Destination Categories
connectivitycheck.android.coi Software/Technology

Issbc.8x8.com Business Services
remote.connectwise.com Software/Technology,Allow List
wfbs-sve50-en.url.trendmicro Software/Technology,Allow List
android.clients.google.com Search Engines

td.crwdcntrl.net Software/Technology,Business Services
ad.crwdcntrl.net Software/Technology,Business Services
dsx.weather.com News/Media,Research/Reference
triggers.wfxtriggers.com

S.W-X.CO

comserver.global.mspa.n-able Business Services,Allow List
nativesdks.mparticle.com

config2.mparticle.com

wfbssveS1.icre.trendmicro.col Software/Technology,Allow List
nexus.officeapps.live.com Software/Technology,Business Services
sdg159.meraki.com Software/Technology,Business Services
vodsbce.packet8.net Software/Technology

e.crashlytics.com Software/Technology
comserver.global.mspa.n-able Business Services,Allow List
gv.symcd.com Software/Technology

adadvisor.net Business Services

adadvisor.net Business Services

adadvisor.net Business Services

d.agkn.com
d.agkn.com
d.agkn.com
su.addthis.com Software/Technology
su.addthis.com Software/Technology
su.addthis.com Software/Technology

seg-server-lb.global.prod1.sharethis.net

t.sharethis.com Social Networking,Software/Technology,Business Services
sb.scorecardresearch.com  Business Services

seg.sharethis.com Social Networking,Software/Technology,Business Services
httplogserver-lb.global.prod1.sharethis.net

l.sharethis.com Social Networking Software/Tachpalnoy Bl cos 0 wes
analytics.localytics.com

wfbs-svc-nabu-aal.trendmicrc Software Technology, Al oW list

shared.iad.appboy.com



comserver.global.mspa.n-able.com
s.gycs.b.yahoodns.net
wfbs-svc50-en.url.trendmicro.com
safebrowsing.google.com
s.yimg.com

sb.l.google.com
safebrowsing-cache.google.com
remote.connectwise.com
wfbssvcS1.icre.trendmicro.com
safebrowsing.cache.l.google.com
star-mini.c10r.facebook.com
star.c10r.facebook.com
wfbs-svc-nabu-aal.trendmicro.com

nexus.officeapps.live.com
vodsbc.packet8.net
[t500.tritondigital.com
shavar.services.mozilla.com
fd-geoycpi-uno.gycpi.b.yahoodns.net
Issbc.8x8.com

pcsbe.packet8.net
ds-comet.yahoo.g01.yahoodns.net
ds-comet.yahoo.pr.g03.yahoodns.net
shavar.prod.mozaws.net
geo-um.btrll.com

meraki.com
sb.scorecardresearch.com
settings-win.data.microsoft.com
mg.mail.yahoo.com
vortex-win.data.microsoft.com
s.imgsynd.com
www.deltafaucet.com
nexusrules.officeapps.live.com
0-edge-chat.facebook.com
secure-us.imrworldwide.com




star-mini.c10r.facebook.com
star.c10r.facebook.com
wfbs-svc-nabu-aal.trendmicro.com
espn.hb.omtrdc.net
_rtmp._tcp.uc.8x8.com
www.facebook.com
WWwWw.amazon.com
www.google.com
nexus.officeapps.live.com

S AN A RS IO AN SN S AL
Issbc.8x8.com

pcsbhe.packet8.net
ds-comet.yahoo.g01.yahoodns.net
ds-comet.yahoo.pr.g03.yahoodns.net
shavar.prod.mozaws.net
geo-um.btrll.com

meraki.com
sb.scorecardresearch.com
settings-win.data.microsoft.com
mg.mail.yahoo.com
vortex-win.data.microsoft.com
s.imgsynd.com

www.deltafaucet.com

. -
) - . ) . . )
a -

0-edge-chat.facebook.com




star-mini.c10r.facebook.com
star.c10r.facebook.com
www.facebook.com
0-edge-chat.facebook.com
atlas.c10r.facebook.com
connect.facebook.net
mqtt.c10r.facebook.com

instagram.c10r.facebook.com
liverail.c10r.facebook.com
api.facebook.com
error.facebook.com
graph.facebook.com
m.facebook.com
1-edge-chat.facebook.com
5-edge-chat.facebook.com
b-api.facebook.com
b-graph.facebook.com
edge-mqtt.facebook.com

ARk B R R NN NN W WO
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Subdomains Removed

1000

800

600

400
200




Remove "Normal”

)IAAMSEC



A B
360yield.com 1

adforgecdn.com
adingo.jp
adition.com
adjust.com
adlucent.com
admantx.com
adtechjp.com
aim.com
akamai.com
alfdt.com
amcnetworks.com
americanexpress.com
americangrit.com

R R R R R R R R R R R



masterbrand.com mathads.com
mdswanson.com medicaresupplement.com

metanetwo

rk.net mfg.com mhthemes.com

military.com ministerials.com mixpanel.com

mobileapp

racking.com mom.me

monarchads.com mrsteam.com
msftncsi.com mshcdn.com myfonts.net
MyVvzw.CoOm Newsinc.com nexage.com
nextadvisor.com norcraftcompanies.com
notanpest.net obtrk.xyz office.net




mathads.com
mdswanson.com medicaresupplement.com

metanetwork.net Mmhthemes.com
ministerials.com
mom.me

monarchads.com mrsteam.com
msftncsi.com mshcdn.com
myVvzw.Com

notanpest.net obtrk.xyz



mathads.com
maswanson.com medicaresupplement.com

metanetwork.net mhthemes.com
ministerials.com
mom.me

monarchads.com mrsteam.com
msftncsi.com mshcan.com
MyVvzZWw.com

notanpest.net obtrk.xyz



medicaresupplement.com

ministerials.com
mom.me

msftncsi.com
myVvzw.Ccom

notanpest.net obtrk.xyz



medicaresupp

ministerials.com
mom.me

msftncsi.com
myVvzw.Ccom

notanpest.net obtrk.xyz



ministerials.com
mom.me

msftncsi.com
myVvzw.Ccom

notanpest.net obtrk.xyz



msftncsi.com
myVvzw.Ccom

wead 10 %05t 1 proper cperation of e Apacha MTTP sarver afor £ has boon installod. ¥ you can noad this §
W Apache HTTP server rataling ot 1 50 i working propedly

 you are a member of the general public:

It you are the wobsite ad=inistrator

The fact that you 009 seeing 1vs page nioaios Mol e
WODSA0 YOU B! VISR 1§ OINGY QUPINENONg (roDkms, of &
VIOMOONY) 1A M aryo

You My 20w o 00nent 0 1N GO0y /var vwe al
N0 TN Ul yOu 00 50, POOPM VRN YOUr WODSA0 Wil 400
N0 000, 00 10t yOur 00ntent TO prevent 1N page Yom
OVOF DON USAS, S0R0W e NEINCIONS N I NG /ene Mnpd

oo ! Alvelcome ool

you would g 1o it he admingiratons of this webels know
| YOUVE 500N INS DA00 NENAT OF T DAOR YOU SIpecied
Nould end them o mal n gonecal mall sent 1 e You 20 oo 0 10 e mage bolow on web $808 powere
" 30 Orecied 1) e webste's domae e Apache ITTP Server

CN the App0prale peron

D, axpererced protiems whie vetng o2 e
o, you ShOU send el

notanpest.net obtrk.xyz



msftncsl.com
MyVvzZw.CoOm

notanpest.net obtrk.xyz




msftncsi.com
myVvzw.Ccom

notanpest.net obtrk.xyz



(Y VN /A N ) ()

Unable to connect

Firodox can' establish a connection 10 the server at msfincst.com

+ The sile could be lemporanly unavalable or 100 busy. Try agan in a lew
moments

o |l you are unable 10 load any pages, check your compuler's network
connechion

o | your computer or network is protectad by a firewall or proxy, maks
that Tor Browser is permitted 10 access the Web

msftncsr,com
myVvzw.Ccom

notanpest.net obtrk.xyz



Unable to connect

Firodox can' establish a connection 10 the server at msfincst.com

+ The sile could be lemporanly unavalable or 100 busy. Try agan in a lew
moments

+ |l you are unable 10 load any pages, check your compuler's natwork
connechon

o I your computer or network is protectad by a firewall or proxy, maky
that Tor Browser is permitted 10 access the Web

msftncsi.
myvzw.com

notanpest.net obtrk.xyz



~FREEHE S-S SEHHHE R ER -G

ministerials.com




~-FREEHEEFeSHHRRIEFeRE-60H

ministerials.com
WaaValaaliaa¥al

msftncsi.com
myVvzw.Ccom

notanpest.net obtrk Xyz



ministerialb.com

A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.

1/61 2014-12-05 01:07:21 http://ministerial5.com/




ministerialb.com

Ministerial5 - SonicWALL Security Center

software.sonicwall.com/applications/app/index.asp?ev=appd...app...Ministerial5 v
Application: Ministerial5. This domain used by an advertising company that is part of a network of sites,

cookies, and other technologies used to track you, what ...




~-FREEHEEFeSHHRRIEFeRE-60H

FRORA-FRE-

msftncsi.com
myVvzw.Ccom

notanpest.net obtrk.xyz



What is www.msftncsi.com? - Knowledge eXchange

https://kx.cloudingenium.com/microsoft/servers/windows.../what-is-www-msftncsi-co... v

Mar 20, 2014 - This is because the url www.msftncsi.com is generally used by Windows machines to
verity that there is network connectivity. A Windows ...

msftncsl.com




eSO
MyVvZw.Com

notanpest.net obtrk.xyz



B 12-20-2011, 12:58 AM

(Stephen) ~
Owner of the net for a day

that is verizon phones network.

Someone maybe using that LTE to spam &

MyvzZw.Com




notanpest.net obtrk.xyz



Domain > obtrk.xyz | Threatcrowd.org Open Source Threat Intelligence

https://www.threatcrowd.org/domain.php?domain=obtrk.xyz v
Domain > obtrk.xyz. x Welcome! Right click nodes and scroll the mouse to navigate the graph. Is this

malicious? Yes No. Whois Details. Property, Value.

obtrk.xyz

IS EC



obtrk.xyz domain information

& Passive DNS replication

VirusTotal's passive DNS only stores address records. This domain has been seen to resolve to the following IP addresses.

2016-08-16 174.139.202.5

A Latest undetected files that embed this domain in their strings

Latest files that are not detected by any antivirus solution and embed URL pattern strings with the domain provided.
0/56 fc04d2a728f44579ea346d50400bf2c01b68b990960a1b7425f2dee623¢c71748

0/56 ecf816a097e4387f7a2d9f275097c4896026482f6ebb059edceba2bb193a6ea5

0/53 0387a453e2205e4cf0a869c0165d76577da874070d034a8ba8c8e217a46fab9e

0/55 f4f911cf1f62f109500f100c0920ddb26948e1d57481c00dcc44ea86b21ceb9

obtrk.xyz

IS EC






notanpest.net




alwr - Malware Analysis by Cuckoo Sandbox

https://malwr.com/.../NDAXMWNKZjNmODhINDgwMDhKMTFIZmYwZDFjMTg40... ~
ey ago - WinHttpRequest.5)', u'method': U'GET', u'host": u'notanpest.net’, u'version': u'1.1', u'pz
u'/0d2fo’, u'datar~u- /0d2fo HTTP/1.1\r\nAccept: ...

budgetxis f20e62f27.zip - Free Automated Malware Analysis Service ...
httpa?//www.hybrid-analysis.com/.../aa81¢c35df01e6b92c0279c2a7d76662c231ab5688c.."
4 hours ago - NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; . ..... http://notanpest.net/

3cglmvsj, malicious, 2/68, 10/25/2016 10:40:56, -. Associated ...

File Details - Free Automated Malware Analysis Service - powered by ...
ps://lwww.hybrid-analysis.com/.../4b6aea83a2bc928383b9209c0c72dbef2a48071146...
ago - Endpoint, Method/Response, URL/Code, Data. 67.171.65.64:80 (notanpest.net),

/68ehx, 68ehx HTTP/1.1 Connection: Keep-Alive ...

notanpest.net




File has been identified by at least one AntiVirus on VirusTotal as malicious

Performs some HTTP requests
Steals private information from local Internet browsers

Collects information to fingerprint the system (MachineGuid, DigitalProductld, SystemBiosDate)

Installs itself for autorun at Windows startup

notanpest.net




A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.

2016-10-25 23:18:36 http://notanpest.net/

2016-10-25 15:22:53 httg://notan Eest.net/68ehx
2016-10-25 15:22:43 http://notanpest.net/3cgimvsj

2016-10-25 15:22:34 httg://notan Eest.net/0d2fo
2016-10-25 15:22:28 httez//notan Eest.net/21 4t44m0

notanpest.net




DETAILS FOR NOTANPEST.NET

‘

This domain is currently in the OpenDNS Security Labs block list

This domain has a suspicious ASN score

This domain has a suspicious prefix score

Classifier prediction: suspicious

/hour

DNS queries

notanpest.net

DNS queries

OpenDNS Security Graph St

N 4L
<L0re




Ihat process
S really tedious

)IAAMSEC



Tedious

 Mostly Manual Process

e Searching and Personal Expertise

DEEPEH



Automate Inings

o Auto-process Logs / Streams

e Save it so it's Workable

)AAASEC



Getting data

e Log files
 DNS, AD, System, Web, etc

* Network Capture

DEEPEH



Have to Write Parsers

e We all have custom data

 Use whatever is easiest for you
: ><e| uon

* R

DEEPEH



Creating a baseline

e Counting Total Number of Domains
e Getting “Scores”

» Categorization

)AAASEC



DNS

Starting with data from OpenDNS

Over a billion queries per day - approximately
3% of the internet

How do you baseline that”? (You need a LOT of
that data - as in TB)

Can you baseline that?

DEEPEH



1472145600 sl.mohito.com. A 360 78.24.161.76 195.250.37.178 mohito.com.

1472145600 pagead.l.doubleclick.net. A 300 216.58.212.130 216.239.38.10 doubleclick.net.
1472145600 tctirefactory.com, MX 86400 aspmxZ2.googlemail.com. 65.61.188.4 tctirefactory.com,
1472145600 tctirefactory.com. MX 86400 altl.aspmx.l.google.com. 65.61.188.4 tctirefact
ory.com.

1472145600 tctirefactory.com. MX 86400 aspmx3.googlemail.com. 65.61.188.4 tctirefactory.com.
1472145600 tctirefactory.com. MX 86400 alt2.aspmx.l.google.com. 65.61.188.4 tctirefact
ory.com.

1472145600 tctirefactory.com. MX 86400 aspmx.l.google.com. 65.61.188.4 tctirefactory.com.
1472145600 Xxp.itunes-apple.com.akadns.net, CNAME 300 mt-ingestion-service-mr22.itunes.apple.com, 18
4.85.248.128 akadns.net.

1472145600 s.youtube.com, CNAME 3600 video-stats.l.google.com. 216.239.36.190  youtube.com,
1472145600 mt-ingestion-service-mr2Z.itunes-apple.com.akadns.net. A 300 17.110.234.28 2.22.230.1
30 akadns.net.

1472145600 mt-ingestion-service-mr2Z.itunes-apple.com.akadns.net. A 300 17.110.232.46 2.22.230.1
30 akadns.net.

1472145600 mt-ingestion-service-mr22.itunes-aonle.com.akadns.net. 17.110.234.27 2.22.230.1

30 akadns.net.

_:1,,37214:&22,,5 s ingestio D N S Ioo ks I I ke th IS 17.110.232.45  2.22.230.1

1472145600 Ns-1114.awsSw. v au.viy. ~ A EUYY eV heas acve v mvesmoasasw.as  GWSANs-11.0rg.

1472145600 geo.vortex.data.microsoft.com.akadns.net. CNAME 300 dbS.vortex.data.microsoft.com.akad
ns.net. 84.53.139.129 akadns.net.

1472145600 wwi . googleadservices, com, CNAME 300 pagead.l.doubleclick.net. 216.239.32.10 go
ogleadservices.com,

1472145600 sna-kantata.ru. A 3600 141.8.195.73 78.140.198.146 sna-kantata.ru.

1472145600 mx1l.alt-comision.ru. A (51%%) 178.208.83.91 91.134.50.205 alt-comision.ru,
1472145600 p42-ckdevice-current.edge.icloud.apple-dns.net. A 30 17.248.150.106 205.251.195.252 1ic

)AANSEC



| et’s try anyway

e Count how many times a domain is seen
e Over 10 times: Write to normal_traffic.txt

 Under 3 times: Write to suspicious_traffic.txt

)AAASEC



,s1.mohito.com,A,360,78.24.161.76

,hotspotcostablanca.ath.cx,A,00,81

9 Minutes of DNS

)JAAMSEC


http://s1.mohito.com

664,938 domains looked up

wc -1 2016-08-25-1/7-20.myzPMsal
604,938 2016-08-25-17-20.myzPMsal

IANNSEC



2016-08-25-17-20.myzPMsaJ
clean_data_opendnsquerylog.py

normal_traffic.txt

suspicious_traffic.txt




Normal Traffic

clients.
youtube-ui
www-google-analytics.

safebrowsing.cachef.google.com
gstaticadssl.

plu

plus.Bzoogle.com |

play.

video-stats
gateway.push-apple.com.akadns.net
2.android.pool.ntp.org

200L£1e.Com




Suspicious Traffic

test.url.dnsdun.com
elb039497-690954886.us-east-1.elb.amazonaws.com
images.infospace.com

pervert.engdecision.com
r5---sn-25ge7nlz.googlevideo.com
recon.bleacherreport.com

winestyle.ru

q23.queuev4.vk.com
tf-lb-5xcuvnk75jgj3bkuhud4qg7tli-1336305397.eu-west-1.elb.amazonaws.com
rl.sn-3c27In7k.googlevideo.com
elb040935-2033726180.us-east-1.elb.amazonaws.com

customers.anpdm.com

exmail-eul.chevron.com

men.ru

W W W W W W W w W w w w ww




Suspicious Traffic

test.url.dnsdun.com
elb039497-690954886.us-east-1.elb.amazonaws.com
images.infospace.com

pervert.engdecision.com
r5---sn-25ge7nlz.googlevideo.com
recon.bleacherreport.com

q23.queuev4.vk.com
tf-lb-5xcuvnk75jgj3bkuhud4qg7tli-1336305397.eu-west-1.elb.amazonaws.com
rl.sn-3c27In7k.googlevideo.com
elb040935-2033726180.us-east-1.elb.amazonaws.com
customers.anpdm.com

exmail-eul.chevron.com

men.ru

W W W W W W W w W w w w ww




DETAILS FOR WINESTYLE.RU

Classifier prediction: benign

OpenDNS Security Graph Score: ST

According to the requester geo distribution, this domain is very likely to be benign

Still under development

1,000
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DNS queries/hour
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10. Aug 12. Aug

14. Aug

16. Aug

**EXPERIMENTAL** OpenDNS Security Graph Score: §

DNS queries
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i
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More Suspicious Traffic

mail.exotissimo.com
www.erlerlab.com
r2---sn-oapm-guhe.gvtl.com
weltweitkochen.de
appear.ro
a-pcisg01sl04.insnw.net
webl.arh.noaa.gov
|daviesmorris.orangehome.co.uk
www.electriks.co.uk
app.vconnect.com
sonahay.com

nsl.ahcdn.com

ré6---sn-Shnednez.googlevideo.com
rajshreesugars.com

BN R R R R R R R R R R R R




DETAILS FOR TSAST.KZ

This domain is currently in the OpenDNS Security Labs block list

Classifier prediction: suspicious

Still under development

40
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=
o
v
=
o | | y |

M \‘l' MM A .l "“_I_o
10. Aug 12. Aug 14. Aug

2016/03/30 16:49

OpenDNS Security Graph Score: m

**EXPERIMENTAL** OpenDNS Security Graph Score: [T} ©
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Categorization

800
1600
1400
1200
1000

800

600

400

Botnet Drive-by Dynamic DNS Dynamic DNS,Malware Malware Malware,Botnet

Downloads/Exploits



Categorization

350000

250000

100000

U

o
(-
(-
(-

Botnet Drive-by Dynamic DNS Dynamic DNS,Malware Malware Malware, Botnet (blank)

Downloads/Exploits



| 00Ok at the Banawidth

DEEPEH
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75000
70000
65000

0000
55000
50000
45000
40000
35000
30000

6

000000 00-0t-L1

000000 00°6Z-L1

000000 00-8¢-L1

000000 00-LZ L1

000000 00-9Z-L1

000000 00-SZ L1

000000 00-¥Z-L1

000000 00-€Z-L1

000000 00-ZZ L1

000000 00-TZ-LT

000000 00-0Z L1
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It’s random data from unrelated sources

75000

70000

65000

60000

55000

50000

45000

40000

35000

30000

000000 00-0t- L1

000000 00°6Z-L1

000000 00-8¢-L1

000000 00-LZ L1

000000 00-9Z-L1

000000 00-SZ L1

000000 00-¥Z-L1

000000 00-£Z-L1

000000 00-ZZ L1

000000 00-TZ-L1

000000 00-0Z L1




We must Narrow the
FOCUS

DEEPEH



DNS
One Organization

DEEPEH



19,801,469 DNS Requests:

wCc -1 dnsqueries.txt
19801469 dnsqgueries.txt

For a 17 hour period:
19-May-2015 01:14:36.782

|

19-May-2015 18:30:29.366

NS EC



19-May-2015

1Q ANMaAav, 21 C

Looks like this. Lots of visits to directv.com

19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015
19-May-2015

23:00:18.865,cdn.directv.com

D2 «MAMAA-T1Q QCO

-
sananar sde e ~dess -~ P~

23:00:18.950, jobs.directv.com

23:00:18.979,0outlookl.frd.directv.com

23:00:18.997 ,webmailZ2.directv.com
23:00:192.017,glbphx.directv.com
23:00:19.029,waww.directv.com
23:00:19.043,glbphx.directv.com
23:00:19.044 ,cdn.directv.com
23:00:19.044 ,cdn.directv.com
23:00:19.057 ,denns@1.directv.com
23:00:19.058 ,www.directv.com
23:090:19.062 ,www.directv.com
23:00:19.065,ecZ2-origin.directv.com
23:00:19.069, www.directv.com
23:00:19.082,glbden.directv.com
23:00:19.083,glbphx.directv.com
23:00:19.099,ec-origin.directv.com
23:00:19.101,glbphx.directv.com
23:90:19.105,glbden.directv.com
23:090:192.109,directv.com
23:00:19.165,ec~-origin.directv.com
23:00:19.179,metrics.directv.com
23:00:19.236,core.directv.com

NS EC



all_dateanddomain.txt Today, 4:13 PM 875.8 MB




Get rid of the obviously normal:

cat all_dateanddomain.txt | grep -v directv > slightlycleaned.txt
I

Down to 493,351 DNS Requests:
wWC -L slightlycleaned. txt

493351 slightlycleaned. txt

)]ANASEC



Get rid of additional normal domains

Down to 1,320 DNS Requests:

wC -1 mindomains.txt
1320 mindomains.txt

)]ANASEC



00-00-61

00-00-£0

00-00-61

00:00-£0

00-00-61

00-00-£0

00-00-61

00-:00-£0
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2 GB File: Taking forever

In [*]: with open( 'dnsqueries.txt’', 'r') as f:
df v2 = map(lambda x: Data(x), f.readlines())

Process Name % CPU CPU Time Threads Idle Wake Ups PID User
Python 98.1 11:59.14 13 1 13465 josh



DNS

* |Looking at DNS traffic on the wire

* Processing with various tools
e Python

e Pandas, etc...

)AAASEC



DNS

 Ran this on a system at home;

eth1 is hooked up to a network tap watching traftic
between the routers internet port and the cable modem

)AAASEC




It looks like this:

12:56:37.854306 IP 73.202.157.15.53018 >
208.67.222.222.53: 46044+ A? apple.com. (27)
E..7..0@.0.. e Cannn

0 T - apple.com.....

12:56:37.854517 IP 73.202.157.15.2461 >
208.67.222.222.53: 18586+ A? calendar.google.com. (37)
E..A..@.Q...I....C.. .

5.—.XH. v ivvvnnnnnn calendar.google.com.....
12:56:37.854681 IP 73.202.157.15.25959 >
208.67.222.222.53: 17850+ A? 1-courier.push.apple.com.
(42)

E..F..Q@.@...I....C..eg.5.2V.E...vvuuu... 1-
courier.push.apple.com.....

12:56:37.854906 IP 73.202.157.15.15125 >
208.67.222.222.53: 63415+ A? 14-1lvi3-pdl.vimeocdn.com.

(42) [)IE:EE:FDIEIIE'III



2016-10-01 06:44:37.757943

213.248.136.201

2016-09-24 03:48:43.992155

185.70.187.212.50961

2016-09-24 05:48:26.268283

hosted-by.2sync.co.36004

2016-09-25 23:48:12.961130

5.128.19.178.abo.tutor.fr

2016-09-30 04:52:23.139389

-gw.e-macro.ne.jp

2016-09-30 01:07:03.869564

broadband-77-37-249-161.nationalcablenetworks.ru

2016-09-29 06:30:58.196625

secure.plusmatrixdesign.c

2016-09-24 22:36:10.109266

s310028.ip-188-165-195.eu.48009

2016-09-27 22:53:03.382517

208-58-201-162.c3-0.brae-ubri.Inh-brae.md.cabl...

2016-09-27 18:08:32.607464

195.242.67.20

2016-09-26 19:54:09.605774

kl-ftc-mrdns1.ihug.net

2016-09-27 23:29:51.476885

208.99.191.136

2016-09-28 01:09:34.937425

resolverl.privateinternetaccess.c

2016-09-27 10:16:02.064874

s-1.fidelityaccess.net

2016-09-28 01:35:47.819020

201.143.135.175.dsl.dyn.telnor.net

2016-09-27 18:55:43.041106

124.107.19.227 .pldt.net

2016-09-24 17:36:03.782716

static-dsl-161.87-197-159.telecom. sk




Requests

40
™

-

20

20




N resolver1.privateintemnetaccess.c g
_"CACA"Ch ' Ch"Spy "8 _"




See if we can get an idea of network behavior from
patterns

Compare Traffic

NS EC



Thursday

Time Series from 09-22

abfwquabdsu
CNAME
noatads.com
adap.tv
sonobi.com
wufoo.com
ymchase.com
rautybar.com
revsci.net
2a02
amguys.com
apple.com
ecastcdn.net
2a00
rcontent.com
aaplimg.com

I fif\ A

Sep 22 15h Sep 22 17h Sep 22 19h Sep 22 21h Sep 22 23h
2016




Thursday

Time Series from 09-22

At a Die Antwoord concert

1bfwguabdsu
CNAME
noatads.com
adap.tv
sonobi.com
wufoo.com
ymchase.com
rautybar.com
revsci.net
2a02
amguys.com
apple.com
ecastcdn.net

2a00 |
—ContenLCan}////_\[_VKM_____wj i

aaplimg.com

' 'H" W MM’\J, A

Sep 22 15h Sep 22 17h Sep 22 19h Sep 22 21h Sep 22 23h
2016




Friday

Time Series from 09-23

Home

wnyc.net
netflix.com
'soncmg.com
esujzoxwh5o
bluekai.com At Work
yemogul.com
nscname.net
auuaiqjeel3q
I-academy.at
msecnd.net
fbcdn.net
qfabs3paceja

jlevideo.com
2a01
dropbox.com
-content.com — m

acebook.com

W i

Sep 23 01h Sep 23 04h Sep 23 07h Sep 23 10h Sep 23 13h Sep 23 16h Sep 23 19h Sep 23 22h
2016




foreigners.cz
cuni.cz
rcapture.com
atlassbx.com
cloudapp.net
ab46rtecjbja
stiSuslépwsq
Jlockplus.org
207.net
geogsib.com
gvtl.com
Isigncdn.com
gimbal.com
fastly.net
blubrry.com
dropbox.com
acebook.com

Saturday

Time Series from 09-24

W

Sep 24 01h Sep 24 04h Sep 24 07h Sep 24 10h Sep 24 13h Sep 24 16h Sep 24 19h Sep 24 22h

2016




Sunday

Time Series from 09-25

exelator.com
degrees.com
righttag.com
thetacdn.net
207.net
-msedge.net
omtrdc.net
vgupvd3c4m
thopolis.com
manager.net
yproject.com
agkn.com
ridwide.com
mozaws.net
2oryclub.com
aaplimg.com | “
google.com

Sep 25 01h Sep 25 04h Sep 25 07h Sep 25 10h Sep 25 13h Sep 25 16h Sep 25 19h Sep 25 22h
2016




Monday

Time Series from 09-26

7y2sapfnqjha
aol.com
ursound.com
yankone.com
eractive.com
dailykos.com
aoryclub.com
aanstalk.com
linkedin.com
3lift.com
cachefly.net
arokussl.com
nexac.com
loudfront.net
2a01
ffice365.com
acebook.com

Sep 26 01h Sep 26 04h Sep 26 07h Sep 26 10h Sep 26 13h Sep 26 16h Sep 26 19h Sep 26 22h
2016




Tuesday

Time Series from 09-27

manager.net
2anstalk.com
2a02
spotify.com
teads.tv
motions.com
illoween.com
webex.com
aystation.net
solutions.net
ubmatic.com
thetacdn.net
akadns.net
erokussl.com | |
)ubleclick.net N J'\ W

loudfront.net

Wi

Sep 27 01h Sep 27 04h Sep 27 07h Sep 27 10h Sep 27 13h Sep 27 16h Sep 27 19h Sep 27 22h
2016




Wednesday

Time Series from 09-28

ehosted.com
tfbnw.net
ervakning.no
omtrdc.net
amazon.com
akamai.net
Irespace.com
rotected.com
twitter.com
netmng.com
imaiedge.net
nytimes.com
)ubleclick.net
demdex.net
webex.com| |
edgekey.net

Sep 28 01h Sep 28 04h Sep 28 07h Sep 28 10h Sep 28 13h Sep 28 16h Sep 28 19h Sep 28 22h
2016




Thursday

Time Series from 09-29

Isigncdn.com
dna-cdn.com
[18516a]
iInbw3eubouc
omtrdc.net
ridwide.com
spotify.com
craigslist.org
aol.com
sabroad.com
veruta.com
viglink.com
yemogul.com
Ipass.com
nexac.com
erokussl.com
edgekey.net

Sep 29 01h Sep 29 04h Sep 29 07h Sep 29 10h Sep 29 13h Sep 29 16h Sep 29 19h Sep 29 22h
2016




Friday

Time Series from 09-30

DNAME
blubrry.com
npbzk6sc4nti
imgur.com
linkedin.com
2anstalk.com
poxhpx7g74i
Ipass.com
y2k6cj4asnzi
amazon.com
2a00
nflximg.net
dmtio.net
yproject.com
fastly.net
3ZONaws.com
loudfront.net

Sep 30 01h Sep 30 04h Sep 30 07h Sep 30 10h Sep 30 13h Sep 30 16h Sep 30 19h Sep 30 22h
2016

MIRAMSEC



Saturday

Time Series from 10-01

not a lot of traffic...

globe.gov
1x1.cz
Cpsc.gov
atman.pl
edgekey.net
akadns.net
.com

google.com

aaplimg.com

Oct 1 O1h Oct 1 04h Oct 1 07h Oct 1 10h Oct 1 13h Oct 1 16h Oct 1 19h Oct 1 22h
2016




Saturday

Time Series from 10-01

\Went out of town

globe.gov
1x1.cz
CpsSC.gov
atman.pl
edgekey.net
akadns.net
.com

google.com

aaplimg.com

Oct 1 O1h Oct 1 04h Oct 1 07h Oct 1 10h Oct 1 13h Oct 1 16h Oct 1 19h Oct 1 22h
2016




dsolution.net
bluekai.com
libsyn.com
;shooters.net
rokuapp.com
manager.net
lkqd.net
taucdn.net
ubmatic.com
tidaltv.com
alinsight.com
imgur.com
dropbox.com
3ZONaws.com
imaiedge.net
google.com

Oct 2 O1h
2016

Oct 2 04h

Time Series from 10-02

gtill out of town

Oct 2 07h

Oct 2 10h

Oct 2 13h

Oct 2 16h

Oct 2 19h

Oct 2 22h




dsolution.net
bluekai.com
libsyn.com
;shooters.net
rokuapp.com
manager.net
lkqd.net
taucdn.net
ubmatic.com
tidaltv.com
alinsight.com
imgur.com
dropbox.com
31ZONaws.com
imaiedge.net
google.com

Oct 2 O1h

2016

Oct 2 04h

Oct 2 07h

Time Series from 10-02

and I’'m home

Oct 2 10h

Oct 2 13h

Oct 216h Oct219h Oct 2 22h

MIRAMSEC



appboy.com
enguide.com
solutions.net
tidaltv.com
crwdentrl.net
loudflare.net
fbcdn.net
Ipass.com
ophan.co.uk
bac.com
ecastcdn.net
apple.com
)ubleclick.net
aaplimg.com
netflix.com
loudfront.net

Time Series from 10-03

Oct 301h Oct303h Oct305h Oct307h Oct309h Oct311h Oct3 13h Oct 3 15h Oct 3 17h
2016




appboy.com
enguide.com
solutions.net
tidaltv.com
crwdentrl.net
loudflare.net
fbcdn.net
Ipass.com
ophan.co.uk
bac.com
ecastcdn.net
apple.com
)ubleclick.net
aaplimg.com
netflix.com
loudfront.net

Time Series from 10-03

Oct 301h Oct303h Oct305h Oct307h Oct309h Oct311h Oct3 13h Oct 3 15h Oct 3 17h
2016




Tuesday

Time Series from 10-04

At WOk

netflix.com
loudfront.net
edgekey.net
ebay.co
dropbox.co
31ZONAWS.Co
yubleclick.n
amazon.co
google.c
akadns.
aceboo
rcontent
yproject.
imaiedge.’net

23:48 23:50 7AS Hisp- 23:54 23:56 23:58
Oct 4, 2016




Tuesday

Time Series from 10-04

camaized.net
netflix.com
loudfront.net

A4 ap
edgekey.net eac
ebay.com he
dropbox.com s C
3ZONAaWSs.con On
)ubleclick.ng Ce,.t
amazon.co
google.cc
akadns.r
acebook.ci n
rcontent!
yproject.eom
imaiedge.net

23:48 23:50 7AS Hisp- 23:54 23:56 23:58
Oct 4, 2016




Tuesday

Time Series from 10-04

<amaized.net
netflix.com/,// ’
]

loudfront.net

edgekey.net
ebay.com
dropbox.comn
31ZONaws.con
yubleclick.ng
amazon.co
google.cc
akadns.n
acebook.cin
rcontent!
yproject.cm
imaiedge.net

23:48 23:50 23:52 23:54 23:56 23:58
Oct 4, 2016




Creating a dashboaro

Scripts auto-push streaming data into DB

MongoDB holds the data

Scripts autoprocess from MongoDB

Flask serves graphs and statistics

)JAAMSEC



Stats:

1083 unique domains scen

1183 total domains

100 total IP addresses

Normal traffic (domains visited over 3 times): 101

Amount of suspicious traffic domains visited under 2 times): 117

Of the suspicious domains (uniqued):
Whitelisted domains (OpenDNS): §
Blacklisted domains (OpeaDNS): 0
Neutral domains (OpenDNS): 2

DNS

Catcgories:
O Fie Swrage O Business Services ) Softwana/Technology

Prow Sharng

Search Esgines @ Racke B Muskc O Sockal Netwerking Pnoto Sharng

Fle Siorage

AR Q4+ OExXa -
Time Series
[} )
;levfdeo:com |
wblechck,.net
i4.243.78.97
ipple-das, net
n.akadns, net
17.253.4,253
n.okodns, net
aaplimg.com
13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00
Sep 22, 2016
All domains visited:
All Traffic

150
100
50
0

SR DR TR T

HIHE RO R R

§4285803589548805 0808 550082

)
[T
O



Network Traffic/PCAP

Live capture or saved PCAP
Using DPKT python packet library
Select all the HTTP requests

Generate changing stats and information

)JAAMSEC



26092016 MEES:30: 291028, 172.16.212.18), tnangelariic.com, 107.182.162.2258, GE]
26092016 103918087712, 172.16.212.18), triangelarilc com, 107,182,162 228, POST

Stats: 26002016 10:39:18:313537, 172.16.212.13), iriangelaiic com, 107,182,162 228, GET
26092016 10:39:22:905059, 172.16.212.14), triangularilc com, 107.182.162 228, GET
255 GET requests seen 26.09.2016 10:38:53:791414, 172.16.212.18), triangelarilc com, 107,182,162 228, POST, ‘hidCllage& Emaile jobaharmathoak Passwde % 254898 39% 26% 26& signlasSign ¢ inkrmShowne '

26092016 13918087712, 172.16.212.130, manpelariic com, 107,182,162 225, POST, hudCllags& Emaile johsbarmathoak Passwde 254 30 1 2897 28 swgnlneSigas iInKrnShowns |

2 POSTS seen
3 total Source IP addresses Timeline:

25 total Destination IljNgddresjies i
32 total Destination .
Network traffic{(demo
GETs vs POSTs:

@ GET Requests POSTs

POST

GET
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GET Reguests:




AD Logs

» Successful vs Failed logins
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All Events Login Attempts

AD Logs (demo

Failed Login Attempts Successful Logons



INn Progress

Machine Learning to process data (to replace me)
ASN categorization

Dashboard with live/streaming data

Looking at authlogs

Looking at Honeypot data

Using opensource categorization



& GitHub, Inc. [US] https://github.com/jpyorre

Pull requests Issues Gist

Overview

Repositories 4 Stars 0

Popular repositories

IntelligentHoneyNet

The Intelligent Honey Net Project attempts to create
actionable information from honeypots

@®Python *25 Y7
Josh Pyorre
Jpyorre cut-copy
Add a bio Scripts for randomizing text and audio data (To work with
lyrics and audio files)
) @ Python
*/ Oakland, CA !

(v Joined on Jan 11, 2013

https:/jpyorre.com

jpyorre@gmail.com
@cisco.com

@opendns.com

Followers 10 Following 0

Customize your pinned repositories

datasharing
Forked from jtleek/datasharing

The Leek group guide to data sharing

behavioral_analysis

Jupyter Notebook

O@joshpyorre
rootaccesspodcast.com
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