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source : Mobile malware evolution 2015 (Kaspersky, 16.2)
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Recently, SMS Phishing in Europe

[ source :, THE LATEST ANDROID OVERLAY MALWARE SPREADING VIA 
SMS PHISHING IN EUROPE, FireEye Report, 16.6.28 ]

Overview

App Name / Package Name



Code structure and manifest file of obfuscated code

Recently, SMS Phishing in Europe(Cont.)



Smartphone banking users in Korea

134%

46 million 68 million51 million

Population Smartphone 
users

Smartphone 
banking users

(*) Including multiple banks app users



Security Policy on Financial Services Sector in Korea

① ID Card

②
(NPKI, National Public 

Key Infrastructure)

③  Security Number Card

Certificate

④ OTP Number

 Two-Factor Authentication⑤
TRANSLATION :   
The certification number for your SMS 
Authentication [896*** ].  From  OObank

TRANSLATION :   
*This table is used for internet banking     
  as well as telebanking service.

TRANSLATION :  ID card 
Name: Hong Kil-Dong, 
Social Security Number: 000000 - 0000000 
Address: Seoul, OOO Gu, OOO Dong



 Financial Fraud Android Malware Timeline in Korea
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Phishing

Financial Fraud Malware(PC) Timeline in Korea
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1) Methods of Dissemination



How do bad guys infect victim’s device in korea?

Collect 
phone numbers

This is DeepSec 2016! We 
provide app including program 
list and material. Go for it! 
http://www.deepsec-***.com

“Smishing” Install FakeApp

DeepSec  
    2016

Send SMS Download

• Smishing(SMS Phishing) is a form of criminal activity using 
social engineering technique

http://www.deepsec2016-*****.com


1) Methods of Dissemination

• Smishing
• Fake validation process for getting victim’s trust

Victim Hacker
Input for their phone number at Phishing Site

• Exist : Download Financial Fraud Malware
Compair saved phone 
number in server  
w/ sending number.

• Not Exist : Nothing (just show error message)



Chrome Adobe Install Flash  
Player Settings

Domestic 
Delivery Service

Mobile Invitation  
for Wedding

Domestic Supreme  
Prosecutors' Office

Fake Apps in Korea

Domestic 
Capital Company



Phishing Site(user verification page)SMS Phishing

[포인트선물이1시간내에도착예
정이니OOO고객님확인하시길
바랍니다http://ka.do/****  

* Bad guys request victim’s name, phone number for getting trust.

TRANSLATION :  
Point Gift will be sent within 
one hour. Customer OOO, 

Please Check it. 
http://ka.do/****

TRANSLATION :  

Card Number 

Card valid expiration date  
CVC numbers 

Password 
Certificate(NPKI) Password

TRANSLATION :  
Check Card Points

Fake Check Card Point App

TRANSLATION :  
Name  
Social Security Number

TRANSLATION : Please select  
your card company  
for checking your point. 

Steal Victim Card Credentials

1) Methods of Dissemination

• Smishing
• Card Point (Aug 2016)

http://ka.do/****


1) Methods of Dissemination

단원고 학생•교사 
78명 생존 확인 
http://ww.tl/
6T***

실시간 속보 세월호 
침몰 사망자 55명 더 
늘어 동영상보기. 
Hosisting**.info

세월호 기부
상황 조회 
3yu.net/y7*

[연합뉴스] 여객선 
(세월호) 침몰사고 
구조현황 동영상 
http://goo.gl/
cKJGn2**

23일 9시경 실종자
6명 구조성공이다.
ㅊㅋㅊㅋ http://
goo.gl/kCmMV*

실시간속보세월호침
몰 사망자 25명 늘어 
더보기 http://
www.mxc.kr/15g**

미안합니다 잊지 않겠습
니다 세월호 침몰사고  
희생자를 추모합니다 
goo.gl/NzO99**

[[GO! 현장] 구조
된 6살 어린이
“아기 아기 아기” 
http://ww.tl/
6**

4/16 4/18

[속보]세월호 3호
창 생존자 2명 발
견 http://
goo.gl/lcWg**

4/19 4/21 4/22 4/23 4/24 5/24/17

[Yonhap News]  
Video of the 
rescue status of 
the sinking Ferry 
Sewol. http://
REDIRACTED

[[GO! Site] A six-
year-old child 
rescued. 
“Baby, baby, 
baby” http://
REDIRACTED

Real-time breaking 
news: 25 more 
deaths from the 
sinking of Sewol. 
More: http://
REDIRACTED

Real-time breaking 
news: 55 more 
deaths from the 
sinking of Sewol. 
Hosisting 
http://REDIRACTED

The survival of 78 
students and 
teachers of Danwon 
High School 
confirmed. http://
REDIRACTED

[Breaking 
News] Two 
survivors found 
at window #3 of 
Sewol. http://
REDIRACTED

Six missing 
people 
successfully 
rescued around 
9 o’clock on the 
23rd. http://
REDIRACTED

I am very sorry.  
I won’t forget.  
I remember the 
victims of the 
accident of sinking 
Sewol. http://
REDIRACTED

Inquiry into the 
situation of donation 
after the Sewol 
accident. http://
REDIRACTED

• Smishing
• Sewol ferry disaster (Apr 2014)



1) Methods of Dissemination

• Website
• Compromised Web Server (Mar 2016)

Uploaded WebShell

Hacker

Compromised  
Web Server 
(same server)

Mobile UserAndroid Malware 
(fake app)

PC User

PC Malware 
(pharming)

- Using File Upload Vulnerability
- Header Signature(GIF)



1) Methods of Dissemination

• Website
• Compromised online bus ticket booking site (Apr 2014)

TRANSLATION : http://REDIRACTED Page 
content :  Necessary updates for Google Play.

TRANSLATION : One malicious code was found.  
To remove it, please delete the following app. 



1) Methods of Dissemination

• Market
• Credit card management app (Apr 2014)

TRANSLATION :  
All banks, All cards

Bank 
Company

Card 
Company

Capital 
Company



1) Methods of Dissemination

• P2P
• ‘The Interview’ app turns out to be banking Trojan (Dec 2014)

TRANSLATION :  
‘The Interview’  
Free distribution

TRANSLAMTION :  
Movie ‘The Interview’

TRANSLATION : “Page loading … Please access 
large number of Views after a while! Thank you.”

Check manufacturing information,  
Smartphone “Arirang” or tablet PC “Samjiyon” (Android-based)



1) Methods of Dissemination

• SNS
• Twitter (Jul 2014)

TRANSLATION : Disclosure of the video 
of the final communication with the fire 
department helicopter that assisted 
Sewol before its crash http://
REDIACTED.

TRANSLATION : An undisclosed video on 
Yu Byung-Eun’s will found in his secret 
safe box. Please download it to let the 
world know. http://REDIACTED.



1) Methods of Dissemination

• IoT
• Home router vulnerability attack

Home Router

Mobile User

Installation 
pharming malware 
using Active XPC User

Vulnerability Attack 
(outdated firmware, default-password)

(case2) Download malware 
from hacker’s server

Download additional  
fake banking trojans

(case1) Bring personal 
information for getting account

TRANSLATION:[Naver] Input 
Authentication Number [274021]

After stealing SMS authentication, 
victim’s account are used  
for viral marketing.



2) Types of malicious apps



2) Types of malicious apps

• Financial Mobile Malware Evolution

DropperSteal certificate Call ForwardingDownloader

TRANSLATION : Notification.  
A new version has been 
introduced.  
Please use it after 
reinstallation.  

Avoid Banking 
ARS Authentication



2) Types of malicious apps

• Financial Mobile Malware Evolution (Cont.)

Scan Security Card

TRANSLATION: 
Relaxation security card 
applied. The assurance 
security card, which is the 
best security medium, 
was applied to prevent 
electronic financial fraud.

TRANSLATION:Bank: 
Please scan the security 
card code of the account 
you want to request.

Disguised as Credit Manage app

TRANSLATION :  
ALL BANK, ALL CARD



2) Types of malicious apps

• Financial Mobile Malware Evolution (Cont.)

TRANSLATION :  

Name  
Phone Number 

Birth date  
Company Name 

Salary 
Required money 

Voice Phishing Group 
(call victims)

Voice 
Phishig Attack

TRANSLATION :  
Notification. (Application/
request) received. Please 
contact the call center for 
detailed inquiries. 

Voice Phishing Connection

TRANSLATION : Because 
an identity confirmation 
procedure will follow shortly 
through the number provided 
below, please be sure to 
answer your phone. 

(Case1)

(Case2)



2) Types of malicious apps

• Spy software, Sextortion, etc.

Victim’s  
Friends

Inducing lewd acts  
through chatting

Notify the failure of voice support  
and then induce the installation  
of an additional app. 

A malicious app 
stealing address books

TRANSLATION :  
Subin : Honey, you 
didn't install the 
Skype voice support 
app, did you? TRANSLATION :  

Subin : Show me 
the face and the 
body together,  
if possible, below. 

Famous Domestic Meessenger 
(Chat Logs)

SextortionSpy software(Record, GPS..)

malware



2) Types of malicious apps

• Bypassing security solution detection 

Inhibit  Anti-Virus installation 
(Denial of Service)

Fake  UI

TRANSLATION :  
Protecting your privacy.

Stop Anti-Virus Process



2) Types of malicious apps

• Bypassing security solution detection (Cont.) 

TRANSLATION :  
V3 Mobile Plus 2.0 found 
one malicious code

TRANSLATION :  
Removal has been 
completed.

Uninstall  Anti-Virus



3) How to leak victim's data



3) How to leak victim's data

• HTTP

TRANSLATION : You have no 
right to read articles. If you are a 
member, please log in to use it. 

Posting data on BBS

BBS(Bulletin Board System)HTTP (POST/GET)



3) How to leak victim's data

• SMTP

Hard coded Hacker’s Email Account

Hacker’s Email(Leaked Financial Information)

Email address

Email password
Victim’s mobile number

NPKI

Banking Login Credential

Security codeName,SSN, 
Mobile number



Obfuscated Android Malware



Obfuscated Android Malware Timeline in Korea

2014 2015 20162013

Nq  
shield

Raw  
/Assets

Encrypted 
DEX

Protector PackerOptimizer 
/Obfuscator

Hex
adec
imal

JNI
APK 
Prote
ctor

Base64 
/Pro  

guard

DES 
/AES Bangcle TencentJiaguDex 

guard

Java  
Reflec

tion



Obfuscated Android Malware

• Assets / Raw

install malicious APK in Assets Resource

Decoding Obfuscated String from Raw Resource

De-Obfuscated C2



Obfuscated Android Malware

• Base64 / DES / AES / Hexadecimal

Base64

AES

DES

Hexadecimal to Text

-> 60.71.101***  (C2)

-> 198.100.124.***:505/sms_admin (C2)

-> 27.54.225.*** (C2)



Obfuscated Android Malware

• Use different IP every day

Mon(***.***.166.32) Tue(***.***.166.43) Wed(***.***.166.44)

Thu(***.***.166.45) Fri, Sat, Sun(***.***.166.46)



Obfuscated Android Malware

• Encrypted DEX

After decrypt Dex(encrypted DES) , Load it(main malicious code)



Obfuscated Android Malware

• Native Code (JNI)



Obfuscated Android Malware

Protecter/Packer Artifact Files in APK

APKProtect Lib/armeabi/libapkprotect.so 
Apkprotect.com/key.dat

Jiagu 360
Assets/libprotectClass.so                     
Assets/libprotectClass_86.so 

Assets/libqupc.so

Alibaba Lib/armeabi/libmobisec.so 
Lib/armeabi/libmobisecx.so

Baidu Assets/baiduprotect.jar 
Assets/libbaiduprotect_x86.so

Bangcle

Assets/bangcleplugin/container.dex 
Assets/bangcleplugin/collector.dex 
Assets/bangcleplugin/dgc 
Assets/meta-data/manifest.mf 
Assets/meta-data/rsa.pub 
Assets/meta-data/rsa.sig 
Assets/bangcle_classes.jar 
Assets/libsecexe.so 
Assets/libsecexe.x86.so 
Assets/libsecmain.so

Ijiami

Assets/ijm_lib/armeabi/libexec.so 
Assets/ijm_lib/armeabi/libexecmain.so 
Assets/ijm_lib/x86/libexec.so 
Assets/ijm_lib/x86/libexecmain.so 

Assets/ijiami.da

Tencent Assets/lib/armeabi/libmain.so 
Assets/lib/armeabi/libshell.so

qdbh 
23%

Alibaba 
1%Qihoo 360 
2%

Unicom SDK Loader 
5%
Bangcle 
5%
Ijiami 
9%APKProtect 

9%

Baidu 
11%

Jiagu 
15%

Tencent 
21%

Tencent Jiagu Baidu
APKProtect Ijiami Bangcle
Unicom SDK Loader Qihoo 360 Alibaba
NQ Shield qdbh

(source : KrCERT/CC, 2016.7.1~7.25)

Total Mobile 
Malware Samples  
: 87,506  

Total Number of 
Packer 
: 14% (5,877)

 Identification(Yara Rules)

• Protecter/Packer



Obfuscated Android Malware

• APKProtect (protecter)

We can see EP. 
But, Encrypted string(Base64+DES)Hiding EP(onCreate)

Resourses - Bank icon(for install fake App)

//device_policy

//MainActivity is Begin

Google App 
Store



Obfuscated 
String

De-Obfuscated  
String

Obfuscated Android Malware

• APKProtect (protecter) (Cont.)



Obfuscated Android Malware

• NqShield (packer)
현대캐피탈

classes.dex generated from DexToLoad.apk and nqdata in assets.

app prtoected by nqshield



Obfuscated Android Malware

• NqShield (packer) (Cont.)

steal device information

Steal victim’s contacts (traffic packet)



Obfuscated Android Malware

• Jiagu (packer)
Adobe Install  
Flash Player

Manifest

Native Library - libjiagu_art.so

Abnormal ELF Header 
(can’t see any functions in IDA)

Recover  
Section Header

now we can see functions in IDA :-)



Obfuscated Android Malware

• Jiagu (packer) (Cont.)

Fake Famous  
Mobile Messenger UI

TRANSLATION: 
You must do name verification. 
Name, Social Security Number

Request  
Device Administrator PrivilegesAnti Debugging (ibjiagu_art.so)

 Check "/proc/self/status"  
  for "TracerPid" attribute

 Check “/proc/self/tcp"  
  for “tcp:23946” 
  (remotely debugging default port in IDA)

If exist, terminate process



Obfuscated Android Malware

• Bangcle (packer)
ChatON

onCreate()  of Entry Point Class Running code of Util.runAll()

JNI for  
Decryption

Encrypt Jar
(Encrypt Dex)

a part of Manifest



Obfuscated Android Malware

• Bangcle (packer) (Cont.)

code of loading De-obfuscated Dex File

ACall Class for loading JNI Library File



Obfuscated Android Malware

• Bangcle (packer) (Cont.)

Binary file analysis using Memory dump

Original Bangcle Dex File 

Malicious Behavior 
(Unpacking file)



Obfuscated Android Malware

• Tencent (packer)

CJ대한통운

a part of Manifesttencent packer file structure 



Obfuscated Android Malware

• Tencent (packer) (Cont.)

Obstructing deactivate device administrator

C2 IP address (shared preference)
Register activity, service, receiver for malicious behavior  

(a part of androidManifest.xml)

TRANSLATION :  
Activate device 
administrator?

Steal Victim’s device information 
(traffic packet)



 Remote-control Behaviors Tracking



 Remote-control Behaviors Tracking 
Blog 

• Qzone

1. Connect 2. Get obfuscated string(alphabets)

3. De-obfuscated string

!ajcbxeabcgbxjf C2 IP

alphabet character to number  
for making ip address



• Taobao

1. Connect 2. Get obfuscated string 
   (chinese characters)

3. De-obfuscated string

傀傠傰偠傐傘偠僠僸偠傠傰傘 C2 IP
chinese character to number  

for making ip address (DER function)

 Remote-control Behaviors Tracking 
Blog 



• Baidu - type1

 Remote-control Behaviors Tracking 
Blog 

1. Connect 



3. De-obfuscated string

• Baidu - type2

1. Connect 

2. Get obfuscated string

 Remote-control Behaviors Tracking 
Blog 



• Daum

1. Connect 2. Get Encoded string

3. Decoded string

5190573042627444619138769741148712325
546974452801365604 C2 IP

numbers to url (Native SO File, AES)

Daum Blog URL

Daum Blog URL

Daum 
ID

Daum 
ID

 Remote-control Behaviors Tracking 
Blog 



Manifest

Receiver for Intercept SMS 

 Remote-control Behaviors Tracking 
SMS 



• MSG PREFIX : !!*^^-^^*!!

SMS명령 기반

change C2 to new hacker’s server IP

 Remote-control Behaviors Tracking 
SMS 

sorry!-

[ separate prefix keyword ]

!!*^^-^^*!!

GbA, GbB, GbC, GbD

thorn!-



• MSG PREFIX : GbA, GbB, GbC, GbD, GbE

Decrypt using DES

Remote-contorl Keywords 

libgame.so

Chrome

Key(DES)

Encrypted 
(Base64+DES) 
Blog(Baidu) URL

 Remote-control Behaviors Tracking 
SMS 



• Change Outgoing Call

a part of Manifest

신한캐피탈

-> ***.***.42.249 (C2)

Forwarding victim’s outgoing call to hacker’s number Monitoring numbers received from C2 server 
(/data/data/com.android.smartmonitor/shared_prefs)

De-Obfuscated String

 Remote-control Behaviors Tracking 
Server



• Change Outgoing Call

steal victim’s device information

Remotely change monitoring phone numbers

steal victim’s SMS 

 Remote-control Behaviors Tracking 
Server



Detection and Incident Response



Detection and Incident Response

• Smishing 
• detect malicious URLs that spread via Spam SMS 
• We block the final disseminateon URLs and C2 IP 
in collaboration with ISPs

• Compromised Web pages 
• We apply rules and program patterns of compromised webpages 
• So we find out malicious apps in webpages

• Malicious apps registered in an market 
• Based on our detection patterns, we are monitoring  
and detecting malicious apps newly registered



Detection and Incident Response

• Notifying infected devices 
• Find out zombie smartphones not detected by AV 
• Then, notify their users of infection and guide how to clean it

• Discouraging installing apps from ‘Unknown Sources’ 
• The principle of ‘installation of permitted only once’ is set  
as the basis of installation of the app from unknown sources



Detection and Incident Response(Analysis System)

Classification 
Packer Type

De-Obfuscation 
/Unpacking

Static 
Analysis

Dynamic 
Analysis

Tracking  
BehaviorCrawling

GooglePlay Store

OneStore 
(Domestic Market)

Black Market

VirusTotal 
Intelligence(query)

Dissemination URL 
(Smishing/Web)

Artifact Files in Packing APK

Lib/armeabi/libapkprotect.so 
Apkprotect.com/key.dat

Assets/libprotectClass.so                     
Assets/libprotectClass_86.so 

Assets/libqupc.so

Lib/armeabi/libmobisec.so 
Lib/armeabi/libmobisecx.so

Assets/baiduprotect.jar 
Assets/libbaiduprotect_x86.so

Assets/bangcleplugin/container.dex 
Assets/bangcleplugin/collector.dex 
Assets/bangcleplugin/dgc 
Assets/meta-data/manifest.mf 
Assets/meta-data/rsa.pub 
Assets/meta-data/rsa.sig 
Assets/bangcle_classes.jar 
Assets/libsecexe.so 
Assets/libsecexe.x86.so 
Assets/libsecmain.so

Assets/ijm_lib/armeabi/libexec.so 
Assets/ijm_lib/armeabi/
libexecmain.so 

Assets/ijm_lib/x86/libexec.so 
Assets/ijm_lib/x86/libexecmain.so 

Assets/ijiami.da
Assets/lib/armeabi/libmain.so 
Assets/lib/armeabi/libshell.so

Decoding  
Function Module 
(Python)

Memory Dump 
(Extract ODEX, 
Small code)

Automated 
De-Obfuscation 
(APK Protect,..)

Similarity Check 
(Images, ssdeep)

File Write 
/Network

Profiling 
Hacker’s 
Command 
(SMS,Blog)

Excution 
Flow 

(Timeline)

Tag Search



yara rules (source : APKiD)Packer/Protecer Identification

• Classification : Packer Type 
• We use yara rules for packer identication

Detection and Incident Response(Analysis System)



• Static Analysis : Similarity Check  
• We’re going to compare two malicious apps  
(Recently,Financial Fraud Malware in EUROPE) 

• ssdeep :  44%

Detection and Incident Response(Analysis System)



• Static Analysis : Similarity Check  
• Image Resources :  91% (only dex, icon image different)

Detection and Incident Response(Analysis System)



• Our challenging : Tracking Behavior(Profiling)

Targeted APK Tracking Behavior

Control device 
(analyst manually)

Detect 
Hacker’s Command

Extract Log 
(HTTP SMS,  
CALL..)

Phone Number
Incoming  
/Outcoming

Collect SMS event logCollect CALL event log

Detection and Incident Response(Analysis System)



In Conclusion

  We need to profile financial fraud malware’s behavior for       
     immediate actions

  Bad guys change to new C2 using Blogs and SMSs

  Financial fraud apps figures have Declined, But apps is  
     becoming more Sophisticated (lastest version of packers)

  Ways to disseminate mobile malware(as much as possible)



Thank you

In Seung, Yang 
isyang@kisa.or.kr

Vielen Dank!

mailto:isyang@kisa.or.kr

