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WHAT IS A BOTNET?



Page Advertising botnet 
services for sale on dark web



CRIMINAL ACTIVITY

Click here!!

$$$$$$$$$$$$$$

Different uses for botnets



WHY VISUALS

▸ Helps turn data into actionable meaningful information 

▸ You shouldn’t block every IOC 

▸ Able to quickly see the connections/relationships of attack 
campaigns with botnets



LIFECYCLE OF A 
BOT



INFECTION  
& 

SPREADING



INFECTION AND SPREADING : SPAM



INFECTION AND SPREADING :  WEBSITE COMPROMISE

hXXp://www.fullcircleliterary.com/ 
hXXp://danielpsheehan.com/areas-of-expertise/educator/ucsc-2016-rulers-of-the-realm 
hXXp://danielpsheehan.com/ 
hXXp://www.cafemuseroyaloak.com/ 
hXXp://kdsross.com/about-us/ 
hXXp://usdiagnostics.com/index.php/certification-testing/uscreen-cup 
hXXp://psychologywiththal.com/2015/09/30/life-span-development-personality/ 
hXXp://thefecaltransplantfoundation.org/what-is-fecal-transplant/ 
hXXp://optimalwellnessaz.com/about/ 
hXXp://optimalwellnessaz.com/about/ 
hXXp://chworks.org/real-estate-development/current-projects/north-park-seniors/ 
hXXp://chworks.org/real-estate-development/current-projects/north-park-seniors/ 
hXXp://www.altex-energy.com/ 
hXXp://www.lifeguardingjobs.com/ 
hXXp://customcrateenginestx.com/ 
hXXp://customcrateenginestx.com/custom-crate-engine-builders-in-texas/

Injected iframe in compromised site

Compromised sites sending to site in iframe



INFECTION AND SPREADING :  RATS



Base64 encoded malware  
on pastebin



INFECTION AND SPREADING: MALVERTISING

Click here!!

$$$$$$$$$$$$$$







C&C CONTACT



C&C CONTACT  - DOMAIN FLUX
▸ Domain Flux 

▸ Large amount of changing DGA domains



C&C CONTACT

Video of DGA domains



C&C CONTACT  - DOMAIN FLUX
▸ Domain Flux 

▸ Large amount of changing DGA domains 

▸ NX Domains 

▸ Not all registered - lots of noise to dig through



C&C CONTACT  - DOMAIN FLUX

View of NX domains



C&C CONTACT  - DOMAIN FLUX
▸ Domain Flux 

▸ Large amount of changing DGA domains 

▸ NX Domains 

▸ Not all registered - lots of noise to dig through 

▸ One of the DGAs will be the C&C 

▸ Victim beacons home - added to Botnet



C&C CONTACT
▸ IP FLux 

▸ Domain changes IPs rapidly 

▸ Hides behind proxy layers



EXAMPLE OF C&C CONTACT - ATTEMPTS TO STAY HIDDEN

More 
Infected 
Users act 
as
HTTP 
proxies 
between 
bots and 
C&Cs

Infected 
users/
computers
Accept and 
carry out 
commands

Made up of
Compromised 
Servers.
Act as proxy 
between Nodes & 
C&C Backend

C&C 
Backend
Control 
Panel 



REPORT & AWAIT COMMANDS

‣ DDoS 
‣ Spam bot 
‣ InfoStealer 
‣ RAT 
‣ Drops additional malware



MAINTAIN COMPROMISE & EVADE DETECTION

▸ Continues to use the techniques of fast fluxing and proxy’s 
to keep C&C hidden 

▸ Staying undetected on the system 

• FullyUnDetectable - AV  

• Not making a lot of network callouts 

• Malware gains persistence on the system



UNCOVERING 
INFRASTRUCTURE



PASSIVE DNS



Hailstorm Spam  
95.31.22.193 



Picking one domain as an 
example



Passive DNS of the IPs that 
domain has used



Passive DNS of the IPs that 
domain has used



Passive DNS of the domains 
that IP has hosted with a few 
examples highlighted



Passive DNS of the another IP 
that domain has used









magicmedsprogram[.]ru that we saw on 95.31.22.193 
has also resolved to 185.90.61.36

95.31.22.193 
185.90.61.36 
185.90.61.37 
62.112.8.34 

87.229.111.163 
188.126.94.79 
82.118.242.158 
217.195.60.211 
84.124.94.11 



Viewing domains pointed to 
IP addresses on a timeline to 
find campaign patterns



Viewing domains pointed to 
IP addresses on a timeline to 
find campaign patterns



185.90.61.36

Other domains on this IP, 
finding Pharma fraud



217.195.60.211
Other domains on this IP, 
finding Pharma fraud



=
"09f1d49065108a595578ff86ff63a514d47d5496ab5c23f38cda1f0d57dd6cd1", "bb0881b7179033710d26beded4f69a9a8b80702f", "e9a81fb5fd86ba9a78ec6528c2b1ae37"
"7fd77297808d78a1fd4ae950dfff96cebc2f9be779d831c4367c427a23f1eb7e", "e8dbf5f13bc315dbdb3edf73e110f1970a575edb", "66c44550391b3390b4487c625e046173"
"b4ffc48d7ce966631d1a7eba54f91047c979f53211ce077f528068adb2140cf2", "7f3047178883c92acc799a9b7be2dba1d9e6c346", "e0a5aaa4319e09cca2d05c44797559d3"
"864a3f9899e9a0420b34ab16de2e0085a06a9c7fbe7ec548cd3e15b0c5feb2f0", "90987b26896ed9451efca6ef5069f16532348922", "7ee21f336027270cd2ce9b087c261059"

"6ec83b8226a492f41175322003ed6183b41c2c4541d5193bded0f9851876b2a3", "a2e3dc7a7e65c3256f21b98127405d469089609c", "3e31da2e063090a016ef4a3cef79cbfd"
"64ea76d8ef8cb13f249eddb382ee998d2ab7e6ff32655105b5efdbbc6eea450a", "8755924b69af00283418765b157d8fbb13fedb47", "f548ab42e92d25959f5dbc0d4f01a635"
"58f519c6d9db704df9a5a0b697f727238db5cfc9e7ce5fb0d8d49a40bc6cf2f8", "d7b8132eed9abecc25fbe22243373c5876311e8b", "e613cf78955a4c1d8732b0ecb202caec"
"4bd06baf053614a9ef561779097b672db28caf2f31ce2346ed88e03439ebc305", "90e3230eeadd246c6020f7ddfe73f92763f228f0", "549a242c84d00a4fee0580b396ddfa31"

"47c79e706903a773ba20d94136ac10542f4342d2a387392e6edcf130ee96ddfa", "285b2ab27dfdd12a68580203bdcbfb9dd12a86b3", "70d6764da826e1b4180af95bbf1ffd59"
"368834d7d5319d94da43946d0d290841d8d0f74a5856b6a46f504559b5fd372d", "4c8414606e68502c6af89492a3d19edd6ed8b22a", "0acaa22f146196f5eaaecd3a4ca18232"
"16933d9e56416ef25096276c66417fea20f6ba68fe0695eb6a9a0d4175db47cd", "9bbe06b5b5b8644fe125d90d9e3da1ce0b477802", "0bc6a973616eff0ecd2d956b464b8ec2"
"0c619cc80a3a68864010531c5fa0eded2a616b1799d23740a7aa4cb4c83f4a57", "2677c96ea397fe56733dff4d88cfb4e088f494d1", "f9dbc99e389beecbc09e4fed32b63dcd"
"c74b5b0183e4f1c4f85d9714bfeaa311d57c36827c8e3ef473529477ffbde107", "df5d499eae8304bac9acdf73958f3357e831fd29", "918c69dbb4f2f5d16618c3d33d3a1706"

"61ab284b33d34fedb4725c0c3e5e1a2a4a3cc3767f29b10b87dd8598bfda2471", "3743bf1138e546adfd70e81a125d3b10d5a14897", "85875718160f86a6b2a50befab250f43"
"6319733d3790d21f9f312319c6f87d4d7bdb7a3fe998eb74df9d46e61dd73e03", "3aa9f817ab594f8cf66d1fd8cc505b6417ed04a8", "4b3168714b43b7e17453ec3e17f6cf5b"

"6eeb0454bf825824cf528859da0cf3b69dee10b4d69313ba66dbea690cbe94fc", "4325e522e6297e754795aa4c90ade1305e950e7d", "5ec24081bd392430abd20d3213826bf2"
"fba0d7b1db1d0770f23eecf1e42875aa04c330fec2f4a6f6ab0406cee61e5964", "2c4552736fcd368d4dd1169e6f4c3c0cb69f21d6", "bfe7965da54f2b26d384ebc1fe7cfd07"

"ed884cc38b4b99e1bcdaf65fd07b40f01168926264bf3b44e866ed3547f75229", "a7de4c60611719d9d9c13c82b6b09523b1028dd4", "2aa3ecc4d16529567d5feadde6472f0f"
"2e16d36064f2048f529d220d2cb3ce6ce0dccfdcd05d7c9b81802369f9bcd38f", "2f4fddd232ab44c0ae74fba4aee01e5714ad0c4e", "8fd9c646df2d7d03259a8d0124673355"
"c5be3505090f07ba8aaecc55ecb639c726a7e565cd6a735e958c4da5708aeaa1", "35fb6e3c4839e7281ce67c8cabfdfa7f2e7380c4", "cb3067d72959dab3f2465f83ecbd3641"

"b1a383634ee3067d6c8b947b1c60cee25a869f664b5de2446476422145ff3184", "93a6789db80ab538135157f16c4742faa40ce8dd", "b7cb59735d7b04cb61ac7c29b26dd093"
"11213f65805ef0c6deb8be3000fdd00db89769faffbef006d7df0b380f50fd41", "0dd21b6b48fb8669ad9a1c90e77a0f7da1da3df8", "4723b17ae8e58290f4147657af8abd49"

"7a9afc9edda5d992ab49b27a376012a2a563fa59ad7d30fd9719daa28d98ccf4", "01ec0844a6a1cc9b0ca9cab48b2c242d122e0040", "2ab90bb7fac0206d762eb1e235f0191a"
"5527ab9e407e24260f695776c419d8b52c9c70d4e30666fc37c66d217fdffe73", "b624154ed080487c603b9eb360e7cf836b11fd43", "d2e8d8f37b9fdf0717522c9c9173b367"

"491281be5565c50f171e4334972a7dd09eee28acd24a5274dd7d7787100beb37", "a5e52e1115e234b58c2c4432b519aa0adafec970", "39af562ed60ceb490cc0fe4a195caf1d"

LOCKY

Locky also dropped from 
these domains



e0e59486e2c61c17ea4ed4a2efcd6deb6e6398
88715225d4b38521473212c438

UPS-Delivery-007879129.doc.zip

Locky also dropped from 
these domains



e0e59486e2c61c17ea4ed4a2efcd6deb6e6398
88715225d4b38521473212c438

UPS-Delivery-007879129.doc.zip



C&C Server Contact



C&C Server Contact





BEYOND PASSIVE 
DNS



Additional items to pivot off 
of: Whois



Additional items to pivot off 
of: IP’s



Additional items to pivot off 
of: TTL



Additional items to pivot off 
of: Geo-location of visitors



Additional items to pivot off 
of: Co-Occurring Domains



OSINT

Finding data using Open 
Source Intelligence













DGA Archive provides regex 
lookups to find similar 
patterns



Hash Samples uploaded by 
community, honeypots and 
malware authors



FEEDS



hfjrlydjpponowxnlq.com



isctdtaulbpoprun.pw



lkvxmbtxsbiqp.com



UNCOVERING 
INFRASTRUCTURE



IOCS



DOMAIN NAMES
C&C communications
DGAs - resolving and NX domains  

IP ADDRESSES
Hosting IPs  

NAMSERVERS, EMAIL REGISTRANT
WHOIS Information 

HASHES OF MALICIOUS BINARIES
Dropped by RATS
Contained in Spam
Dropped by compromised websites or malvertising

IOCs SEEN THROUGHOUT THE BOT LIFECYCLE



CLEANING THE DATA 



Process data and organize



Still A Pain

To Look At

Process data and organize



Visually map hash to domain



Visually map TTL to domain



That doesn’t look right

Clean data for useful visuals



MONGO DB

We sent data to mongo for 
historical lookups



CLEANING DATA

‣ 175 IPs related to botnet 
C&C servers over a 1 month 
period



UNCOVERING 
BEHAVIOR



Looking at a list of IP’s isn’t 
immediately useful



CLEANING DATA

‣ Relationships between other 
indicators can develop 
intelligence on attack and 
botnet infrastructure



▸ Which behavior features would be interesting? 

▸ lat/lon 

▸ how many clients are visiting? 

▸ the first seen date of a particular ioc 

▸ connected infrastructure : ips, asns, domains, 
namerserver



CLEANING DATA

‣ Some are not connected and 
need cleaned out 

127.0.0.1 
8.8.8.8 
255*

Get rid of data that doesn’t 
help



This domain points to a 
reserved IP





CLEANING DATA

‣ Some IPs are usually 
compromised webservers used 
to proxy/hide the C&C 
communications



NECURS BOTNET

Using Necurs as an example



NECURS BOTNET INSIDE STORY

‣ Infection Method  

‣ Spam with malicious attachments 

‣  Malvertising 

‣ Exploit Kits 

‣ Malicious links in emails



NECURS BOTNET INSIDE STORY

‣ Prominent Malware 

‣  Ransomware 

‣  Banking Trojans



NECURS BOTNET INSIDE STORY

Noteworthy 

DDoS ability 

Uses 2 DGAs in effort to keep communications secret



CO-OCCURRING DGAS 
AND HOSTING IPS



We’ll show some examples 
using the OpenSource tool: 
OpenGraphiti (and networkx/
symanticnet python libs)



View of OpenGraphiti output



Co-occuring dga domains: 
IP’s and email registrants



Another view



Co-occuring dga domains: 
IP Location data



ATTACK CAMPAIGNS 



GLOBEIMPOSTER 

Using Globeimposter as an 
example



HAILSTORM SPAM BOT SENDS GLOBEIMPOSTER

▸ dategs[.]ru/js/tasok11[.]exe - from a 
hailstorm spam bot - 182.56.129.116 - 
Passive DNS



Timeline of Domain use



HAILSTORM SPAM BOT SENDS GLOBEIMPOSTER

▸ 420855ef0326743f46da71127620be22089152c
9029ba450d4f4679b8a8a122d - globeimposter



HAILSTORM SPAM BOT SENDS GLOBEIMPOSTER

▸ qbulintulu.xyz  

▸ trenkulotd.xyz   

▸ tretitnuni.top   

▸ bromntuud.xyz 



TEXT

INFECTION AND SPREADING

▸ DGArchive data - family regex matches



TRICKBOT

Using Trickbot as an example



C&C IP ADDRESSES AND RELATED HASHES

▸ Post infection trickbot tcp callouts - C&C 

▸ How many hashes are related? 

▸ myonlinesecurity.co.uk blogs about latest malspam 
pushes of trickbot 

http://myonlinesecurity.co.uk


Getting data to start tracking 
trickbot campaigns



Viewing connections 
between domains



LOCKY

Using Locky as an example



ONE HASH ALL THE THINGS

▸ necurs dgas + locky dgas (co-occurring) connects 
necurs with locky 

▸ be5bee2088a8d46f74d787ca59abbe9ade56f9bba
d11b6e34f77ff219ea8fe8d



http://www.malware-traffic-analysis.net/



Viewing DGA callouts from a 
hash to 4 IP addresses



Another way to view timeline



Hash and domain use by that 
hash on a timeline to track 
campaigns



ATTACK TIMELINE



Overall timeline of the attacks 
demonstrated in this presentation

Over long times, can be correlated 
with world events


