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VNC & hVNC
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Who are we

A 1BM Security (Trusteer) Financial Malware Research Team
A Or Safran

A Pavel Asinovsky
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Remote Desktop Software

A Allows remote control of a computer across the network.
A Originally was used for remote technical support.
A Used for server administration, conference calls, file transfers, etc.

A Has many implementations: RDP, VNC, Citrix, LogMeln, TeamViewer etc.
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What is VNC

A Virtual Network Computing.

A Graphical desktop sharing system that

uses the RFB protocol (Remote Frame Keyboard & Server
Buffer). Mouse Input

A Composed of a server and a client.
A Platform independent.
A Default TCP port 5900.

A The desktop is shared. — at

A Used by many RAT (Remote Access Client / Viewer
Tool) Malware.
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Part 11 Sessions, Window Stations and Desktops

£B Microsoft

Windows | 7
Internals

Part T

System architecture, processes,
threads, memory management,
and more




Sessions, Window Stations and Desktops

A Securable kernel objects (contain a security
descriptor).

A Used as containers to manage graphical objects,
provide isolation and security.

A Structured in hierarchy.

A Each session contains only one interactive window
station i WinStaO.
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Sessions
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. . ZL WinObj - Sysinternals: www.sysinternals.com |E| = | = 2
Window Stations File View Help
a- " Sessions | Mame
4l 0 Do [ Service-Ou0-448ab8S
H o OSLIEWICES "
. . i ' L WinStal
A A logical security boundary. a2 =
E - BaseNamedQObjects il
A Contains a clipboard, atom table, and one )\ DosDevices E
or more desktop objects. 4-Jy Windows 0
WlndowStatmns ~ ||« b
A Contains the keyboard, mouse, and a YSessions\ 2\ Windows\WindowStations
display device. 5 @ chrome exe 002  985572K  619768K 47
_ _ " chrome exe 143 K 2056 K 34
A Associated with a process. € chrome &xe 4044 K 1060K 16
¢ chrome exe 48,836 K 299520 K 38
A The interactive window station (WinSta0) is G chrome exe 78616 K 59.768K 45
the only that can display user interface or — pefeAl -
receive user input. Type Name
File: “Device ' KeecDD
AUsed by Chrome to i mplffement Beviceflage¢ling mpids 2 5¢7618230698618931588411
File “Device\NamedPipe mojo 4752 6572 5424247446060851687
Direciony “Koown Dlls
Desktop “shox_ahtemate desltop (1250
Lhrectany oessions Wi baseNamealbjects
Section “aessionz'2'\BazeMamedObjectz \CrShared Mem _3bf150e2dfe20c 79
Section “Sessions'2'BaseMamedObjects CrSharedMem _ba7?113a2e23ddh4
Section "Sessions"2'BaseMamedObjects CrSharedMem_edbcaadad 1b5755
Section “Sessions ' BaseMNamedObjects \ CroharedMem felal1l3e171181c:
Window Station “Sessions \2\Windows \Window Stations Service-Ix(-448ab 85
Window Station “Sessions " 2\Windows \Window Stations \Service-Ix(-448ab 3%
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Desktops

A A desktop is a logical display surface that contains Ul objects such as windows, menus and hooks.
A Used as a container to create and manage windows.

A Associated with a thread.

A By default, there are few interactive desktops on windows:
7 The default desktop: \Sessions\1\Windows\WinStaO\Default

7 The Winlogon secure desktop: \Sessions\1\Windows\WinStaO\Winlogon
1And moreé

A There can be only one interactive desktop at a time.

[E conhost exe 12988 <« 0.01 Console Window Host Microsoft Corporation

Windows Logon Application Microsoft Corporation
Type . MName
ALPC Port “WRPC Control'Whsg KRpcl323181
Desktop “Winlogon
Desktop “[Disconnect
Desldop “Diefault
| Directory “KnownDlls
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—
Winlogon Secure Desktop Examples

< Switch User

< Log off

1%/ User Account Control

@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  chrome.exe
Publisher: Unknown
File origin: Hard drive on this computer

(%) Show details [ys ]

Change when these notifications appear
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Multiple Desktops

A Supported by Windows API since Windows 2000.

HDESK WINAPI CreateDesktop(

In_ LPCTSTR lpszDesktop,
_Reserved  LPCTSTR lpszDavice,
_Reserved  DEVMODE *pDevmode,
_In_ DWORD dwFlags,

In_ ACCESS MASK dwbDesiredhfccess,

_In_opt_  LPSECURITY ATTRIBUTES lpsa
/A

A Have many legitimate uses:
Security applications

Multiple desktops

Windows logon/logoff screens
UAC

Ctrl + Alt + Del screen
Screensavers
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Press to create desktop 4

7:01 PM
10/4/2014
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—
Association to Desktops under the hood

A When a program calls a USER32 or GDI32 function, a window station is assigned to the calling
process and a desktop is assigned to the calling thread according to the following rules:

1 As specified using the SetThreadDesktop() / SetProcessWindowStation() APIs.
7 Inherited from the parent process.

1 As specified in the STARTUPINFO structure.

17The calling threRadf @aohhnecbsskwobophe 0

{

lpApplicationName, i
. VAl : T
A=l 'iL:LIJ.'—- WORD

" In opt_  LPSECURITY ATTRIBUTES - LPTSTR

_In opt SECURITY 2 L IBUTES h : ILDPTSTR
In BOOL

- - ¥ el 3

_In DWORD ( 5, LPTSTR
In opt ) g DWORD

~In opt CTSTR Curren Ty DWORD

In_ ' upInf ) DWORD
_out_ LPPROCESS INFORMATION lpProcessInformation
DWOERD
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Part 21 Financial Malware and hVNC




About financial malware
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Digital banking |Credit card ser
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Welcome to Digital Ban

Customer number :] » Forgotten any of your log in details?

This is your date of birth {ddmmyy) followed by your unique number which
identifies you to the bank. " 112¥Nn3J oD

Remember me. We don't recommend storing data on a shared computer. wnnun Tip

¥ Tell me more about this feature
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—
Credential theft techniques

A Web Injections

A Form Grabbing

A Cookie Grabbing

A KeyLogging (kernel mode \ user mode)
A SSL Proxy (with certificate installation)
A DNS Pharming

A Redirects
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Web Injections

Google

One account. All of Google.

Sign in to continue to Gmail

EMBogachev@gmail.com

Google will never ask for your gramdmother's

preferences!
Stay signed in Forgot password?

Google

One account. All of Google.

Sign in to continue to Gmail

EMBogachev@gmail.com

Google will never ask for your favorite pizzal
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Financial Malware and hVNC

A Introduced to the world by the infamous Zeus malware.
A Allows the attacker to use the exact same machine as the victim.
A hVNC alone is usually not enough to commit a fraudulent transaction.

A Most modern financial malware have an embedded hVNC module (Zeus, Gozi, Dridex and more).
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hVNC Evolution

Keyloggers/Form

Password validation
grabbers

IP/Geo-location validation SOCKS Proxy Server

Browser/System fingerprint
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hVNC

A Has same capabilities like regular VNC.

A Hidden (runs on a different desktop).

A Cannot seet he user o6s desktop and cand6t be seen by th
A Makes sure the SwitchDesktop API is never called.

A Has the same browser-system fingerprint as the user.

A Uses BackConnect i the server sends the first connection request to the client.

A Slightly modified RFB protocol to authenticate the malware.

A Must implement all the user interaction by itself (Windows supports only a single interactive desktop at a
time).

A Can be used to log in to active web-sessions (shopping websites, Facebook, Gmail).
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hVNC

Malware Process

lCreateDesktop()

Hidden Desktop
created

l SetThreadDesktop()

The hidden desktop
Is assigned to the
malware

l CreateProcess()

Explorer.exe
(Taskbar, start menu

and desktop icons)
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