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VNC & hVNC

CAT hCAT
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Who are we

ÅIBM Security (Trusteer) Financial Malware Research Team

ÅOr Safran

ÅPavel Asinovsky
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Remote Desktop Software

ÅAllows remote control of a computer across the network.

ÅOriginally was used for remote technical support.

ÅUsed for server administration, conference calls, file transfers, etc.

ÅHas many implementations: RDP, VNC, Citrix, LogMeIn, TeamViewer etc.
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What is VNC

ÅVirtual Network Computing.

ÅGraphical desktop sharing system that 

uses the RFB protocol (Remote Frame 

Buffer).

ÅComposed of a server and a client. 

ÅPlatform independent.

ÅDefault TCP port 5900.

ÅThe desktop is shared.

ÅUsed by many RAT (Remote Access 

Tool) Malware.

Client / Viewer

Server

Server

Server

Keyboard & 

Mouse Input

Screenshots



Part 1 ïSessions, Window Stations and Desktops
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Sessions, Window Stations and Desktops

ÅSecurable kernel objects (contain a security 

descriptor).

ÅUsed as containers to manage graphical objects, 

provide isolation and security.

ÅStructured in hierarchy.

ÅEach session contains only one interactive window 

station ïWinSta0.
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Sessions

ÅRepresent a single userôs logon session. 

ÅEach user is assigned with a different session.

ÅSession 0  is the base session (the system user session).

ÅSession 0 is isolated from the user sessions.
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Window Stations

ÅA logical security boundary.

ÅContains a clipboard, atom table, and one 

or more desktop objects.

ÅContains the keyboard, mouse, and a 

display device.

ÅAssociated with a process.

ÅThe interactive window station (WinSta0) is 

the only that can display user interface or 

receive user input.

ÅUsed by Chrome to implement a ñSandboxò.
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Desktops

ÅA desktop is a logical display surface that contains UI objects such as windows, menus and hooks.

ÅUsed as a container to create and manage windows.

ÅAssociated with a thread.

ÅBy default, there are few interactive desktops on windows: 

╖The default desktop: \Sessions\1\Windows\WinSta0\Default 

╖The Winlogon secure desktop: \Sessions\1\Windows\WinSta0\Winlogon

╖And moreé

ÅThere can be only one interactive desktop at a time.
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Winlogon Secure Desktop Examples
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Multiple Desktops

ÅSupported by Windows API since Windows 2000.

ÅHave many legitimate uses:

╖Security applications

╖Multiple desktops

╖Windows logon/logoff screens 

╖UAC

╖Ctrl + Alt + Del screen

╖Screensavers
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Desktops
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Association to Desktops under the hood 

ÅWhen a program calls a USER32 or GDI32 function, a window station is assigned to the calling 

process and a desktop is assigned to the calling thread according to the following rules:

╖As specified using the SetThreadDesktop() / SetProcessWindowStation() APIs.

╖Inherited from the parent process.

╖As specified in the STARTUPINFO structure.

╖The calling thread connects to the ñ\Defaultò Desktop.



Part 2 ïFinancial Malware and hVNC
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About financial malware
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Credential theft techniques 

ÅWeb Injections

ÅForm Grabbing 

ÅCookie Grabbing 

ÅKeyLogging (kernel mode \ user mode)

ÅSSL Proxy (with certificate installation)

ÅDNS Pharming

ÅRedirects 
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Web Injections
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Financial Malware and hVNC

ÅIntroduced to the world by the infamous Zeus malware.

ÅAllows the attacker to use the exact same machine as the victim.

ÅhVNC alone is usually not enough to commit a fraudulent transaction.

ÅMost modern financial malware have an embedded hVNC module (Zeus, Gozi, Dridex and more). 
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hVNC Evolution

Password validation

IP/Geo-location validation

Browser/System fingerprint

Keyloggers/Form 

grabbers

SOCKS Proxy Server

hVNC
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hVNC

ÅHas same capabilities like regular VNC.

ÅHidden (runs on a different desktop).

ÅCannot see the userôs desktop and canôt be seen by the user.

ÅMakes sure the SwitchDesktop API is never called.

ÅHas the same browser-system fingerprint as the user.

ÅUses BackConnect ïthe server sends the first connection request to the client.

ÅSlightly modified RFB protocol to authenticate the malware.

ÅMust implement all the user interaction by itself (Windows supports only a single interactive desktop at a 

time).

ÅCan be used to log in to active web-sessions (shopping websites, Facebook, Gmail).
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hVNC
Malware Process

Hidden Desktop 

created

The hidden desktop 

is assigned to the 

malware

Explorer.exe 

(Taskbar, start menu 

and desktop icons)

CreateDesktop()

SetThreadDesktop()

CreateProcess()


