


Interests

● Now I'm an independent 
security researcher 

● Ex russian bank security 
researcher

● Ex aircompany security 
consultant

● Mobile operators security

● Banks security

● Uncommon attacks

● Social networks threats

About me





An unexpected 
question: is it easy to 
find information about 
valid bank card on the 
Internet?



But people do it

Just use some tags in 
Instagram















Bank call 
center

1. Call to the bank
2. Use IVR (Interactive 

Voice Menu) or ask a 
employee

3. Sign in (with code, 
password or card data, 

or something else)
4. Get information about 

account or do something 
(like money transfer) 

● Card balance

● List of payments

● Information about deposits 
and credits

● Send money or refill phone

● Change phone number



How to attack IVR 
system? 



Basic idea

1. Call to the bank with 
spoofed Caller ID (phone 

number)
2. Bypass an authentication
3. Do some actions or get 

information

● Only caller ID (phone 
number)

● Card information

● Passport or ID information

● Code word

● SMS-code 

● Biometric 

Authenticatio
n



How to make a call with spoofed Caller ID?

Call to 
access 
number

Target number
Caller ID

Get access 
number

Get code



We already know, how 
attacker can find card 
information



But what about 
passports and IDs? 



Just use Instagram 
again





Where else attacker 
can gain access to the 
necessary passport 
data?



Aircompany!
● Just hack personal 
accounts, they are not 

usually so secure
● GDS systems

● Bruteforce “Check 
booking” services

● Visit airport and search 
for boarding pass and 

luggage tags
● Find tickets at the social 

networks

● Passport Data

● Phone number

● Part of card data

● Data of other passengers 













GDS

● Check with different 
GDS systems

● Check with the 
aircompany systems

● Boarding Pass

● Luggage tag

● Passport data at the 
Boarding Pass

● Call to ticket company and 
ask for PNR















Any questions?

Aleksandr Kolchanov - pyrk1@yandex.ru


