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Motivation for this talk:

● Attack scenario end to end:
○ Attackers actions
○ Incident response
○ Engineering/Designing to detect it
○ Detection



Part 1: The Attack



● Phishing to a normal user 
● Execution of an embedded macro in an Office document
● Spawn of powershell code
● Download and execution of a tool used to query the Active 

Directory

WAIT where is the typical malware deployed?



● The whole idea is to show how attackers operate nowadays on a 
post intrusion scenario like the one we’ve just presented.

● It is widely known that Domain Controllers are the crown jewels of 
any organisation that makes use of a Windows infrastructure.



● If an attacker gets Domain Admin it’s the key for any intrusion 
goal



● ACTIVE DIRECTORY
○ There is a LOT if information that can be retrieved without 

Administrator privileges.

○ As mentioned, the whole point is to escalate privileges by 
exploiting the information collected from an organisation 
environment.

○ Who is logged on where?

○ Who has admin rights where?

○ What users and groups belong to what groups?





● How it looks in the real world, or in a smaller replica in our lab?









WorkstationY



Part 2: The Response



2. Incident Response

● Triage analysis and Threat Hunting
○ What can be collected from the endpoints?



Event ID Definition Source Log

4688 A new process has been 
created

Security

4698 Scheduled task created Security

4720 A user account was created Security

4732 A member was added to a 
security enabled group

Security

1102 Security log is cleared Security

7045 A service was installed in the 
system

System

400 or 600 The field ‘HostApplication’ will 
display the executed bits 

Windows Powershell





Can we get full correlation of the different processes and 
powershell execution??



Part 3: The Engineering



Retrieving the data:
1. Agent on endpoints
2. Centralized agent that remotely pulls logs
3. Windows Event Forwarding (WEF)

No monolith



WEF - the cheapest agent ever!!

Pros:
● It is native to Windows
● Use AD to configure what to log and where to 

send to
● Centralized location to install your SIEM collector

Cons:
● Can’t monitor files (well… it can, but not really)
● Can’t even monitor for all windows events







Events of Interest:

● Computer Configuration > Policies > Windows Settings > Security Settings > Local 
Policies > Audit Policy > Audit Process Tracking

● Administrative Templates > System > Audit Process Creation > Include command line 
in process creation events

● Administrative Templates > Windows Components > Windows PowerShell > Turn on 
Module Logging

● Administrative Templates > Windows Components > Windows PowerShell > Turn on 
Script Execution



Part 4: The Detection



If I log everything I’m going to get overrun with events!!!
Won’t I?



Now we have process spawning processes, what can we do with it?



Don’t correlate process IDs from different machines! 
=P









We also have PowerShell logging, what can we do?
Our IT people use PowerShell EVERYWHERE!!!



Detecting suspicious upper to lower case ratios



Emotet you naughty boy!



New Alert Created: “Ratio X on message Y on host Z”
Ratio for this message  0.88






