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Industrial Security Research?
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Nokia Bell Labs — Future Attacks and Mitigation

Research that solves real problems together with our customers and sometimes even competitors
Bell Labs Research Lifecycle

» Theoretical studies go into attack and
countermeasure design

e Validation and awareness of our research
by GSMA standards input and publication

» Customer feedback and test results allow
us to fine-tune and optimize our
countermeasures

* Research input will fit product needs and
operators requests

* Operator needs can be discovered "live”
for new research challenges and
disruptive new solutions

NOKIA
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A brief history of roaming
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Roaming
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The Interconnection Network (IPX)
Connecting networks — The "hidden private Internet”
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| switch on my phone B
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Authentication -> run to home network
Checking subscriber

Carrier / IPX

Core Network
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The start of roaming
Handful of Nordic Operators

Bell Labs



Global Mobile Phone Core Networks
Organically grown structure — Connect them all.....

NOKIA | Bell Labs
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History of Interconnection Networks

Roaming network established more than 37
years ago between a few state owned operators

Build on trust (closed private network)

No inbuilt security (in particular, no source
authentication)

Nowadays about 2000 partners

SS7 protocol stack was constantly extended for
new services and features

Now moving towards LTE/Diameter (3G/4G)

5G Service Based Architecture at the horizont

© 2018 Nokia
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Closed & Private Network?

Shop My3 Help 3Plus 3Money
Three.ie
Home. Explore. About three. Wholesale interconnect
:mﬂ:e’ Wholesale Interconnect (Three Ireland (Hutchison)
o c:’ Limited).
> Media tre

[ 57 ntereeption serice i X ] Inesconmector - Index

@~ & & docteSwsibpxmonion
CELL PHONE CELL PHONE SPOOFED SMS SS7 API

REPORTS INTERCEPTION MESSAGING/CALLING
Country
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Organization

———— ISP
| o [ o]
P P
B Last Update
[ swmsmocsem | Hostnames

12 MONTH: 81250
ASN

C
0. SHODAN

221.177. N

B China
Details

One of the prime targets monitored under the AURORAGOLD program is the London-
headquartered trade group, the GSM Association, or the GSMA, which represents the

India
Dishnet Wireless Limited
2017-12-01T00:57:30.974935

AS10201

ZXR10 xGW-16, ZTE ZXR10 Software Version: ZXUN XGW(GGSN)V4.10.13(1.0.0)

22 Ports

n

i= Services

23 login:
tcp
telnet

161 Wireless Link
[ udp

snmp
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How do attackers get in

Rent a Service Become an Operator

Kick in the door Bribing an Employee

Hack via Internet ~ Social Engineering

NOKIA Bell Labs
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Even our "friends & partners”

Support The Subscribe  Search jobs Signin  Search v
Guardian

News Opinion  Sport Culture Lifestyle Morev

World » Europe US Americas Asia Australia Middle East Africa Inequality Cities Global developmen

GCHOQ UK refusal to cooperate with Belgian
hacking inquiry condemned

Fears stance on GCHQ’s alleged hacking of Belgacom could
damage diplomatic relations

Daniel Boffey in
Brussels

Thu 25 Oct 2018
11.39 BST

13 © 2018 Nokia NOKIA Bell Labs



GTP Internet Scanner
GPRS Transfer Protocol (GTP)

o NN .........

GPRS Tunnellng Protocol version: 1
GPRS Tunneling Protocol
Correct data length for version 1

City Shenzhen Version: 1

cainty Chilfia Flags: XXX1 0010

Type: 2 (Echo response)

Organization Length: 6
Data: \x0c=\x00\x00\x0e\x00
ISP

Last Update 2018-06-27T11:32:02.803916

ASN a3

14  © 2018 Nokia NOKIA Bell Labs
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Protocol and Attack Evolution
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Attacks are reality

Why should attackers stop? Because we have 4G or 5G? NeW documents show how the NSA.infers
relationships based on mobile location

Intelligence communities use mobile data

networks as a way for VIP tracking and
eavesdropping

Bulgarian company - Global

Innovator in Wiretapping

Circles Bulgaria” has listed itself as a virtual operator to
intercept encryption keys from the SS7 inter-operator
network

Dark Service companies use

Interconnection to make money (fraud,
SMS interception, location tracking
offerings)

Military uses mobile network data for
target localization

Intercept Implications of 4G/5G Diameter Signaling Replacing SS7
Presented by: Dr. Jerry Lucas, President, TeleStrategies and a Distinguished Telecom Technology Expert to be announced

As telecom service providers transition to IP based VoLTE and introduce 5G, SS7 will be replaced with diameter signaling. This
session provides the technical basics of diameter, options for transitioning SS7 to diameter and the new challenges facing law A\ Rell Labs
enforcement.



EXiSti ng Attac kS for the ”Old ” SS7 Sgﬂ“RITYHEEK Hackers Exploit SS7 Flaws to Loot Bank

If no protection is deployed

takeover for |
Whatsapp, g-

NOKIA
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Accounts

rian company - Global

Location Tracking o

. rator in Wiretapping
Eavesdropping e e
Fraud avsinanan
Denial of Service user
Credential theft
Data ses
Unbloc

¥bile network hit by international signal

016 | 16:03 CET | New
Jetwork outage for several hours on 19 February due to
Btional operator. Services were affected from 11.30 to

. A - Media: officials
SMS |nte -y E— fired for using
- ngEaee - WhatsApp., Viber

One time ¢

and Telegram

WhatsApp SS7 attack

am, Facebook,  seeui

Someone checked and, yup, you can

still hijack Gmail, Bitcoin wallets etc

via dirty SS7 tricks Bell Labs
Two-factor authentication by SMS? More like SOS

By John Leyden 18 Sep 2017 at 23:37 16 SHARE Y



MOBILE

GSMA 360

SERIES

Countermeasures (SS7)
« Standards:

- GSMA IR.88, FS.07, FS.11 Security Challenges
- CVE program around SS7 and

(Y 1 L] L] ] ]
Regulations: diameter signalling
- Nordic Countries, EU ENISA, US FCC x
x €enisa e ey u TOPICS  NEWS  PUBLICATIONS  EVENTY
* Products:
- 887 ,’underStanding,’ fireWa"S s > signalling Security in Telecom $§7/Diameter/5G
- Security functionalities in Core Network
nodes = g TP Signalling Security in Telecom SS7/Diameter/5G
oMU asons CATEGORY BUREAUS & OFFICES SaaAreh Q
* S e rVI C e S : About the FCC Proceedings & Actions Licensing & Databases Reports & Research News & Events For Consumers
- Telco penetration testing Home 1 E00CS  Commission Dacuran
 Public community PSHSB Encourages Providers to Implement CSRIC
_ 557 Best Practices
ND_KISAS? On glthUb Full Title: FCC's Public Safety and Homeland Security Bureau Encourages Implementation of CSRIC Be” Labs
18 Signaling System 7 Security Best Practices Document Dates
Documen t Type(s): Public Notice Released On: Aug 24, 2017

Bureau(s): Public Safety and Homeland Security Adopted On: Aug 24, 2017



3G/4G Diameter Based Communication Attacks

- Functionality similar to SS7, but protocol
s different 5G Rest AP
- When in 2014 the SS7 attacks became
known, also attention was paid to ‘
diameter
3G/4G Diameter
- Diameter was soon also tackled

- Countermeasures, filters and monitoring ‘
approaches exist

- Elai:‘(f)igﬁlltitgft problem still causing 2 G SS 7

19  © 2018 Nokia NOKIA Bell Labs

- Highest priority was SS7 as it was the
most commonly used protocol




3G/4G Diameter Based Communication

- Attacks are more "operator specific”

- Depend strongly on actual
configuration and deployement

- 3G/4G IPX is used by more

orogressive operators Diameter vulnerabilities exposure report, 2018

Products ¥ About U

adaptivemobie Threat Intelligence Security & Priva

ssssssss

- Attacks

- Location Tracking (CyCon)

- Fraud (DefCon)

- Data Interception (CCC)

- DoS of subscriber (Blackhat)

2 Cathal McDaid 0 06th March 2018

20  © 2018 Nokia NOKIA Bell Labs
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How do 3G/4G attacks work?

Example: Charging Attack



Network used for testing of attack

MSC/
CDMA2000

Supported by both sades

Supported by one side

=== inerface support



LTE_1.mp4

Operators with connected 3G/4G S9 charging interface
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FORMATION_TR

RECEIVED RRC_DL_INFORMATIO
ETED DETACH It
GE RECEIVED CONMECTION_RE

used by the user,

LETED L1_CELL_SEARCH "ENB-ID

MME-1 S1-RP

?_PDU_DELETE_S
MHE-1

-1 DIA

-1 DIAME
-1 DIA

-1 DIA

-1 DIAMETE

EGISTER 9.6.2018 11:35: -042 HS5-1 DIAMETER HHE

100111

PCRF-1 MESSAG C D DIAHETE

PGLi-1 DIAMETER PROCEDURE COMPLETED CREDIT_CONTROL : 7. CRF-1 DA

DIAMETER_DWR




Normal incoming request for roaming (Fin in Austria)

I | ]
|
|
| I
|
Home - $9 Visited -
|
PCRF | PCRF
E
« 'CCR Credit Control Request
{ - Money?
' CCA - What kind of service?
|
|
' RAR s
| Re-Authentication Request
< . RAA - Allkind of control and
| information
| - PCC management
|
|
NOKIA ' Bell Labs
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What is a "PCC"?
Something you all have

 Policy Charging Control
- Defines everything about your subsription
- Data type
- Datarates
- Whatever cellular service you can think off

» Defines how to handle you and what to grant you "service flow filters”
« Usually identified by a string

« My own subscription is company paid and quite "generous”

- Perfect target for an attacker

NOKIA Bell Labs
26
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Attack
1. Steal PCC of good subscription

2. Update cheap subscription with
PCC of good subscripion

I2\7IDKIA Bell Labs



Requesting PCC via RAR (posing as home network)

-

H-PCRF 59| H-PCRF

Re-Authentication Request (RAR)
- IMSI

Re-Authentication Answer (RAA)
RAA - QoS-Rule-Install AVP

NOKIA Bell Labs
28



N A e
mee® X G R &= pE¥==QAQa8
| W | diameter ] -
No. Time Sour(e Destination Protocol Length Info
365 47.5750. 2 DIAMETER 46 evice-Watchdog Reguest(280) flags=R--- applzulanmL9| Common Messages(@) h2h=/660Ted eZe=7/660fed
366 47.57! DIAMETER cmd=Device-Watchdog Request(286) flags=R--- ﬂnp] Diameter Common Messages(©) h2h=104be ©2e=104b0355 |
DIAMETER

47.

e

Frame 679: 140 bytes on wire
Linux cooked capture
Internet Protocol Version 4, Src:

{vvv~

Diameter Protocol
Version: 6x01
Length: 76

Flags: 0x80, Request
Command Code:

-

1120 bits),

127.0.8.1, Dst:

Stream Control Transmission Protocol, Src Port:

280 Device-Watchdog

DIAMETE

DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER

140 bytes captured (1120 bits) on interface 0

127.0.6.1
3868 (3868),

ApplicationId: Diameter Common Messages (0)

Hop-by-Hop Identifier:
End-to-End Identifier:
[Answer In: 688]

Origin-Host(264) 1=22 f
Origin-Realm(296) 1=18 M
» AVP: Origin-State-Id(278) 1=12 f

0x07660fee
9x07660Tee

- val=pgw.le.nsn.com
- val=le.nsn.com
val=1530264682

Expression...

cmd=Device-Watchdog Ansuer (280) rlags = lalrete' Common Messageslo) h2h=104bO355 e2e=10406355 |
cmd=Device-Watchdog Ar (280) fla 5 h2h=7660fed 7660fed |

Ri
hdog ppl Ci
est(258) flags=RP-- appl 3GPP Gx(16777238) h?h 104b08356 e2e=104b0356 |
CK cmd=Re-Auth Answer(258) fl appl=3GPP Gx(16777238) h2h=104b0356 e2e=104bO356 |

) cmd=Device-Watchdog Request(280) flag< R--- appl=Diameter Common Messages(®) h2h=7660fef e2e=7660fef
SACK cmd=Device-Watchdog Answer(280) flags=---- appl=Diameter Common Messages(®) h2h=7660fef e2e=7660fef |
cmd=Device-Watchdog Request(280) flags=R--- appl=Diameter Common Messages(@) h2h=10410357 e2e=104b8357
SACK cmd=Device-Watchdog Request(28€) flags=R--- appl=Diameter Common Messages(©) h2h=7660ff@ e2e=7660ff0 |
SACK cmd=Device-Watchdog Answer(280) flags= appl=Diameter Common Messages(®) h2h=76681f0 e2e=76607f0 |
SACK cmd=Device-Watchdog Answer(280) flags=---- appl=Diameter Common Messages(®) h2h=104b0357 e2e=104b08357 |

Dst Port: 35602 (35002)




Attack Scenario 1: Putting PCC via RAR (posing as home network)

-

RAR

Re-Authentication Request
- QoS-Rule-Install

RAA Answer does not matter

H-PCRF =9 H-PCRF



Attack Scenario 2: Putting PCC via RAR to outgoing roamer
]
]

V-PCRF 59| H-PCRF

Re-Authentication Request (RAR)
- IMSI

Re-Authentication Answer (RAA)
RAA - QoS-Rule-Install AVP

NOKIA Bell Labs
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-1 DIAMETI

DIAMETER _Gx

COMPLETED L1_CELL_SEARC
ETED L1_CELL_S

ED DIAHE
EIVED DIA

PROCEDURE STARTED RE_AUTH IMSI
FROCEDURE COMP!

NT DIAMETER_D
CEIVED DIAMET

ECEIVED DIAMETER
RE_AUTH IMS

METER DR
DIAMETE




o
0.
7}

DoooooO

127.

Frame 46216: 136 nytes on wire
Linux cooked capture

Internet Protocol Version 4, Src: 127.
Stream Control Transmission Protocol,
Diameter Protocol

Versior BxB1

Length: 72

Flags: 0x8@, Reguest

Command Code: 286 Device-Watchdog

il
@
0.
0.
(

ivvrw~

Hop-by-Hop Identifier: 9x104b038a
End-to-End Identifier: 8x104b83Ba
[Answer In: 40225]
» AVP: Origin-Host(264) 1=23 f
» AVP: Origin-Realm(296) 1=1%
» AVP: Origin-State-Id(278) 1=12 r=-M

©.0.1, Dst:
Src Port:

DIAMETER

DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER
DIAMETER

ApplicationId: Diameter Common Messages (8)

39267384

- wal=pcrf.le.nsn.com
M- val=pcrfi.le
val=15

i SACK cmd=Re-Auth Answer (258

148
164

evice-Watchdog Answer(280) flags Pp.
Device-Watchdog Re st(280) flags=R--- appl=Diameter Co n Mess r(l‘] h?h 76610
4 SACK cmd=Device-Watchdog Answer(280) flags=---- appl-Diameter Common Mnssaqesmj h2h=7661031 e2e=7661831 |

cmd=Re-Auth Request(258) Tlags=RP

SACK cmd=Re-Auth Answer(258) flags=-P-- appl=3GPP Gx(16777238) h2

cmd=Device-Watchdog Request(28@) flags=R
SACK cmd=Device-Watchdog Answer(280) flags=

1088 bits), 136 bytes captured (1088 bits) on interface 8

.8.0.1
35002 (35002), Dst Port: 3868 (3868)

appl=Diameter Common Messages({@) h2h
- appl=Diameter Common Messages(@)

appl=3GPP Gx(16777238) hZh=184bB38b eZe=184bB38b |
040838b e2e=184bE38b |

1661032

h2h=T661032 e2e=7661032 |

@ - N A Q T
e X G R &= t ¥ QYL
[N diameter [%] -
No. Time Source Destination Protocol Length Info
(] 1 DIAMETER 148 cmd=Device-Watchdog Request(288) flag - appl=Diameter Common Messages(B) h2h=7661038 eZe=7661630
0.1 DIAMETER 152 SACK cmd=Device-Watchdog Request(286) flags=R--- appl=Diameter Common "Ir‘r.wgr'((ﬂ h2h=104b6388 e2e=104b0388 |
0.1 DIAMETER 168 SACK cmd=Device-Watchdog Answer(280) flags= - a|.pl DIEHELE Common Me: =104b8388 e2e=104b0388 |
.0.0.1 DIAMETER 164 SACK cmd=Device-Watchdog Answer(280) f1 ameter Common Me h=7661030 e2e=7661030 |
3.0.1 DIAMETER B4 cmd=Re-Auth Request(258)
0.1

Expression...

+




Before and After

RaaChargingRuleBaseMame1_1
RaaChargingRuleBaseMame1_2
RaaChargingRuleBaseMame2_1
RaaChargingRuleBaseMame2_2
RaaChargingRuleMame1_1
RaaChargingRuleMame1_2
RaaChargingRuleMame2_
RaaChargingRuleMame2_2

NOKIA
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rulebasename-11
rulebasenamaea-12
rulebasename-21
rulebasenamea-22

\TOGE3632d31

\TOGE3632d32 —
\TOGE3632d33

\TOGE3632d34

RaaChargingRuleBaseMame _1
RaaChargingRuleBaseMame1_2
RaaChargingRuleBaseMame2_1
RaaChargingRuleBaseMame2_2
‘RaaChargingRuleMame_1
RaaChargingRuleMame1_2
‘RaaChargingRuleMame2_1
RaaChargingRuleMame2_2

rulebasenamea-11
rulebasename-12
rulebasename-21
rulebasename-22
\7063632d31 ¢
7063632431
\TOE3632d 3
\T063632d31

Bell Labs



Countermeasures for 2G/3G/4G (reality is never easy....)

Detect Mitigate

Monitor network traffic GSMA IR88,FS.11,FS.19,FS.07
Penetration & re-testing Signaling & IP Firewall
Tenant monitoring SMS Home Routing

Cooperate Prepare
Share experiences (GSMA) Budget, policies & plans
Business rules / contracts Layered / Zoned Security
Cooperation with legislators Node hardening/procedures

Bell Labs
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What about 5G Core Network?

Work ahead

NNNNN Bell Labs
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Security is a road

» 5G protects user privacy on the air interface
- Various protections against false base stations

» Unified security standards also for non-cellular
access

« 5G Standards have introduced a new security
proxy for roaming

» Security functionalities can now be virtualized

» Steering of roaming can be used to guide users to
the best partners

» Security is more then standards & functions!

NOKIA Bell Labs
37



Inter-operator signalling (HTTP REST API calls) .

Based
: Architecture

T [rcr
Nnssf Nnef Nnrf Npef 32 Nnrf Nnef
vSEPP [~ 1
Namf Nsmf : 3EAE Naust Npcf N af
AMF SMEF AUSF
‘\/"\/ =

/ = |
UE (R)AN 4N 33— UPF

VPLMN I HPLMN

—_——— e — =

UPF  |—N6—— DN

—_———————
[<o]

« A SEPP is a non-transparent proxy on the roaming, inter-PLMN interfaces.
« A SEPP validates, modifies, and protects every HTTP packet sent between two
roaming partners’ SBA Network Functions (NFs).

SEPP: Security Edge Protection Proxy

38  © 2018 Nokia 38 NOKIA Bell Labs



REST API - Authentication vs Authorization?

How does the receiving network know that all the
requested info elements "make sense” for this TLS
tunnel with this partner e.g. location, IMSI, keys

P methods used by most RESTful web

GET retrieves a representation of t What elements would you allow your partners to create? ntains the details of the requested
resource.

+ POST cre®e% 2 new resource at the : . : g e wwof the new resource. Note that POST
SRR RCRYl LB EEUBIEY Prepaid to postpaid? Malcious location "update”? Changing

» PUT either creates or replaces =5 MSISDN? What replacements are ok? Code insertion? 0 be created or
updated.

» PATCH performs a partial update Of a resource. The request body specifies the set of changes to apply to the resource.

» DELETE removes the resouiat the specified URL

39

Delete subscriber data?

© 2018 Nokia NOKIA Bell Labs



Who is allowed to do what?
Security requires configurations & policies!

Rogue partner node Talking to your main database Is doing "something”

N\ !

Each NF Service Consumer accessing the UDR, via Nudr, shall be able to add, modiﬁ! update or delete only the data it
is authorised to change. This authorisation shall be performed by the UDR on a per data set and NF service consumer

basis and potentially on a per UE, subscription granularity. ) ) .
And you have to check in the node, if he is allowed to do that

The following data in the UDR sets exposed via Nudr to the respective NF service consumer and stored shall be |

tandardized:
standardize — Fraud? Location tracking?

- Policy Data, D Fraud?

Data interception?
- Structured Data for exposure, /

- Application data: Packet Flow Descriptions (PFDs) for application detection and AF request information for
multiple UEs, as defined in clause 5.6.7.

Subscription Data,

40 © 2018 Nokia <Change information classification in footer> © Nokia 2016 NOKIA Bell Labs



Rest API - Vulnerabilities are "known”

Remote code execution

Welcome to the Internet / \
/

There are 164 CVE entries that match your search.

Name
CVE-2018-9843
CVE-2018-8849
CVE-2018-7272
CVE-2018-5955
CVE-2018-5261

CVE-2018-1327

CVE-2018-1291

CVE-2018-1289

CVE-2018-1274

CVE-2018-1273

CVE-2018-1086

CVE-2018-1079

CVE-2018-10732

CVE-2018-0245

CVE-2018-0195

CVE-2018-0089

41

Description J
The REST API in CyberArk Password Vault Web Access before 9.9.5 and 10.x before 10.1 allows remote attackers to execute arbitrary code via a serialized .NET dfject in an Authorization HTTP header.
Medtronic N'Vision Clinician Programmer 8840 N'Vision Clinician Programmer, all versions, and 8870 N'Vision removable Application Card, all versions does not enci PII and P! 5
The REST APIs in ForgeRock AM before 5.5.0 include SSOToken IDs as part of the URL, which allows attackers te obtain sensitivww finding an ID value in aNgg file. Data Steallng)
An issue was discovered in GitStack through 2.3.10. User controlled input is not sufficiently filtered, allowing an unauthenticated attacker to add a user [0 T Ser iathi\sel authomza“on fa||

it for the socouotion loaiel -

An issue was discovered in Flexense Dlskﬂoss 8.8. 16 and earlier. Due to the usage of plaintext |nf0rmat|0n from the ha

disclose sensitive information, suge TR T T T T T istener.
The Apache Struts REST Plugin is using XStream library which is vulnerable and allow perform a DoS attack whgg-using.a.malicio aquest with spec] afiert .Cu- A ! A he Apache Struts version 2.8 D S
switch to an optional Jackson XML handler as described here http://struts.apache.org/plugins/rest/#custom-contenttypehandlers. Another option jsle=ffTplement a custor)/XML haijfl based on the Jackson XML hand (0]

Apache Struts 2.5.16.
Apache Fineract 1.0.0, 0.6.0-incubating, 0.5.0-incubating, 0.4.0-incubating exposes different REST end points to query dopawrspecific entities with a Query Paramejfr 'orderBy’ i il statements. A
hacker/user can inject/draft the 'orderBy' query parameter by way of the "order" param in such a way to read/ypd e data for which he doesn't have authorizgfon.

In Apache Fineract versions 1.0.0, 0.6.0-incubating, 0.5.0-incubating, 0.4.0-incubating, the systep.espfses different REST end points to query domain specific£ntities with a § A ONerBy' and 'sortOrder’ which are
which he doe: orization.

appended directly with SQL statements. A hacker/user can inject/draft the 'orderBy' and_sertOrder' query parameter in such a way to read/update the data
Spring Data Commons, versions 1.13 to 1.13.10, 2.0 to 2.0.5, and older yg Srted versions, contain a property path parser vulnerability caused by unljpfiited resource allg n. An unauthenticated\iemote malicious user (or
attacker) can issue requests against Spring Data REST endpoinis.e dpoints using property path parsing which can cause a denial of service (CPU ang/memory consumptjon).

Spring Data Commans, versions prior to 1.13 to o, 2.0 to 2.0.5, and older unsupported versions, contain a property binder vulnerability caused by improper neutraffzation of special elements. An unalgenticated remote
malicious user (or attacker) can supply speetaly crafted request parameters against Spring Data REST backed HTTP resources or using Spring Daff's projection-based regfjuest payload binding hat can lead to a remote code
execution attack.

pcs before versjgee 5,164 and 0.10 is vulnerable to a debug parameter

service did not properlyfremove the pcs debug apgument from the /run_pcs query, possibly disclosing sensitive
informatiorf™A remote attacker with a valid token could use this flaw to ele DOS NetWO rk7

pcs before version 0.9.164 and 0.10 is vulnerable to a privilege escalation PI’IVI|ed e escalatlon = REST interface gf the pcsd service did not prgperly sanitize the file name from the /remote/put_file query. If
the /etc/booth directory exists, an authenticated attacker with write permi g es with arbitragf data outside of the /etc/bogfh directory, in the context of the pcsd process.
j# valid) because of profile pict ity.

A vulnerability in the REST API of Cisco 5500 and 8500 Series Wireless LAN Controller (WLC) Software could allow an unauthepficated, remote attacker to view system infermation that under normal circumstances should be
prohibited. The vulnerability is due to incomplete input and validation checking mechanisms in the REST API URL request. Agfattacker could exploit this vulnerability by sending a malicious URL to the REST APL. If successful, an
exploit could allow the attacker to view sensitive system information. Cisco Bug IDs: CSCvg89442.

The REST API in Dataiku DSS before 4.2.3 allows remote attackers to obtain sensitive information determine if a username 2s visi

A vulnerability in the Cisco 10S XE Software REST API could allow an authenticated, remote attacker to bypass API autHGrization checks and use the API to perform privileged actions on an affected device. The vulnerability is due
to insufficient authorization checks for requests that are sent to the REST API of the affected software. An attacker could exploit this vulnerability by sending a malicious request to an affected device via the REST API. A successful
exploit could allow the attacker to selectively bypass authorization checks for the REST API of the affected software and use the API to perform privileged actions on an affected device. Cisco Bug IDs: CS5Cuz56428.

A vulnerability in the Policy and Charging Rules Function (PCRF) oigesak DalicSuita (CDS) conld allnw an remote attacker to access sensitive data. The attacker ¢ duct additional

reconnaissance attacks. The attacker would also have to have access to the internal VLAN where CPS is deployed. The vulnerablllty is due to incorrect permissions Of certain syster 1ie Fra ud, data ] sensitive data

that is at rest. An attacker could exploit the vulnerability by using certain tools available on the internal network interface to request and view system files. An exploit could allow the at| th ft rmation about
e

the application. Cisco Bug IDs: CSCvf77666.
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Will the vulnerable nodes be found?
Not will, only when and how fast is the question

'. SHODAN Dashboard API Reference Integrations Pricing Contact Us

o

Requirements Introduction
Introduction

Clients

REST APl Documentation

The Exploits API provides access to several exploit/ vulnerability data sources. At tl

* Exploit DB
+ Metasploit
+ Common Vulnerabilities and Exposures (CVE)

Streaming APl Documentation

&

Introduction
REST APl Documentation

If you have any data sources you would like to see in Shodan Exploits please contat

. Next: REST APl Documentation
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Pay attention to little details - configurations.....

& 36.81.253.247 a= Ports

~ mmba"ga“ -
Country Indonesia

Organization = Services
ISP

the requested resource allows sharing with
every origin. This basically means that any

site can send an request and access the
server’s response

Last Update 2018-06-01T06:31:29.820574 1882 MOTT Connection Code: ®
ASN ASTT13 tep :
matt Topics:
/fmne/alarm

HTTP/1.8 288 0K

Supports info pulling, info putting and deletion Content-Type: application/jsa
t Content-Length: 35 v
Access-Control-Allow-Origin: *
Access-C10 shadllovi-Headers: Content-Type,Authorization
Access-Control-Allow-MethomS® GET,PUT,POST,DELETE,OPTIONS
 Server: lecks w2 Python/2.7.14
That is the software + version they use Date: Fri, 01 Jun 201 06:30:45 GHT
{

ipcouapuaer=I RestApi®
They support RestAPI 3
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Somebody paid attention to the details
But not the right persons....

Last Update 2018-06-12T18:28:43.543584 2 : s
21 220-Filezilla Server version 0.9.41 beta
ASN AS7713 tcp 220-written !-ay-Tlm Kosse (Tim.Kosse@gmx.de) . ) )
ﬁp 220 Please visit http://sourceforge.net/projects/filezilla/

530 Login or password incorrect!
214-The following commands are recognized:

USER
LIST
MKD

MDTM
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PASS
REST
RNFR
XPWD
ADAT
MLST

QuIT
coup
RNTO
XCupP
PBSZ
MLSD

ay.

CWD

RETR
ABOR
XMKD
PROT
SITE

MOSQUittO Version: 1.4.11

MQTT Connection Code: @

PWD
STOR
SysT
XRMD
FEAT
P@sW

PORT
SIZE
NOOP
NOP

MODE
STRU

PASV
DELE
APPE
EPSV
OPTS
CLNT

NOKIA Bell Labs

TYPE
RMD

NLST
EPRT
HELP
MFMT



g0+
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Security is a road 5G - To Do List

 Production Security Testing

Software composition sec analysis
Code sec review

Port scanning / vuln scan

Web app / OWASP sec scan
Robustness testing (fuzzy)

DoS testing

* Preparedness

Incident response plans

Network segmentation and zoning (FWs)
Patching plan / contract with vendor
Keep up to date (GSMA)
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Deployment & Operation

Authorization internally

Authorization settings with partners

*  Who is allowed to send what messages / recevie what
information (conversion contracts -> access control)

Clean "IT" housekeeping

* Internal / external DNS

* Separation of roamers and own

* Only the right ports / interfaces open
Validation & Lifecycle

- PenTesting to see if things really hold (regularly as
things change)

- Algorithm retirement

- Deployment change, when things change (employee
leaves company, partner contract ends etc)

NOKIA Bell Labs



NOKIA Bell Labs

Thanks to
EU SCOTT Project for funding part of this research

Silke.Holtmanns@nokia.com

I;IDKIA Bell Labs



Let's go swimming
Questions...
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