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• Charity founded in 1990 

• Based in London 

• Defending privacy 

• Fighting against corporate and 
government surveillance



We learnt from our 
mistakes… 



We learn from the 
organisations we work 

with











Those stories reflect the diversity 
of threats our partners are facing: 
phishing attacks, sophisticated 

spyware, burglary…



But we also learnt from 
companies that really 

should have known better….



Don’t be that guy!





What we found out when we 
audited our partner organisations

• Many of them relied on Google and US-based services in 
their organisations


• The security advice they had received so far was “use 
Signal, use Tor, use PGP, use strong passwords…” All 
focused on end-users. 



So instead of focusing on 
end users we chose to 

focus on the organisations



This is what led us to 
think of security as a 

community healthcare

When everyone is vaccinated, a contaminated person who comes in doesn’t 
harm the community



This is how Thornsec was born!



So… What is Thornsec? 

• A thorn in the sides of our adversaries by allowing 
organisations with little or no tech capability to run more 
secure fully-routed networks, with a strong set of firewall 
rules, and virtualisation of services. 


• A network architecture described in a series of human-
readable unit tests



Please go and look at 
our code! 

https://github.com/privacyint/thornsec-core 

https://github.com/privacyint/thornsec-core


What are we trying to 
achieve with Thornsec? 



Creating a secure network 
where machines can’t 
communicate among 

themselves



Bringing the 
responsibility of 

security back at the top
People at the very top should be the one held responsible when the data of 145 

million US citizens get leaked because of a vulnerability that wasn’t patched 



Regaining control 
over our network



How much data has left your network since this 
morning? In the past year? What is “normal”?







Running our own 
services

We use Drupal, OwnCloud, Etherpad, Redmine…



Becoming accessible 
to all

That’s the part we are still working on… 



Thank you for 
listening!

• Thornsec: https://github.com/privacyint/thornsec-
core


• eva@privacyinternational.org


• @Arcadian_O
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