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Evil Corp is one of the largest
multi-national conglomerates in
the world. The company owns
70% of the global consumer
credit industry. Evil Corp is
targeted by many threat actors.
One of them is the hacking crew
fsociety.

Evil Corp 
from the tv show Mr. Robot

Financial 
Sector
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Evil Corp 
from the tv show Mr. Robot

Financial 
Sector “Protect our company 

against Advanced Persistent 
Threat (APT)”
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Goal

Data
source
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Fireeye

Source: https://www.fireeye.com/current-threats/apt-groups.html

https://www.fireeye.com/current-threats/apt-groups.html
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Crowdstrike

Source: 
https://www.crowdstrike.com/blog/meet
-crowdstrikes-adversary-of-the-month-
for-august-goblin-panda/

https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-august-goblin-panda/
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Goal

Data
source

Industry Group Technique Detections
is targeted by uses
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Biancos Pyramid of Pain

Source: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Cyber Kill Chain VS. Mitre ATT&CK 

Reconnaisance

Weaponization

Delivery

Exploitation

Installation

C&C

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Command & Control
Exfiltration
Impact

Actions on Object
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Mitre ATT&CK Matrix Tactics: the adversary technical goals

Techniques: how the goals are achieved



©  2 0 1 9  S P L U N K  I N C .

Example Group: Turla
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APT: Turla Tactics: the adversary technical goals

Techniques: how the goals are achieved
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Techniques used by APT Groups in ATT&CK 

I can’t spend 3 million Euros on 
writing detections for all these 
different attacks. 
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What techniques should we focus on?

Probability Log SourcesDetections
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What techniques should we focus on?

Probability Log SourcesDetections
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All APT Groups in ATT&CK 

ATT&CK Navigator:
https://github.com/mitre-
attack/attack-navigator

Credential Dumping

count: 36

Brute Force

count: 8

Powershell

count: 36

https://github.com/mitre-attack/attack-navigator
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Mitre Cyber Threat Intelligence (CTI)

Mitre CTI:
https://github.com/mitre/cti

ATT&CK Technique

Mitre Object STIX 2 Object

ATT&CK Tactic

ATT&CK Group

ATT&CK Software

ATT&CK Mitigation

https://github.com/mitre/cti
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Mitre CTI
STIX 2 format consists of a 
machine readable JSON files, 
which makes it easy to use it in 
your own scripts.  
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Mitre CTI
in order to create your own 
ATT&CK Navigator overlays.
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What techniques should we focus on?

Probability Log SourcesDetections
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Splunk Security Content

• open source repository containing 200+ Splunk 
detections

• detections, investigations, responses, baselines 
are combined to analytics stories.

• Available as GitHub repository and API

• Mapped to Mitre ATT&CK Matrix

• Mapped to CIM data model / log sources

Security Content:
https://github.com/splunk/security-
content

https://github.com/splunk/security-content
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Splunk Security Content - Example

Atomic Red Team:
https://github.com/redcanaryco/atomic
-red-team

https://github.com/redcanaryco/atomic-red-team
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Sigma

• Generic and open signature format with 
200+ open source detections

• Supporting different SIEM systems

• Focus on simplicity

• Mapped to Mitre ATT&CK Matrix

• Mapped to log sources

Sigma:
https://github.com/Neo23x0/sigma

https://github.com/Neo23x0/sigma
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Sigma - Example

source = “WinEventLog:Security” (EventID = 517 OR EventID = 1102)

sigmac win_susp_security_eventlog_cleared.yml --target splunk
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Detections
a little bit more python coding.
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What techniques should we focus on?

Probability Log SourcesDetections
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Evil Corp Log Sources

Firewall Logs

Proxy Logs

Windows Server Logs

Router & Switch Logs

Linux Server Logs

Other

40%

18%

12%

10%

10%

10%

> 5% Detections

50% Detections

15% Detections

> 1% Detections

10% Detections

Windows Server Logs

DNS Logs

Proxy Logs

Linux Server Logs

Firewall Logs

Other

40%

18%

12%

10%

10%

10%

Log Sources based on Detection 
Strategy. Makes Sense.



©  2 0 1 9  S P L U N K  I N C .

Log Sources

Log Source Benefit Volume
Windows Logs System: service installs

Application: App Crashes & AV Events
Security: Logins, Group Management, …
Sysmon: Parent-Child relation, Registry 
Keys, Network Connections, WMI, Named 
Pipes, Image/Driver Loads, …
Powershell: Executed PS scripts, 
Obfuscation, …

Low to High

Proxy Logs C2 addresses
malicious UserAgents
malicious URL patterns
contain stage2 payload downloads

Medium
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Log Sources

Log Source Benefit Volume
DNS Logs C2 domains

DNS tunnels
exfiltration over DNS

Medium to High

Linux Server Logs history: executed shell commands, privilege 
escalation, information gathering, …
auditd: alter bash profile, webshell rce, …
osquery: process information, socket 
auditing,  authentication events, …

Low to Medium

AV Logs Indicators of Threat Group activities
Security Alerts

Low to Medium
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Goal

Data
source

Industry Group Technique Detections
is targeted by uses

logged in

is detected by

is needed for

I think I can present that Detection 
Strategy to the Board.
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Key Takeaways

Focus on Log Sources 
based on your detections 
(and not the other way 
around)

Use Open Source 
Detections (It’s for free)

Analyze Threat 
Landscape to define 
Detection Strategy



Thank You
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Questions?


