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Who We Are?
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Cyber Security Engineer at 
Trendyol. (In)frequently 

blogs at medium as 
@mcoskuner. Hunts mobile 

malware

Mert

SecOps Manager at Ministry of 
Treasury and Finance. 

Team Lead at Blackbox Security. 
Red Team Member at Synack.

NSA acknowledged bug bounty 
hunter

Kürşat
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What We Do?
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● Hunt mobile malware samples

● Reverse the sample, develop bypass scripts and yara rules

● Detect IoCs

● Break into C2 server, share the details with TRCert, purge stolen data
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Statistics
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Mobile operating system 
market share among 4.68bn 
devices

1. 76.24% Android 
2. 22.48% iOS
3. 1.28% others
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Statistics
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● 3059 android malware detected per 
day in 2018, 40% more than 2017

● By the end of June 2019, the number 
of all known malicious apps had 
totalled over 94.2 million

Why?
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● Only one in every ten devices has the 
latest Android version 9 - Pie - installed 

● Android 8 - Oreo - is being used on 28% of 
smartphones and tablets 

● 60% of the devices are still using outdated 
versions

● Lacking the latest patches make it easy for 
hackers to install malware on the device

Statistics
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● Cheap devices with pre-installed malware 
are still available in stores

● The malware is invisible to the owner and 
cannot be deactivated

● It is not possible to remove the malware 
manually because it is deeply integrated 
into the firmware
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● Some vendors and developers distribute 
their apps through alternative sources

● Such alternatives are also a popular 
gateway for malware developers in order 
to distribute their work

● Using third party stores to install an 
application is like walking in a minefield
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Google Play Store and Bouncer
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● Google introduced Bouncer in Feb 2012 as an anti-malware tool

● Only performs dynamic analysis and checks for 5 minutes

● Only has 1 contact and 2 photos under same account in a simulated device

● IP range can be revealed if internet permission is granted to the tested 

application
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Bypassing Bouncer

● Idle for sometime before starting the main activity

● Download malicious dex after installation and load externally 

○ DexClassLoader

● Implement anti-emulator. Some examples:

○ Known pipes: /dev/socket/qemud, /dev/qemu_pipe

○ Known files: /system/lib/libc_malloc_debug_qemu.so, /sys/qemu_trace, 

/system/bin/qemu-props

○ Known qemu drivers: goldfish

○ Known geny files: /dev/socket/genyd, /dev/socket/baseband_genyd

11



Android Malware Adventures

INTRODUCTION ANDROID MALWARE COMMAND & CONTROL QUESTIONS & ANSWERS

● Better storage encryption, Adiantum

● Better process isolation and attack surface reduction

● Better authentication, BiometricPrompt API

● Google Play policy changes

○ “We will be removing apps from the Play Store that ask for SMS or Call Log permission and have not submitted a 

permission declaration form”

○ “Device admin has been considered a legacy management approach since Android’s managed device (device 

owner) and work profile (profile owner) modes were introduced in Android 5.0. … To support this transition and focus 

our resources toward Android’s current management features, we deprecated device admin for enterprise use in 

the Android 9.0 release and we’ll remove these functions in the Android 10.0 release.”

Developments in Android
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Developments in Android

● Android Q and beyond

○ No more monitoring the clipboard in the background

○ Storage permission restrictions

○ System alert window permission is to be removed and replaced by the 

restricted Bubbles API

○ Restrictions of starting Activity in the background

○ Screen recording restrictions

● Google introduces App Defense Alliance to find potentially harmful applications 

and stopping them from being published

13
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● There are a few hidden parts of Android’s framework that aren’t part of the SDK

● With Android P, Google was announced that most (not all) hidden functions were 

no longer available for use to app developers

○ Workaround: Keep your app targeting API 27 (Android 8.1), since the 

blacklist only applied to apps targeting the latest API

Developments in Android
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● With Android P, Google was announced that most (not all) hidden functions were 

no longer available for use to app developers

○ Workaround: Keep your app targeting API 27 (Android 8.1), since the 

blacklist only applied to apps targeting the latest API

● Thanks to minimum API requirements for publishing on the Play Store; As of 

November 1, 2019, all app updates to the Play Store must target API 28 or later

Developments in Android
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● Thanks to minimum API requirements for publishing on the Play Store; As of 

November 1, 2019, all app updates to the Play Store must target API 28 or later

○ NEW Workaround: Double reflection

val forName = Class::class.java.getMethod("forName", String::class.java)

val getMethod = Class::class.java.getMethod("getMethod", String::class.java, 

arrayOf<Class<*>>()::class.java)

val hiddenClass = forName.invoke(null, "android.hidden.Class") as Class<*>

val hiddenMethod = getMethod.invoke(hiddenClass, "hiddenMethod", String::class.java)

hiddenMethod.invoke(null, "cmd")

Developments in Android
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Types of Android Malware
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Top five

1. Adware

2. Spyware

3. Trojan

4. Ransomware

5. Malicious cryptomining
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Android Malware in Turkey
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Top five

1. Adware

2. Spyware

3. Trojan

4. Ransomware

5. Malicious cryptomining
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Analysis: How?
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Finding samples

● Google Play Store

● Koodous

● apklab.io

● Threat intelligence feeds

Static analysis

● androwarn

● jeb / cfr / jadx

● apkid

● ghidra / ida / r2

Dynamic analysis

● frida

● jeb / jdb / gdb

● appmon
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Analysis: Samples Targeting Turkey
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Exobot features

1. Dropper

2. Bankbot

a. anti-* techniques 

i. anti-emulator

ii. root detection

1
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Exobot features

1. Dropper

2. Bankbot

a. anti-* techniques 

i. anti-emulator

ii. root detection

2
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Analysis: Samples Targeting Turkey
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2

Exobot features

1. Dropper

2. Bankbot

a. anti-* techniques 

i. anti-emulator

ii. root detection
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Analysis: Samples Targeting Turkey
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Java.perform(function() {

var func = Java.use("mcvndicwuz.myturyaivrmkovzxjp.C0481j")

    func.m2107a.implementation = function(ctx) {

    var deviceId = “b359081a0a39d06d”; //Random deviceid

    return deviceId

}

});

Exobot features

1. Dropper

2. Bankbot

a. anti-* techniques 

i. anti-emulator

ii. root detection
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Analysis: Samples Targeting Turkey
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Java.perform(function() {

var execCmd = Runtime.exec.overload('java.lang.String', '[Ljava.lang.String;', 'java.io.File')

var exec1Params = Runtime.exec.overload('java.lang.String')

execCmd.implementation = function(cmd, env, dir) {

    if (cmd == "su") {

        var fakeCmd = "fakeCmd";

        return exec1Params.call(this, fakeCmd);

    }

return execCmd.call(this, cmd, env, dir);

};

});

Exobot features

1. Dropper

2. Bankbot

a. anti-* techniques 

i. anti-emulator

ii. root detection
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Red Alert features

1. C2 through twitter

2. Device admin

3. Check running apps

1
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Red Alert features

1. C2 through twitter

2. Device admin

3. Check running apps

2
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Red Alert features

1. C2 through twitter

2. Device admin

3. Check running apps

3
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Analysis: Anubis
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Analysis: Anubis
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Hunting anubis

1. Fake apps

2. Imitating other apps

3. Phishing

1
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Analysis: Anubis
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Hunting anubis

1. Fake apps

2. Imitating other apps

3. Phishing

2
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Analysis: Anubis
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Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware

1
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Analysis: Anubis
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2

Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware
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Analysis: Anubis

33
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Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware
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Analysis: Anubis
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3

Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware

a. Call forwarding
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Analysis: Anubis
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3

Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware

a. Call forwarding

b. Overlay attack
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Analysis: Anubis
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Java.perform(function() {

var file = Java.use("java.io.File");

file.delete.implementation = function(input) {

    if(this.getAbsolutePath().includes("jar")) {

        console.log("this.getAbsolutePath());

    }

    return true

}

});

Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware

a. Call forwarding

b. Overlay attack
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Analysis: Anubis

37

var unlinkPtr = Module.findExportByName(null, 'unlink');

Interceptor.replace(unlinkPtr, new NativeCallback(function () {   

console.log("[*] unlink() encountered, skipping it.");

}, 'int', []));

Anubis features

1. Dropper

2. Obfuscation + encryption

3. Bankbot + ransomware

a. Call forwarding

b. Overlay attack
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Hunting Hydra

1. Fake apps

2. Imitating government apps

Analysis: Samples Targeting Turkey

38
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Analysis: Samples Targeting Turkey
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Hydra Features

1. Dropper 

a. anti-* techniques

2. Overlay attack

3. Bankbot

a. + information stealer
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Analysis: Samples Targeting Turkey
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Hydra Features

1. Dropper 

a. anti-* techniques

2. Overlay attack

3. Bankbot

a. + information stealer

  Java.perform(function() {

var dateTime = Java.use('java.util.Date');

dateTime.getTime.implementation = function() {

  var val = 1554087180000;

  return val;

};

var tel = Java.use('android.telephony.TelephonyManager');

tel.getSimCountryIso.overload().implementation = function() {

  var val = 'tr';

  return val;

};

  });
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Analysis: Samples Targeting Turkey
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Hydra Features

1. Dropper 

a. anti-* techniques

2. Overlay attack

3. Bankbot

a. + information stealer

 var time = Module.findExportByName('libc.so', 'time');

 Interceptor.replace(time, new NativeCallback(function() {

var val = 1554087180;

return val;

 }, 'long', ['long']));

var unlinkPtr = Module.findExportByName(null, 'unlink');

Interceptor.replace(unlinkPtr, new NativeCallback(function () {   

console.log("[*] unlink() encountered, skipping it.");

}, 'int', []));
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Analysis: Cerberus
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Analysis: Cerberus
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Analysis: Cerberus
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What’s new in cerberus?

Detection using sensor data
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Why C2?
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● Store stolen information

● Distribute new sample

● Manage infected hosts
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Automated C2 Extraction
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● Anubis, RedAlert and Mazar

○ https://github.com/CyberSaxosTiGER/M

C2Extractor

● Anubis (using reflection)

○ https://github.com/eybisi/nwaystounpa

ckmobilemalware/blob/master/getc2_i

mp.py

https://github.com/CyberSaxosTiGER/MC2Extractor
https://github.com/CyberSaxosTiGER/MC2Extractor
https://github.com/eybisi/nwaystounpackmobilemalware/blob/master/getc2_imp.py
https://github.com/eybisi/nwaystounpackmobilemalware/blob/master/getc2_imp.py
https://github.com/eybisi/nwaystounpackmobilemalware/blob/master/getc2_imp.py
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Exploiting C2s
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Case 1

1. Directory listing

a. Stolen data

2. Encryption keys

1
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Case 1

1. Directory listing

a. Stolen data

2. Encryption keys

1

Exploiting C2s
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Case 1

1. Directory listing

a. Stolen data

2. Encryption keys

2

Exploiting C2s
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Case 2

1. Password in page source

(api/config.php.swp)

2. File upload

1

Exploiting C2s
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Case 2

1. Password in source code

2. File upload

1

Exploiting C2s
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Case 2

1. Password in source code

2. File upload

1

Exploiting C2s
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Case 2

1. Password in source code

2. File upload

a. rm -rf /

2

Exploiting C2s
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Case 3

1. SQL Injection

Exploiting C2s
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Case 3

1. SQL Injection

Exploiting C2s
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Twitter campaigns

1. Stored XSS

a. Session takeover via 

sniffer

Exploiting C2s
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Twitter campaigns

1. Stored XSS

a. Session takeover via 

sniffer

Exploiting C2s
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Twitter campaigns

1. Stored XSS

a. Session takeover via 

sniffer

Exploiting C2s
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Twitter campaigns

1. Stored XSS

a. Session takeover via 

sniffer

Exploiting C2s



Android Malware Adventures

INTRODUCTION ANDROID MALWARE COMMAND & CONTROL QUESTIONS & ANSWERS
60

Special case

1. Wannabe ‘’threat actor’’ 

looking for a developer

“I need someone who knows his way around mobile apk. I’ve got a project 
already done but I want it coded again since it is banned from Google Play. I can 
pay 1000TL ($173) for editing my project and uploading it to Google Play.”

Exploiting C2s



Android Malware Adventures

INTRODUCTION ANDROID MALWARE COMMAND & CONTROL QUESTIONS & ANSWERS
61

Special case

1. Wannabe threat actor 

looking for a developer

a. Gmail credentials in 

source code

Exploiting C2s
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Takeaways
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1. We uncover operations targeting Turkey while reversing common malware (as-a-service) families

2. We hack(back) for the people who can’t

3. We restore stolen data, preventing further incidents

4. 8 threat actor got arrested
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Thanks!
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linkedin.com/in/mcoskuner
medium.com/@mcoskuner

Mert 

twitter.com/@koakinci
linkedin.com/in/kursatoguzh

anakinci/

Kürşat
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