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Introduction
°

Proprietary wireless protocols everywhere

Example: Smart Home

@ Increase comfort of users through wireless
sockets, door locks, valve sensors . ..

@ Devices are designed under size and energy
constraints

@ Limited resources for cryptography

Risks of Smart Home

@ Manufactures design custom proprietary wireless protocols

@ Hackers may take over households and, e.g., break in without physical traces

How can we speed up the security investigation of proprietary wireless protocols? @
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Introduction
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Software Defined Radio

Why Software Defined Radios?
@ Send and receive on nearly arbitrary frequencies?

@ Flexibility and extendability with custom software

“e.g. HackRF: 1 MHz to 6 GHz
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(a) USRP N210 (b) HackRF
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Introduction
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Universal Radio Hacker

| . p
 HackRF One - Mms URH

| | GREAT SCOTT GADGETS , 8 01010 .
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Introduction
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Universal Radio Hacker Popularity

Supported Platforms Available at official linux repositories

Windows 58 Linux & and OS X @& URH is available in official repositories of Arch
Linux, Gentoo, Void Linux, Fedora and

Most starred repo on GitHub with openSUSE (and homebrew for macOS).
##sdr tag

Publications

oo | Dl raivme o DeepSec 2018 [1]

Uriveral o Hasker nvesiate ireloss profocls ke & boss ¥ o Blackhat Arsenal USA 2017 [2]
R o Blackhat Arsenal Europe 2018 [3]

o WOOT 2018 (USENIX Workshop) [5]
B gnuradio / gnuradio #osr 1o @ loT S&P 2017 (CCS Workshop) [6] &

B jopohl / urh % Unstar | 2.4k

Updated 10 hoursago @ Python
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Automate the Interpretation
©0000000000

Digital Modulations

So what is a digital modulation?
+

@ Mapping the binary data, i.e. bits, to
a analog carrier to transport the
signal over the air

Carrier !

@ Analog signal has the form ASK

A-sin(2rFt + )
@ We can transport information in FSK
amplitude A, frequency F or phase ¢
o Amplitude Shift Keying (ASK)
o Frequency Shift Keying (FSK)
o Phase Shift Keying (PSK)

PSK
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Automate the Interpretation
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Interpretation in URH

Demodulating signals made easy

1: Complex Signal | [® @@ YScale
fsk_example ANANAD ‘m\

Noise 0,0000 J \ j\ ‘\\ I | | \

Center: 0,1874 / H || ‘ " \\

Bit Length: 100 B \,/ VALY

Error Tolerance: |1 VUV

Modulation £ ~'| &/ 300 selected | 300,00 s | 1,55 dBm  Filter (moving average) |-

Autodetect parameters -~
1010[[iE0110010101111111011011110101011010111 [Pause: 961 samples]
Signal View: Analog

V| Show Signalas | Bits

Interpretation Phase Features (apart from demodulation)

@ Synchronized selection between demodulated and raw signal

e Signal Editor, that is, copy, paste, crop, mute signal selections

@ Configurable moving average and bandpass filters

How can we make this even simpler? Automatically detect modulation parameters!
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Automate the Interpretation
00O®00000000

Visualization of Parameters

For all plots: x axis represents current sample
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Automate the Interpretation
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Detecting Modulation Parameters

Automatic detection of modulation type and parameters in Interpretation
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Automate the Interpretation
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Noise Level Detection

Finding the noise level Tpoise Of a signal is the basis for message segmentation and
works the following way:

@ Divide the signal into equal sized chunks ;.

@ For each chunk, calculate the mean magnitude m; = |C;l.
© Get minimum mean magnitude My, = min {m; : Vi}.

@ Pick magnitudes of chunks those mean magnitudes do not exceed mp;, by 10%:
Mroise = {’CJ’ ,mj < 11- mmin}

Finally, the noise level Tpoise is returned as the maximum of Myise, to cover the full
noise range.
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Automate the Interpretation
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Message Segmentation: Separate Messages from Noise

Message Segmentation Algorithm
@ Based on noise level T,oise from previous step
@ Must be robust against outliers
@ Use two internal states: spoise — reading noise, sysg — reading message.

@ Switch states only if consequent samples above/below noise (c,/cp) surpass a
threshold t, (=outlier tolerance). In practice, t, = 10 samples performs well.

CbZ to

w
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Modulation Detection with help of Wavelet Transform

Automate the Interpretation
000000®0000
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Figure: Wavelet transforms for FSK/ASK/PSK signals and their amplitude normalized versions =
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Automate the Interpretation
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Modulation Detection: Feature Extraction

Signal L .
IR [HWT] Median filter Variance  — 0%
normalization

Signal — Variance  — 03
'L [HWT| Median filter Variance  — 03

Variance — o7 g
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Automate the Interpretation
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Modulation Detection: Decision Tree
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Automate the Interpretation
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Center Detection: Take mean of histogram peaks

1 =
< O0f
—1L | | | | | | \ \ \
0 200 400 600 800 1,000 1,200 1,400 1,600
Sample
(a) 2-FSK modulated message
g 0.25] 2 100 T Ty .
t 091'%: Tl 2 s0f _ 0.125;0.25 -
l_é’ 01 I | | | | o O — —
0 500 1,000 1,500 0.1 015 02 025
Sample Instantaneous Frequency

i

(b) Rectangular signal R(n) after Quad Demod (c) Histogram of R(n) with two peaks
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Automate the Interpretation
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Bit-Length and Tolerance Detection

How to determine the Bit-Length?

o Count subsequent samples above/below found center = plateau lengths vector
@ In theory, vector only contains multiples of bit-length; but: interrupted by outliers
@ Set tolerance to maximum of values smaller than 5% of maximum plateau length

@ Merge plateaus based on found tolerance like this:

(200, 53, 3 , 44 ,100) — (200,100, 200)
NS~ =~
Hi Lo Hi Lo Hi Hi Lo Hi

Count how often each plateau length nearly divides other lengths, e.g., for
(40,40, 40, 40, 40, 30, 50, 30, 90, 40, 40, 80, 160, 30, 50, 30) the counts are
Nnear = {30 : 10,40 : 35,50 : 3,80 : 2} so bit-length is 40 (most frequent)
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Experimental Validation
@00

Evaluation with real-world signals

# Manufacturer  Description Mod. Samplerate  SNR Bitlen #Msgs @ Length

1 Action remote (four but- OOK 2MS/s 10.8dB 500 19 11.95 Byte
tons) for a LED light

2 Audi car open command OOK 5MS/s 25.8dB 2400 1 106 Byte

3 Unknown command to sink a  OOK 1MS/s 18.9dB 300 17 5 Byte
bus bollard

4 Brennenstuhl  wireless socket re- OOK 1MS/s 11.7dB 300 64 13 Byte
mote (four buttons)

5 Elektromaten  open command for OOK 2MS/s 16.2dB 600 11 17 Byte
parking gate

6 ESaver remote (four but- 2-FSK 1MS/s 28.3dB 100 12 42 Byte
tons) for a wireless
socket

7 RWE pairing command of 2-FSK 1MS/s 12.7dB 100 18 27.17 Byte
a wireless socket

8 Scislo garage door open 2-FSK  500kS/s 14.6dB 200 8 64.75 Byte
command

9 Volkswagen car open command OOK 1MS/s 32.3dB 2500 1 53 Byte

10 Xavax radiator valve tem- 2-FSK 1MS/s 21.8dB 100 6 231.5 Byte
perature command Q
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Experimental Validation
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Results when additional noise is added

1

Accuracy in %

00

80

60

40

20

| |[—1 - action
— 2 — audi

| |—3 - audi

) 4 — bollard

—— 5 — brennenstuhl
—— 6 — elektromaten

] 7 — esaver
| |— 8 — scislo

1 =9 —-vw

| |—10 — xavax

0

|
20 40 60 80 100

Amplitude of additional noise relative to average signal power in %
November 28, 2019

Johannes Pohl and Andreas Noack Automatic Modulation Parameter Detection In Practice



Experimental Validation
ooe

Why does the accuracy of Xavax (Signal #10) drop so early?

I, | —

(a) Original signal, no additional noise added

(b) Noise with 20% amplitude of mean signal power added

Figure: Reason for accuracy drop of signal #10: The two weaker messages get marked as noise g
when noise with 20% amplitude of mean signal power added is added.
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nterpretation Experimental Validation Going live
[ Jelelele]

f \. /

CCU door lock remote control
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Going live
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Use-case: Attacking a Wireless Door Lock

central (CCU) ’ ‘ door lock remote control

OPEN Command

AES-Key Challenge
i Responsegs_key (Challenge)
new device ACK ~
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Going live
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Adapting parameters live during a recording

@ Parameters like center and noise level can change between recordings (varying
power levels of devices, changed distances, different antennas)

o Attacking stateful protocols: Messages need to be demodulated live

@ Avoid annoying record-analyze-adjust cycles

We have to update noise level and center based on continuously received chunks Cg.

Adaptive Noise Level for received chunk Cgr Automatic Center

receive buffer: perform
Center Detection from
slide 15.

- [0.9: Toeise +0.1- max| Cal f[CRI < Tooe | Once Full message in
T Tooise else

idy
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Going live
0000

Configuring it in the Universal Radio Hacker

¥ Device settings

Device:

Device Identifier:
Channel:
Frequency (Hz):
sample rate (Sps):
Bandwidth (Hz):
Gain:

DC correction:

«

sniff settings

Use values from:

BladeRF

RX1
868,300M
2,500M
1,500M

Apply DC correction

remote_open

Noise:

Center:

0,0200

N Adaptive

Automatic

Samples per Symbol: 500

Error Tolerance:

Modulation:

5

FSK

~

v

omatic Para er Estimation

@ Noise and Center will be adapted
live during simulation time

@ Both parameters do not need to
be manually changed when using
a different SDR or antenna

@ Experimental validation proved
that setting these parameters
automatically is as successful as
setting them manually to the
correct value

9y
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Going live
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Performance measurement

Tested on PC with i7-6700K
CPU®4.00GHz and 16GB RAM

o
N
o

40 60 80
Timestamp

r : :
| | —e— Adaptive noise 19ms 25JMs |
102 |-+ Avomaticcener | /|
@ Devices have time windows in " i 6 ms ]
which they expect a response _g 1073 E
@ Time window here: 200 ms 5 - 1_Lps 179 ps
@ In this time window, we need £107% 8 E
to demodulate Challenge £ i |
and, additionally, calculate = 1075 | -
and modulate correct ; ]
Response | 10-5 ; é
E | | | | | | E

100 &
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Further Steps
©0000

Result of Interpretation for a typical signal

1: Complex Signal H ©® 00 Y-Scale

sample_capture|

oise: 0,0124 =
Center: 0,0079 5 l
Bit Length 100 S I
Error Tolerance: |5 5
Modulation: FSK -
Autodetect parameters -
0 selected | 0,00 ns ‘ -00 dBm 7 Filter (moving average) |~
'd9a7dd2616d '717ad33930a743fd1ce1749d6d0db546d159c6a2bf34c819344493dd93ee1e061fdc50b8d7823efcO [Pause: 29062 samples]
aaaaaaaa67686768f95c6e019567ba21558 [Pause: 846774 samples]
aaaaaaaa%a7d9a7dcde16d279e1e4bc663bad33d72589d47e18b2d95738b06b2ff72dff52b6c2e617b52aae2238b8c1e4dc814dd -a3ac10dd8 [Pause: 9981
samples]

aaaaaaaa9a7d9a7dfc99ff1398fb8 [Pause: 89016 samples]
aaaaaaaab7686768ecc16de20f0c8e57717ad239704f877778b5e7c7716a0 [Pause: 167206 samples]

127686 279e1e4bc6637adf3f5d: 0f3ad3d6’ 60 [Pause: 17974 samples]
aaaaaaaab7686768fc99ff1398fb8 [Pause: 42241 samples]
aaaaaaaa67686768ecc]6de20f0c8e57717ad239716a0dba5e072€9210f00 [Pause: 12358 samples] A IOt Of data
aaaaaaaa67682768fc5c6e0171da0 [Pause: 8400 samples]
aaaaaaaab7686768fc99ff1398fbc [Pause: 34690 samples] to a n a Iyze !
686768ecc16de20f0c8e57717ad2397237eb1d768d0c0dbf6cO [Pause: 13177 samples]

aaaaaaaa67686768fc5c6e0171da0 [Pause: 18053 samples]
aaaaaaaab7686768ebc16d279e1e4bc6637adf3f5366ccc336063098b51b18 [Pause: 17040 samples]
aaaaaaaa67686768fc99ff1398fb8 [Pause: 30671 samoles] e

Signal View: Analog

v Show Signal as  Hex
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Further Steps
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Example Protocol: Communication between two Smart Home Devices

Protocals | Paricipants wsearch [ </ 1 <o dBm Timestamp: 20180319 164223985527 (+2575us) kel |1l
¥ ot assigned 112 3 45 6 7]8]9 10|12 131415 16 1718 19 2|2 2 2|22 2 2|2 2|03 32 B34 b 36]37]B 3]
SCINS) 9 0 b 2 4 6 4 0 3 9 2 7 3 1 0 1 ¢ 0o 2 1 1
e aa s s oaas s 9 coae ¢ s a ¢ e ¢ e
a a s s a a s a e 9 cae 9 coa 112 4a 0023101 coc 39 27 coc 0 43 f
a a a s a a s a e 9 ca e 9 o a 1924 a 00339 27 coc 3101 coc b0 oc s
a a s s aa s a3 e 9 coae 9 c a0 e 2 48 0023101 coc 39 27 cc 008 9
aa s s oaas s e c a e 9 c a0 b 25 a6 4039 27 coc 3101 coc 0109
a a a s a a s a e 9 coa e 9 coa 112 a 00 23101 ¢ ¢ 9 2 7 ¢ c o0 41 ¢
aa s s aa s s e 9 coae 9 c a1 9 25 a0 0339 27 coe 3101 cc 93 24
View data as: Hex - a a a a a a a a e 9 c a e 9 ¢ a 0 e 2 5 8 0 0 2 3 1 0 1 c¢c ¢ 3 9 2 7 ¢ ¢ 0 0 4 f
Decoding: | Non Retum To Zero (NR2) - a a a s a a a a e 9 ca e 9 ca 0 b 26 a6 4039 27 coc 3101 coc 0109
Decoding erors: No message selected a a a s a a s a e 9 c a e 9 c a1 126 a 0023101 coe 39 27 coc 0 41 c
Mark ifs inprotocol
pret a a a a a a a a e 9 c a e 9 ¢ a 1 9 2 6 a 0 0 3 3 9 2 7 ¢ ¢ 3 1 0 1 ¢ ¢ 9 3 2 d
Show oly difs i protocol
a a a s a a a a e 9 ca e 9 coa0 e 2680023101 coc 39 27 coc 0 0 4f
Show ony Isbel in potocol ” 5
Analyze Protocol s Hex Decimal 0 column(s) selected
Message types Labels of Defauit
Name €an Name Color Display format Oder BByl Value

V Default &

4 Add new message type
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Further Steps
©0®00

Example Protocol after hitting the Analyze Protocol Button

] 66 (c) are 9 9 b 2 a4 6 4 0 NSSNSRNA 1 0o 2 1
V. Socket (S) [3101cc] L e 9 ¢ a e c a 0 a 6 c ¢ 3 0 1 ¢ ¢ 0
BN s BB
Decoding: Non Return To Zero (NRZ) ~ a a a a a a a a e 9 c a e 9 c a 0 bEANENa: o 4 o [SNSN2EFNENe 3 1 0 1 e e 0 1 0
B B e
V' Default # | |V preamble o e MSB/BE 10101010101010101010101010101010
V' Inferred #1 #° |V synchronization | e MSB/BE 11101001110010101110100111001010
V' Inferred #2 # |V length W Decimal Mse/BE n
W source address W Hex MSB/BE 3927cc
 destination address Wl Hex MSB/BE 3101
V. checksum W Hex MSB/BE 5d10 (should be 5d10)

< Add new message type

Published at USENIX WOOT 2019 [4]
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Further Steps
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Conclusion

Contribute a multipart system that detects modulation parameters (modulation
type, noise level, center, bit-length and tolerance) of a wireless signal

Each parameter is returned so it can be fine-tuned afterwards, if needed

Speed up security investigations and lower hurdle for wireless hacking beginners

Aimed at proprietary protocols with unknown modulation parameters operating on
frequencies such as 433.92 MHz or 868.3 MHz usually using binary modulations

(]

Basis for future automations such as automatic protocol field inference

Future work is support for higher order modulations
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Further Steps
ooooe

O https://github.com/jopohl/urh/releases {\ 5@

@ E-Mail: Johannes.Poh190@gmail.com
E-Mail: Andreas.Noack@hochschule-stralsund.de

@ Slack: https://bit.ly/2LGpsra
o GitHub: https://github.com/jopohl
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