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YURY CHEMERKIN

| have 10+ years of experience in information
security. I'm a multi-skilled security expert on
security & compliance and mainly focused on
privacy and leakage showdown. Key activity
fields are EMM and Mobile &, Cloud
Computing, IAM, Forensics & Compliance.

| published many papers on mobile and cloud
security, regularly appears at conferences such
as CyberCrimeForum, HackerHalted, DefCamp,
DeepSec & DeepSec Intelligence, NullCon,
OWASP, CONFidence, Hacktivity, Hackfest,
HackMiami, NotaCon, BalcCon, Intelligence-
Sec, InfoSec NetSysAdmins, etc.

LINKEDIN:
HTTPS://WWW.LINKEDIN.COM/IN/YURYCHEMERKIN

TWITTER: @YURYCHEMERKIN

EMAIL: YURY.S@CHEMERKIN.COM
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FORENSICS TOOLS. ADVERTISEMENT IS A

MOST SCARIEST THING IN THE WORLD ©
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SECURITY NOWADAYS.
FORENSICS DIRECTION
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PRIVACY & RISK MANAGEMENT
LOGIC

® Cornerstone accounts

Email accounts

“Sign-Up/In via” accounts

® |nterconnected accounts

Cloud & Storage accounts

® “Keychains” & encrypted disks

App servers

Finally, data



e
CORNERSTONE ACCOUNTS mk

WhatsApp Google Google Android  Google Bookmarks Google Calendars  Google Chrome Google Contacts

Backup Cloud Data
& P -~ - N
e
Google Drive Google Fit Google Home Google Keep Google Location Google Mail
History

f~ % c .. (

J rw- i @
Google My Activity Google Photos Google Tasks Line Google Viber Google

Backup Backup



EMAIL & SOCIAL
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EMAIL (LACK OF) SUPPORT VIA IMAP4

Validated Validated

L Mail (MAF)

L Mail (MAF)
L Mail (MAF)
™ Google Mail
L] Mail (M)
L] Mail (1v4P)




OUTLOOK/EXCHANGE SUPPORT

.

Monday, 23 Septemk

TpebyeTca AencTBME ANA ABYXLLAroBOW NPOBEPKM

o' OAA¢ 1 YUETHBIX 3anMcer Maikpe

YuyetHas 3anuce Maikpocodr

BaMm HeobxoaMM Maponb Npuao

Approve sign-in?

yury.chemerkin@outlook.com
7CHDL

Deny Approve

AKpocodT Npwu

N yur****@outlook.com AByxlWarceyo Npoeepky, 4ANA paboTel CAegyoWMK NPUACKEHWUA U
. MESSAGES 6m ago HANOMWHAHKE BCEMW CNOCODAMM, YKAZaHHBIMM B CEEASHWAX 41 3aLUMTEl BaLLEH YUeTHC
Microsoft el NPUNOXKEHWI, MLl MOMOXEM BaM CASNATL 3TO.
[nsa paboTbl C BaWMMM NPUIOXKEHUAMW N YCTPOWCTBaMM BaM Knaccuuecko nowenune Outlook gaa MK wan Mac
HeOo6X0AMM HOBbIV Napo/b NPUIoXKeHUs. [lononHUTeNbHbIe Moutoekie NpuaokeHus Ha yerpoidctee 0S5, Android wan BlackBerry

ceefeHus: https://account.live.com/APHelp Office 2010, Office 1 WA Gonee paHHHX Bepcuii

cankBom, KnHoctyaua, Mouta)

Windows Phone 8§ wnwn Gonee paHHeld Bepcum

HacTpouT: MOW NPUACKEHNA W YCTPOMCTEA

Live Calendars Live Contacts OneDrive Windows Phone
Cloud Data

A YUETHEIX 3annceid MadkpocodT



Amazon Alexa Google Android  Google Bookmarks Google Calendars  Google Chrome Google Contacts

Cloud Data
v ‘ M) {,.
a WV 10
Google Home Google Keep Google Tasks  Huawei Cloud Data  iCloud Calendars  iCloud Call History
B

A%

iCloud Contacts iCloud iTunes iCloud Motes iCloud Safa > 4 ‘F’ﬂ
- - < ’ ‘
Store Bnnkmarksb - ’ ' w( p <,
WhatsApp Google  WhatsApp iCloud Box Dropbox Google Driv

E @ - -
Live Contacts Mi Cloud Data Samsung Cloud Samsung Clo : .
Backup Data % \ @

iCloud Backup i0S iCloud Drive Line Google OneDrive Viber Googl
112+ Backup Backup



CLOUDY DATA. EXTRACTION

v [ategories

Account

. BlackBerry SM5 Backup
B os
l EnpassBackupsManual
* HTC Backup
* RunGap
3 HD_DEV
* SMSBackupRestore
# Enpass
3 MAMP PRO
’ # AttidoMobile FassWallct
# ABBYY FineScanner
* ClockworkMod Carbon
n sms.xs
. SMS Backup BlackBerry.xml
. SMS Backup BlackBerry-fixed xml
. BlackBerry SMS Backup.xml
. BlackBerry SMS Backup-fixed xml

1/3/2014 5:14 PM
12/31/2018 5:51 PM
4/11/2019 6:35 PM
10/17/2019 4:23 PM
10/17/2019 4:34 PM
10/17/2019 4:49 PM
10/17/2019 5:04 PM
10/17/2019 5:17 PM
10/17/2019 5:20 PM
11772019 5:31 PM
10/17/2019 9:49 PM
10/18/2019 6:48 AM
11/15/2013 3:54 PM
11/15/2013 3:54 PM
11/15/2013 3:54 PM
12/12/2013 %:51 PM
12/12/2013 %51 PM

&

Categories

&

[l

&

&

&

&l

&

&

[l

&

Apply for all services



RUNGAP APP.
AN INTERFACE FOR DATA EXCHANGE

v b4 4
DROPBOX SPORT HEALTH DATA BODY ZIPPED FILES
SUPPORTS ACTIVITIES MEASURES

®

ROUTES MAPS



RUNGAP — DETAILS

® Analytics, 3" party sdk — Google, Facebook,

® Network

® Dropbox support to exchange & store data — highly

detailed files with a source info

® Some general activities data is available but mainly

transfer as zipped files

® Examples are on next slides



RunGap
Il rame

L2 ) -42 PM_hk_155221
6-22 PM_hk_1552
6-12-20 AM_hk_155227
PM_hk_155
PM_hk_155

=
=

-§=3 https://api.dropboxapi .com

=[] files

E create_folder

E create_folder
list_folder
search
search
search
search
search
search
search
search
search
search

-|1t| search

K

E create_folder
list_folder

a create_folder

a create_folder

----- list_folder FErdmmd mmans

" untry ": null

MName B T .
Bw EE

[[72019-03-10_1-29-42 PM_hk_15522
LT 2019-03-10_1-29-42 PM_hk_15522
LT 2019-03-10_1-29-42 PM_hk_15522

-] athlete
activities
activities
= uploads
2067806745
2967306793
2967806767
2067806305
2967306330
2967806855
2967800877
2067806903
2967806930
2967806943
2067806966
athlete
uploads
uploads
uploads
uploads
uploads
uploads
uploads
uploads
uploads
uploads
uploads
athlete
! athlate

|{"ﬁiﬁle":"ﬂigh Intensity Interval Training®,™description™ ™HIIT for 1:34:39-hr","source™:"HealthKit", "startTime":{"time":"2019-03-10T10:29:422"},"distance™:(, "duration”; 5670, 93082292448
:0,"max3peed™: 0, "calories": 747, "avgHeartrate™: 100, "maxHeartrate™: 57, "avgCadence™: 5, "naxCadence":
,"internalName": "HIIT", "sourceName":"High  Intensity Interval .-Training"}, "sourceId": "hk 13522137
,"avgladence™: 22, "maxCadence”: 51, "avgheartrate™: 100, "maxHeartrate”: 157}], "services": {"autoshare": {"days":

,"steps™:

,"elapsedTime™:

3,"elapsedTime™: 5678, 938822746277
'

,"elevationGain":(, "elevationloss™:(, "minElevation": 0, "maxElevation”:0,"1aplength™:0, "activityType": {"internalId":
laps™:[{"startTime":"2019-03-10T10:29:422", "distance™:(,"duration”:

,"avgSpeed”

,"avgSpeed™:
,"noprompt":true}, "services":[{"autoshare":{"target":false, "targettypes™:[],"source":true}, "inport": true, "name":"strava”,

"friendfeed":true}, {"autoshare": {"target™:false, "targettypes”:[],"source”: true}, "import™: troe, "name": "health”, "friendfeed":true}, {"autoshare™: {"target”:false, "targettypes”: [1, "source":false}, "import":true, "name": "nike4",
"friendfeed":true}, {"autoshare":{"target":true, "targettypes™:[], "source”:false}, "import"™: true, "name": "dropbox”, "friendfeed”:true}]}, "appversion™: 2,22 (383)", "swag": "Purchased 2019-04-056:25:35-AM +0000 Expires-2020-04-07

6:25:35 2M. +0000"}



RUNGAP — DETAILS

.........................................................

® Analytics, 3 party sdk — Google, Facebook, mocuveNT

® No useful backup data EYPORT

. . . .. ZFRIEND

® Activity — Raw data with geo and activity type ZFRIENDACTIVITY
ZGEAR.

® LAP —similar data items like above ZLAP

ZMAPFIMGERPRINT

ZPATH

ZRAWDATA

. . ZTHUMBIMAGE

® Also Mapfingerprint, path, raw data tables > 1GEAR

| £_METADATA

® Thumbimage — route with a map background

contains raw data

ZTIMEZONE ZTITLE

ZAVGSPEED ZDISTANCE ZDURATION  ZELAPSEDTIME  ZLAPLENGTH ZMAXLATITUDE MAXLONGITUDE ZMAXSPEED  ZMINLATITUDE ZMINLONGITUDE

Europe/Moscow Petrovsko-Raz...

Walking

High Intensity ...



DATA ACQUISITION

1]

® Ability to stop extraction process
® Mosaic data types

® Network retrieving data issue



FORENSICS. UNSTOPPABLE ACCESS
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New device sign in

o
on the following device. Please
h Sep 23, 2019, 10:04:02 PM GMT+4
Russia
f " ’ fi i he Moscow
Fvpe >~ iIPhone
95 24 122 247
= : : LAAR ASREE sl L s L
We Noticed a Nem.‘ Login, 100% Completed
yurychemerkin
=) - yurychemerkin
- 25% ks Downloading L
99 173 0 X 0 g 0 W 0 200 0

=
Apple iPhone - Instagram app - Moscow,
Russia
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MAIN OWNER DATA

+7(985) 171-91-22

Yury Chemerkin

Chemerkin Yury
yury.chemerkin@yandex.ru
yury.chemerkin @gmail.com

+79261230008

229215300015357952

.ok.rujprofile/

.chemerkin

TamMTamM - 4aThl M KaHane!
Yury

Chemerkin

yurychemerkin

Yury Chemerkin

WYRN

yury.chemerkin
410011424745305
yury.s@chemerkin,com
yury.chemerkin @idoud. com
AAARXWHPSwW

r .comPriy

r.com/YuryChemerkin

lus. google. com fu o)

Commen information

Apple iPhone XA

Apple

BD45A3298793
1CD2E2CE-DD78-47D1-8079-1BA0 13927DES
S7D55248-D786-46E2-89AE-DTESDSAFFEDD
B98455CE-F3EE-4B05-A4DE-A2A41924BFEF
D1F2DCAC-877E-465E-8630-FD 18 1AB54203
00003020-00 1A01382041002E
wanderer.star @gmail.com
yury.chemerkin@icloud. com
yury.chemerkin@icloud.com
yury.chemerkin@icloud.com
B89701010061184254081
89701010061154254081

Russian Federation (250)

+7 (985) 171-91-22

iPhone XR

12.9.0

Q0N EECOE

®
©

%

653459050

yurychemerkin

u12bcs 1d5b2ebd594989d6440303 2769
ACoAAAYdYQkBaPgNtO_k7low ITXgdh\WxsSRYy-1

yury_s177

.facebook. comfyury.chemerkin
100001827345335
yurychemerkin

yury.chemerkin
v  Syncdata

* Host N21

PrivacyMeter
Kotovsk
Moscow “ Host N22
Russia, Moscow

28a Poskonkina, 124 “ Host N23
Mockea

Russia

08/05/1388

v Disk usage N21

o-
RU
Male

184cm

DESKTOP-KCF8MI5\YurySchemerkin
HeEee

HOME
3/15/2017 6:51: 12 PM

Windows 10

Titanium plate on the humerus, from elbow to almost end of biceps (right hand)

I'm experienced in Reverse Engineering, Programming, Cyber & Mobile Security Researching, Documentation, Cloud Security, Secu...

Cofiepu Brex Apy3ei B 0AHOM MECCEHAKEDPE
Available

410011424745305

87.4000015258789 kg




ENVIRONMENT DISCOVERING

Extraction info

v Categories

w

\WiFi connections
Bluetooth connections
Locations

Reminder

Export
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il
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50:13:95:7A:04:35
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FC:F1:36:32:01:38
FC:F1:36:32:80:91
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FC:EC:DA:D2:71:64
FC:AB:9A:ED:12:30
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FC:8F:90:96:FA:ET
FC:8F:90: 1A:46:DF
FC:4B:17:A1:64:D2
FC:4A:09:55:20:FC

Random
Random
Random
Random
Random
Random
Random
Random
Random
Random
Random
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Random

Random

type Device name
Yury's AirPods
MITV-MS5P0
Yury's iPad
MI Band 2
Mi Band 3

MI Band 2

MI Band 2
Mi Band 3
MI Band 2
My IQOS 2.4+

[TV] Samsung
LICK

IBL Flip 3

JBL Charge
IBL Flip 3

FT-5 2DFC

Headphones
FDA
FDA

KR AR R R ERRERR-RE-REAE-R-ERE

ki
i

[l n]

ASLS

ASUS_Home_plus

RZD

ASUS_Home

Otopeni Airport

Free WiFi Bestvalue
AFI_FREE
=FrecWiFi@sweetSide **
ViaMilano., WiFi
Biblioteka FREE
Minerva-Guest
ManJing-Guest
Dominium_FreeWiFi
DefCamp Public_
DefCamp Public
Meridian314

Bjorn

BG-Free

E.H.DINER.

#DXEB Free WiF
EMALA_FreeGoWiFi
Taal Vista Hotel
Starbucks_Beeline_Free
Yakitoriyva

OBIT - Tokyo City Free Internet
Aa Inflight

Google Starbucks
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DATA ACQUISITION VIA ‘NETWORK’

P Cardrona Hotel

From Chemerkin Yury Chemerkin Yury
«16998743> v Contacts
To Cardrona Hotel ] Mone
1337440;
: ” Cardrona Hotel
Photo 2838598143,jpg
Booker name Chemerkin Yury Gutenberg Hotel
Booker email yury.chemerkin@gma... . s Hotel Des Roses
Last four digits 5497 Hotel Elite
Price 1890
Booking site 3438 Email 2838598143-ufff.cdoy.uv... Hotel Europa
confirmation Phone number  -843-4438153 Hotel Razvan
number Website https://wuw.booking.com/ Hotel Sgnel
Source type web hatel/nz/
Booking total 1890 cardrona-cardrona.html Kino Hostel on Vybargskaya
cost Address 2312 Cardrona Valley Road, Ladoga Hotel
ID 2838598143 9382 Cardrona Oceanside Hotel and Suites
Checkout 8/8/2019 10:168:28
ech (_)u Company Cardrona Hotel Residence Bellevue
period AM-Cardrona Hotel Hotel checkin 14:00-21:00
Hotel checkout 07:30-10:00 Station Hatel Premier 510

Language code en
Room count 16

‘fou have 4 new notifications
Bl

P-d6ed-466a-901f-aa564eed...

. 4de2f425-233-40c2-a041-dd23992b...

MName 4de2fd25-2f33-40c2-a041-dd239..,
Type [l Image file “PNG"
Category Images
Size 33.9KB
Dimensions 540 x 200
Full path /coud.uber.data/~79851719122/ (r?\
Maps/
4de2f425-2f33-40c2-a041-dd239... L1506 e4-366a-001F-aa5E4...
SHA-1 Hash Dbf622d5557f663e04689ab3759fbb... nage file “IPG"
es
B
479
d.uber.data/+ 79851719122/
ars/
#450-ded-466a-901f-aa564...
37ed5%fed0bB30386c7cBd%a...

098b0f4126fcc8827e83b34a749911D...

Name
Type
[Category
Size
mensions
Full path

|A-1 Hash

Vertical Aparthotel

Waiorau Homestead

v Sources
B Booking.com

098b0f4126fcc8827283b34a7495...
=| Image file "JPG"

Images

53.9KB

599 % 337

Jeloud.social twitterNEW,
yurychemerkin/Files/
098b0741267ccBB2Te83b34aT49%..,
12ca26adfb068c382e6458d32a8f...

L, A

v (Categories
¢ Accounts
v yury.chemerkin@gmail.com
= Payment methods

Search history

= | Reviews
v le= Bookinas
Seleting - & 7

0w J0IR FLAENT WD

¢ L Twitter YuryChemerkin
¢ EJ Twitter YuryChemerkin

' I Uber

Uber  yury.chemerkin@agn

% Oxygen Forensic® JetEngine (USE license)

4 Accounts and Pass. ..

: Contacts - Cloud ba... Files - Cloud backup...

w | (7Y ExtractuithCloud E

A
v Type 2 g i O Serviee ~

[53] Password 1

ount

[ = Booking.com yury.chemerkin @gmail.com

2 Token 1 ) = Booking.com yury.chemerkin @gmail.com
yury.chemerkin@agn|
Chats Timeline Soda
67 A 5 7~ Type Status  Cardholder name  Last four digits Expiration Is business 1D
1 MasterCard active  Yury Chemerkin 7193 092022 Mo 1829322952
66 MasterCard active  Yury Chemerkin 5497 10/2022  Yes 1849645642
3 American Express  active  Yury Chemerkin 6699 10/2022  Yes 1849646573
10
5
48
Q .
(]
(1]
Waiorau Homestead
& -
= Hotel Razvan =
Hotel Signal Vertical Aparthotel Hotel
Hotel Des Roses
m E
S Kino Hostel on V.
Gutenberg Hote! Chemerkin ury
= *
Cardrana Hotel it &

Oceanside Hotel a... Residence Bellevue
Station Hotel Prem...

Ladoga Hotel



DATA ACQUISITION VIA ‘NETWORK’

" Find text...

v Categories

=l A AN ~  User name Last activity time stamp (UTC) Auth token uID

Accounts YuryChemerkin A ) 228665333-PHUNKIFI0d 12GsEHylxa828m 1PQxp7cDePrRkO3R. 228655333

438988

7204597109279211

PrivacyMeter

53, 82299

- Categories

S Account

* ») Media statuses
i, Contacts

WhatsApp

4v (Categories
1 v Account
Info

v (Categories

Accounts

~
r

w yury.chemerkin@gmail.com

Web histary 29,838

~ U Contacts 922
O whatsapp 380 v Notes Addresses ¥ Bookmarks 9
B2 Phonebook 542 v 1, Title of the text note ; 37
. v Tabs 37
A4L Group chats info 5 . Pa‘fment Inﬁj D
~ > Chats S General info [ General 37
AL Private Text content '_| Reading list 1
XYL Group
- . calls Attachments Top sites 32
w O Private v (ategories 443 — a1
AL Priva €9 | =7 Activity hlstﬂr‘,l' B
FI051210634 (H Account 1 —
Shared data 1,727 - 3 4 W Cache 5
O) Locations 14 | Categories 4w (ontacts 44 G Fil
P Photos Account 1 0 Phonebook p L les 5
. Others Contacts 86 = Cookies 73
(74 Cookies | Logs 1

Mosow  Mosta L2787
Moston  Moskva

Petrovsko-Raamovsidy proyezd, 23, Housng 1

Abramievsiaya Ui, 14, Housing L Abramtsevsiaya ul., 14

KRS @

Staryy Petrovehe Razumoveky proyead, 123, Buldng 1 Staryy Petroveko Raaumovdiy prd, 1/23c1, Moskva, Pussia, 127287 Mogia  1I7HT  StaryyPebovchoRaamovddyproyed 123 1




STRAVA

Extraction info Export «

had

(Categoties 111 GOOGILE,
CRASHLYTICS,
Account i FACEBOOXK,
i N ZENDESK,
Cache 10 |IO.BRANCH

Images

Cookies

i

NETWORK
DATA IS
PROTECTED
FROM MITM

\

GEO DATA IN
BACKUPS

2= &

CREDENTIALS, SPORT GEAR
PROFILE AND MEASURES IF IT

MEASURES EXISTS
L 4
£ D
ZENDESK PHOTOS
USERID & TAKEN BY
TOKEN USERS ON
+ BASIC CLOUDFRONT

PROFILE

il

MAINLY KEEP
ON STRAVA
SERVERS



STRAVA — DETAILS

® Analytics, 3™ party sdk — Google, Crashlytics, Facebook, Zendesk, io.branch
® Network:

® Traffic is generally protected by certificate (Pinning), however developer API
doesn’t have it as a built-in feature

® Protected credentials, profile and measures related to runs, walking stats sync but
aren’t correctly incorporated to overall stats (not supported over years)

® Gear measures if it exists

. +fjcdn-1.strava.com |
® Mainly keep on strava servers <unknown:>




STRAVA — DETAILS

® Geo Route details Documents\ *.stravactivity

® wp: 1at:55.899412; long:37.575460; hacc:64.000000;
vacc:63.175690; alt:187.060074; speed:4.348559;
course:124.105452; +:1554864639.673529;
dt:1554864639.612675

® 7Zendesk UserlD & Token

® \Library\Preferences\com.zendesk.core.identity.plist

auth_token fO0faf02bib21c5f13122c1alav6a el 24df 5d943 7755242287 ed 1b7a13505a2

g AN @

t"_i'-.-'-.-'t":-["tn:n ken":"39567339.fc154a5cedb5alab3dbfaed94f22bd" |}



STRAVA — DETAILS

® Photos taken by users
® \Library\Preferences\ com.strava.stravaride.plist
® + basic bio

® Full Name + email

dict

string
string
string

string
string




DISK ENCRYPTION & PROTECTION




DISK PROTECTION — LAST MILES IN

PROTECTION

computers

v Connecting to the remaote host DESKTOP-KCFEMIG...
v Copying service to the remate camputer...

Q E stablizhing the zervice on the remote computer. .
@ Failed to open SCH: B, Access iz denied..

ard — pod

Volume Password

Password: | 3 |

Confirm: | . |

[Juse keyfiles
[ ] pizplay pazsword
IUze PIM

It is wery important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @~ =5$* +
etc. We recommend choosing a password consisting of 20 or mare

h- characters (the longer, the better). The maximum possible length is 54
characters.

ypt

MY YeraCrypt Velumne Creation Wizard

L 1

VeraCrypt-

Volume PIM

Volume PIM: Remember Mumber to Mount Yolu
[ Display PIM

PIM (Personal Iterations Multiplier) is a value that controls the n
of iterations used by the header key derivation as follows:
Iterations = 15000 + (PIM x 1000).

When left empty or set to 0, VeraCrypt will use a default value
that ensures a high security.

When the password is less than 20 characters, PIM can't be sm;
than 485 in order to maintain a minimal security level,

When the password is 20 characters or more, PIM can be set to
value,

A PIM value larger than 485 will lead to slower mount. A small P
value (less than 485) will lead to a guicker mount but it can redu
security if the password is not strong enough.

Information on PIM




ADMINISTRATION PRIVILEGES ISSUES

AL AT A eI

ppData Roarning Oxygen Software

B Name - Date modified Type Size
l 3773430512982 9/23/2019 201 PM File folder
l 3773430771087 9/23/2019 &:06 PM
B oew 9/27/2019 8:06 PM
B InternalTest.dat 9/21/2019 8:47 AM DAT File You don't currently have permission to
. OuxyKeywordLists.dat 9/23/2019 9:11 PM DAT File : access this folder. )

Click Continue to permanently get access to this
folder.

The application has encountered a problem. We are sorry for
the inconvenience.

® Continue Cancel

Error occurred

IZ:.ar'l ouit epe Hiee ST Pt ming\DxygenEngine - The application has encountered a problem. We are sorry for 9

i AFE-2C3 3 ke 55 IS5 = ;
o 4EF-2C3 - WCCESS 15 the inconvenience.
denied.

Please tell us about this problem. 1 Cannot open file "CA\Users\YuryS\AppDataiReamingh enEngine
We have created an error report that you can send to help us improve \Desktop.settings”. Access is denied.
application. We will treat this report as confidential and anonymous,

To see what data this error report contains, click here. Please tell us about this problem.

re We have created an error report that you can send to help us improve

What were) B E e L L e R, S

ek | application. We will treat this report as confidential and anonymuous,
boost:f nustatus: Access is denied: "C: To see what data this error report contains, click here,

9 \Wsers\YuryS\AppData\Roaming\Elcomsoft\Elcomsoft Phone Password What were you doing when the problem happened (optional)?
Breaker\PasswordCachexml"




MEMORY PROTECTION AGAINST DMA

ATTACKS

Windows Security

“—

5
R

Home

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options

Core isolation

Security features available on your device that use virtualization-based
security.

Memory integrity

Prevents attacks from inserting malicious code into high-security
processes.

@ > or

Learn more

Memory access protection

Protects yvour dewvice's memory from attacks by malicious external devices.

Learn more

Available Physical Memory
Total Virtual Memary

Awvailable Virtual Memory

Page Fila Space

Page Fila
Kernel DMA Protection
YWirtualization-based security

4.14 GBE

21.0 GE

340 GBE

5.08 GB
Chpagefila.sys
On

Running




FORENSICS. DEVELOPED IN A

T e e T IS A7 I

[MCV resume CV] DC7TQASN2276VDAQMQZIQKETCGXNSHE7Q=
[Merypto] HEGFKA4RYPHTRGZNBB2P3AYBFPNG66JANM3DJS5Q=

[!!Music] KFL3XMPG2ESBMKITX55MXJ3AWFLEBCKZ324610CZWY======

["'Video] il e
3 anresL. Json
[MAM]
[M'science] manifest.json
v (W) al
v [d] PowerPoint
v | (4] 1 2 items 2| market
26 mask.json
[2B] ¢ | masterkey.ayptomator
e ¢+ merchantimages.json

Vaulttest

6 PM - 2 items

I aoamMmonNn®»

merdnantdmages. json

N N NN

2K] Word e s

e 21.09.2019 - 1 item ’

2N] &% | meta.json
'-‘_:1‘. metadata. i<nn



UNSUPPORTED OF PROTECTED FF

o =
v, @ Firefox
Total size: 32.35MB
Web forms Bookmarks Cookies

Data: [&| Passwords History Web forms Bookmarks

Cookies Local storage
7 & d

E:jportable test/FirefoxPortable/Data/profile
a: [] Passwords Hiztory Web forms Bookmarks
Cookies Local storage

Cpera Telegram Desktop Uinigram

Firefox iCloud for Windows Internet Explorer
Wickr Me Microsoft Edae Skype

Windows Mail Outlook Thunderbird
Vault System information

iadmin/AppData/Roaming Mozilla Firefox Profiles jgSxkasle . Default User on Disk C

ers/Admin/AppData/Roaming Mozilla Firefox Profiles fzs4diabn. default-release

= [I:] BD-ROM Drive

B [):] Seagate Backup Plus Drive
. [K:] Seagate Backup Plus Drive
s L] Local Disk

= (V] Local Disk

- [M:] Evrnt

Moszilla
Windows WLAN |
Jio Cloud

Viber
[et]
[11]

[sc]

[Downloads]
v T[Profiles]

[bockmarkbackups]

[browser-extension-data)

[cacheld]

[crashes]
[datareporting]
[extensions]
[features]
[gmp-gmpopenhl6d]
[gmp-widevinecdm]
[jumpListCache]
[rinidurnps]
[OfflineCache]
[safebrowsing]
[sessionstore-backups]
[startupCache]
[storage]
[thurmbnails]

[weave]

~ | #MName

&I
[bookmarkbackups]
[browser-extension-dz
[cachel]

[crashes]
[datareporting]
[extensions]
[features]
[gmp-gmpopenh2éd]
[gmp-widevinecdm]
[jumplListCache]
[minidurnps]
[OfflineCache]
[safebrowsing]
[sessionstore-backups
[startupCache]
[storage]
[thumbnails]
[weave]

LT addons
addonStartup.json

uj"ﬁlternateServices

|Z blocklist

LT broadcast-listeners
certd

| compatibility

LT containers

content-prefs

cookies

cookies

cookies

—



BROWSERS OPPORTUNITIES

Features / Firefox Chrome IE & EDGE Safari Opera +
Browser Game FX
Self-hosted + - s s s
Sync storage

Self-hosted + - - - -
Accounts

EMM /| MDM | Windows Side | Windows Side + MacOS Server -
Policies only only Side only

Mobile No encryption | Encryption by | No encryption | No encryption -
support user-password

without
recovering this
key




ARTEFACTS ON DESKTOPS AND
LAPTOPS

® iTunes backups, except

® Content from the iTunes and App Stores, Apple Books, Media Content synced
from iTunes

® Data already stored in iCloud, like iCloud Photos, iMessages, and text (SMS)
and multimedia (MMS) messages

® Face ID or Touch ID, Apple Pay information and settings, plus Apple Mail data
® Activity, Health, and Keychain data (without iTunes password)

® Saved passwords
® Email account

® Avuthentication tokens



CREDENTIALS COLLECTION

® Keychains: Credentials Manager for Windows, Keychain for

MacOS

® Browsers Credentials: Chrome, Firefox, IE & Edge, Safari,

Opera, Yandex
® Email accounts: resetting accounts, sent password via email

® Tokens & Paired records: bypassing credentials & authorization

needs

® Cornerstone accounts’ credentials: various limitations to

manage account & credentials



PASSWORD MANAGEMENT ISSUE. *
Y2017 REPORT P

® The average business employee must keep track of 191
passwords, according to a report from LastPass.

® According to the report, 81% of confirmed data breaches are

due to passwords.

® And the average 250-employee company has 47,750
passwords in use, the report found

® Only 27% of businesses have enabled multi-factor
authentication to protect their password vaults, LastPass found.

® https://www.securitymagazine.com/articles/88475-average-
business-user-has-1921-passwords



https://www.securitymagazine.com/articles/88475-average-business-user-has-191-passwords

PASSWORD MANAGEMENT ISSUE.
MAPPING TO USER CREDENTIALS’ USE

CASES.

N

Screen lock
password

=k

Screen Time
password

iCloud
password

{}

One-time
codes

iTunes backup
password

L0

Lockdown
records



PASSWORD MANAGEMENT ISSUE.
MAPPING TO USER CREDENTIALS’ USE CASES.

® Screen lock password (= iPhone passcode)

® iCloud password (= Apple Account password)

® iTunes backup password (= local backup password)

® Screen Time password (secures device, account, and changes)

® One-time codes (2FA passwords shared across account-linked

devices)

® Lockdown records: In iOS 9, if a pairing record hasn’t been
used for more than six months, it expires. This timeframe is
shortened to 30 days in iOS 11 or later.



PASSWORD MANAGEMENT ISSUE.
SCREEN LOCK PASSCODE.

~
— LN
Ull ",’
Unlock the device USB accessories Device pairing & Change account
local backup password & trusted
phone number
- - ~
C a — Q
S

Reset local backup View passwords Access certain types Physical analysis
password saved in the keychain of data from iCloud



PASSWORD MANAGEMENT ISSUE.
SCREEN LOCK PASSCODE.

® Unlock the device & Connect to USB accessories (unlocking the device disables USB
restrictions)

® Pair the device with the new computer and make a new local backup

® Change the iCloud password and trusted phone number (only on 2FA accounts; one-time 2FA
password not required)

® Reset (remove) the iTunes backup password (if Screen Time password is not set)

® iOS 13: Change or set new iTunes backup password, Update iOS & Reset the device to
factory settings

® View passwords saved in the keychain

® Access certain types of data from iCloud (iCloud password and one-time 2FA password
required). This includes iCloud keychain, Health data, synced messages, Screen Time data

® Perform physical analysis. If the device screen lock passcode is known and there are no
Screen Time restrictions on installing apps, then jailbreak, extract the file system and decrypt
the keychain are possible. The keychain contains the Screen Lock password and the iCloud
password among other things.



PASSWORD MANAGEMENT ISSUE.
ICLOUD PASSWORD.

C = O

Reset device via Sign in, Authorize Some data from Account, Device Remote location,
Recovery mode App Store iCloud without Lock, Find Device, lock & erase,
purchases, app 2FA, more data Factory reset Change Account &
updates with 2FA, much cloud password
more — 2FA +
screen lock

password



PASSWORD MANAGEMENT ISSUE.
ICLOUD PASSWORD.

® Reset device via Recovery mode, then enter iCloud password
when prompted during setup

® Sign in, Authorize App Store purchases, app updates

® Extract some data from iCloud without 2FA, more data with
2FA, much more — 2FA, screen lock password

® Sign into Apple Account, Disable iCloud lock, turn off Find my
iPhone, perform factory reset

® Remotely locate, lock or erase devices via Find My (even for
2FA accounts, one-time 2FA codes are NOT required)

® Change your Apple ID/iCloud password, Sign in on Apple
devices to make them trusted



PASSWORD MANAGEMENT ISSUE.
ITUNES PASSWORD.

cC O

Restore the original or Backup to get Screen Backup to get password
new iOS device including Time or Restriction from backup
keychain passwords password
appleid.apple.com

www.icloud.com
idmsa.apple.com
id.apple.com

secure ] .store.apple.com
secure2.store.apple.com
mapsconnect.apple.com
daw2.apple.com



PASSWORD MANAGEMENT ISSUE.
ITUNES PASSWORD.

® Restore the original or new iOS device including keychain passwords

® Analyze the backup and obtain the Screen Time password (iOS 12
only) or the Restrictions password (older versions of iOS).

® Analyze the backup and obtain passwords from the keychain (may or
may not contain the user’s Apple ID/iCloud password)

° appleid.apple.com

° www.icloud.com

° idmsa.apple.com

° id.apple.com

° secure 1.store.apple.com
° secure2.store.apple.com
° mapsconnect.apple.com

° daw?2.apple.com



PASSWORD MANAGEMENT ISSUE.
SCREEN TIME PASSWORD.

Remove individual Screen Time Device screen lock password =
restrictions & password reset local backup password




PASSWORD MANAGEMENT ISSUE.
SCREEN TIME PASSWORD.

® You can remove individual Screen Time restrictions, turn

off Screen Time or just disable the Screen Time password

® If you know the device screen lock password, you can

reset the iTunes backup password



PASSWORD MANAGEMENT ISSUE.
2FA.

o v/ P

Reset Account Reinstate Sign into Restoring Restoring all
password account if 2FA services backups on device data
(2FA, trusted received without iCloud  new devices on the same

devices) password device



PASSWORD MANAGEMENT ISSUE.
2FA.

® Easily reset your Apple ID/iCloud password it if you have access to a trusted
device (that device is considered your second authentication factor)

® Reinstate your Apple account (and reset your Apple ID/iCloud password) if you
can receive the 2FA code (trusted phone number/SIM card)

® Sign in to your Apple ID/iCloud services even if you forget your iCloud password
(by resetting the password)

® Restore existing or new devices from iCloud backups

® If restoring existing device (the same physical device an iCloud backup was
made from), saved passwords (keychain items) will be restored as well even if
you don’t know the screen lock passcode

® You can download many types of data (such as calendars, mail, notes, reminders,
Voice Memos etc.)



ﬂ Authentication parameters

UBER e

This account is protected with two-factor authentication
Enter received SMS in the field below

SMS
Authentication parameters |1449|
. Close
o Twitter
Have you just logged in near Moscow, Rus: c Authentication parameters T4
This account is protected with two-factor authentication
Enter authenticator code in the field belows
8:44 il = ([EHE
= Messages Authenticator code ‘T"a I'ICIE}( Ta}(.l
< Review recent login || | .
Authentication types . R - . - -
Review recent login o Yp Enter received SMS in the field below (09:54 left)
SMS
Someone recently tried to log in to your account from an . SMS
unrecognised computer or mobile browser. Because you @ Authenticator code
set up two-factor authentication, your account has been “
temporarily locked. Please complete the following steps BE’I"|-"Ip code
to regain access to your account. TR T
Phone number Close
G Authentication parameters = Emall c Authentication parameters = |
Facebook Close
VKontakte
O Authentication parameters *

This account is protected with two-factor authentication
To change the authentication method to Authenticator code

" " Enter authenticator code in the field below
click the "Change" button - -

This account is protected with two-factor authentication

SMS Booking Bookmg,com “H'.thhenti-:atcr code
Authentication types This account is protected with two-factor authentication Authentication types
SMS Enter received SMS in the field below SMS
SMS @ Authentic cade
@ Authenticator code SMS wthenticator code

Backup code “ Backup code

Close

Close

Close



PASSWORD MANAGEMENT ISSUE.
PASSWORD POLICIES.

a Vv

Screen lock iCloud password: iTunes backup Screen time
passcode: no strong policy password: no password:
definite policy policy exactly 4 digits



PASSWORD MANAGEMENT ISSUE.
PASSWORD POLICIES.

® Screen lock passcode: no definite policy.

® iCloud password: must be at least 8 characters; must
include at least one small letter, one capital letter, and

one digit.
® iTunes backup password: no policy.

® Screen time password: exactly 4 digits



Extraction info

v Categories

v yury.chemerkin@iclou... 1,

v

v

v

Account
Data sources
Paired devices
Health data
Activity
Workouts
Active energy
Cyding distance
Distance
Exercise minutes
Flights cimbed
Resting energy
Stand hours
Steps
W02 max
Mindful minutes
Sleep
Body measurements
Body fat percentage
Body mass index
Height
Lean body mass
Weight
Heart
Blood pressure
Heart rate variability
| Results
Temperature
Vitals

Blood pressure

XL ..

ALTERNATIVE SOURCES ARE NOT
UPPORTED

Export -

B EEE

gm.apple. health, 14D 1CBAS-3477-41D9-9DES-07AF 3E62F TDE

se.perigee. Fminute-workout

8. perigee. Fminute-workout

com.crossforward, WorkoutPlusPlus

com.crossforward, WorkoutPlusPlus

io.bodymatter.SleepWatch
io.bodymatter.SleepWatch
com.skiplan. squawvalley
com. yogaglo.main
com.nike.nikeplus-gps
com.nike.nikeplus-gps
com.nike.nikeplus-gps
com. tantsissa. Haptick
com. tantsissa. AutoSleep
com. tantsissa. AutoSleep
com.getqardio. Qardio
com.cameranchow,Strong
co.vimo.vimotrack

com. tantsissa.Heartbeat
com.google. fit
co.vimo.vimotrack

com. tantsissa.Heartbeat
com.nike.niketrainingdub
com.musdebooster
com.picooc.international
com. fatsecret. caloriecounter
com.neybox. Pilow

bom.strava.stravaride

iPhone XR
Seven
Seven
Workouts++
Workouts++
SleepWatch
SleepWatch
Squaw Alpine
Glo

Nike Run Club
Nike Run Club
Nike Run Club
AutoWake
AutoSleep
AutoSleep
Qardio
Strong
Gymatic
HeartWatch

Google Fit
Gymatic
HeartWatch
Nike Training
Muscle Booster
PICOOC
FatSecret
Pillow

Strava

Extraction info

Workouts
Active energy
Cyding distance
Distance
Exercise minutes
Flights dimbed
Resting energy
Stand hours
Steps
WO2Z max
Mindful minutes
Sleep

Body fat percentage
Body mass index
Height
Lean body mass
Weight

Heart
Blood pressure
Heart rate variability
52| Results
Temperature

Vitals
Blood pressure
Heartbeat
Pulse
Resting rate

Activity summary

=] Overview

Active energy

Exerdise minute

Find text...

Body measurements

Group by:

om.consumedbycode. slopes

com.rungap.RunGap

com.strava.stravaride

com. consumedbycode. slopes

com.apple.mobiletimer

com.apple.health.BEF 3A0CD-D568-4824-6390-1F 183 1AASE72
com.apple.health. 08D 11776-EFD 3-4966-A5E7-D1C24A628135
com.apple. Health

com. tantsissa, Heartbeat

com. fatsecret. caloriecounter

com.apple.mobiletimer

com, 5craft.pep

com. tantsissa. Haptick

com. tantsissa, Heartbeat

com. corecoders.BikeTracks

iSkate

com. consumedbycode. slopes

com, corecoders. SkiTracks

com.strava.stravaride

com. consumedbycode. slopes

com, tantsissa. AutoSleep

com.neybox.Pillow

com, tantsissa. AutoSleep

Com.mosgorpass.socialsys

com.apple.health. 27729498 -FF72-4E02-AF9A-25AA0C43C3F6
com.apple.health, 27729498-FF 72-4E02-AF9A-25AA0CS8C3FG
som.apple.health. 27725498-FF 72-4E02-AF9A-25AA0C48C3F6
com.getgardio. Qardio
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Ski Tracks
Strava

Slopes
AutoSleep
Pillowe
AutoSleep
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Yury's Apple Watch
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ALTERNATIVE SOURCES ARE NOT
SUPPORTED. ~50 APPS W /O 2FA

General Sport: Strava, RunGap, Pacer, Nike RUN Club & Training,
MyFitnesspal

Gym: Smartgym, Gymaholic, GYM & Freelitcs, Flexi, Hussle, Strong
Health & Sleep: Pillow, HeartWatch, SleepWatch, Welltory

Summer Sports: RunKeeper, Road & Mountain Bike, iSkate, Bike
Tracks, SpeedTracker, CycleMeter, FitMeter Bike, Crono, Altimeter

Winter Sports: Ullr & Ullr Maps, Squaw alpine, Snow forecast,
SnocRu, Slopes, Skitude, SkiTracks, Ski AR, Jolly Turns, Riders, Fatmap,
Avalanche

Workouts: Workouts++, Running, Gymatic, Gymnotize, Muscle
Booster, Fitness buddy, Centr, Body weight, Asan Rebel, Training
(Adidas, Runtastic)



DOWNLOADS W /O RESTRICTIONS.
PUBLIC DATA, BACKUP ACROSS CLOUDS

@ N\
¢ e _
O'O "oy,
SLEEPWATCH: ROADBIKE, PACER: SKITUDE: RIDER LIST
SLEEP & HEART MOUNTAIN BIKE: WORKOUTS, AND THEIR TRACKS

DATA IMAGES ON CDN HEATH & GPS
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d. During the 30-day period ending November 28 2019:

8:20 PM
4:22 AM

8 HR 5 MIN

SLEEPWATCH — DETAILS

® Analytics, 3" party sdk — Google, Facebook,
® Network

® Surveys, pdf report with strong auth without

publicly available data unless developer
credentials from AWS S3 leaks

vatch-backend bodymatter.io

® https://sleepwatch-

backend.bodymatter.io /report/pdf2report i

d - ) 90.9.9.¢ algorithm _params

algorithm _params
® Duaily tracked sleep data markread

t_id=report_card_30_day&is_previe e&report_acquired

t_id=report_card_30_day&is_preview=truefreport_acquired

=report_card_30_dan eport_acquired



https://sleepwatch-backend.bodymatter.io/report/pdf?report_id=xxxx

SLEEPWATCH — DETAILS

® Analytics, 3" party sdk — Google, Facebook,

® No useful backup data

® Documents\data\*.json — Apple Watch model, last ~5 sleep

records (timeframe only)

® Body profile -
\Library\Preferences\io.bodymatter.SleepWatch.plist

=-BodyProfile dict

age integer

SEX string
weight real
height real

birthdate string E -05T11:00:00Z
watchOsBundleVersion string b

localMotificationRemindertWe boolean
AccountEmail string yury.chemerkin@gmail.com



ROAD BIKE, MOUNTAIN BIKE —
DETAILS

® Analytics, 3" party sdk — Google, Facebook, Flurry
® Network
® Basic info, Cloudfront’ed images

® General and details of tracks

® Examples are on next slides



gl TR ITERpI LA R e El@ https: /fhouse-doudfront.us-east-1.prod.bol tdns.net

BB webapps =-{ 1 media
-1 services B vt
Eii___ll settings EI{__i ""_' H
i i 3pps BD b
= i__'l LISErs E'E E ;
Home "= _EEF
me =- {3 5415335156001
=11 1487e652-4d 1f-4e9e-088d-028a243073fe
= (3 mfp El 1_‘1 8371aafe-t296-4a6f-aBab-8d78coed0a4a
L1 conmect
=-{_ 1 runsessions 52IC5AR u||| y
=- 5 v2 :
: Er 1_‘1 3345540261 1_‘1 bﬁ:dd11?9-25e?—4?41—aﬂ?1—32190:ee5c8d
i helid) end BD Gy
IR o= B seamentD ts?Key-Pair-Id=APKAINLZLPQXMZG 2IC 5ASPolicy=
U] startsession ... | segment1.ts?Key-Pair-Id=APKAINLZLPQXMZG2IC5ASPalicy=
[+ 4 https:/fconfiguration.|s.apple.com 1., N httres I s irenbi cnm
"distance™: "0, "userInfo™: |
"time™: "15T71720125000™, "iserData™: |

"gpsData™: {
"trace": "RRRBBORRAWIxOL+i0hIMDE
"longitude™: "37.5742722"

"firstMame": "Yury",

"lastllame": "Chemerkin",

' "height™: "1_g84",
"isDefaultHeight": "false™,
"weight": "75.0",
"isDefaultWeight™: "false",
"gender™: "M",
"birthday": "581472000000",
"birthdayEstimated": "false",

"count™: "1,
"latitude™: "55.30080&4™,
"version™: "1™
.
"calories™: O™,
"duration™: "lle44"™,
"elevationGain™: 0",
"pause”: 0T, "countrylode™: "RO",
"elevationLoss™:z "0" "locale™: “en”,
"anit™: "av,
caders Cookies Authentication Text Hex X "avatarUrl"™: "https://dxpSegwbpkelr.cloudfront.net/default  default avatar male.jpg?w=420&h=420",

"avatarUrlMedium": "https:// dxpScgwipkelr.cloudfront.net/default default avatar male.jpg?w=170&h=170",

"avatarlUrlSmall™: "https://dxpicégwipkelr. cloudfront net/default default avatar male.jpg?w=70&h=70",

"runSessionId™: "33455402¢g1™, "roles": ["pro_app_customer™],

"updated®t™: "1571720125%000™, "activitylevel": "I",

"cheeringSummary™: | "weightUnit": "0",
"no0fFriends™: "0V, "temperatureUnit™: "0",

W o E : wo g
nolfCheerings™: "0 "aghhcoepted™: "true",

t "id": "1l2gz4l4ssv,



ROAD BIKE, MOUNTAIN BIKE — DETAILS

g - GPS Data: longitude, latitude, altitude, accuracy, distancelnMeter,
P upward /downward (meters), timestamp local, timestamp gps

Session Data: timestamp (start, end), distance, duration, avg & max

e speed, upward/downward, heartZone values (need special device)

(0) Speed Data: timestamp, speed, duration, distance

O User Data: email, password, weight, height, gender, name, birthday




DOCUMENTS\DATABASE.SQLITE3

ZCACHE

Where to search data (tables):
® GPS & location
" HeartRate (requires special devices) [ — p—

® Session Data, Speed, User Data

BN HEHRHALU

® Location and geo snapshots -
Documents\MapOpenCycleMap.sqlite

" User info - Documents\database.sqlite3

( nr 1F'ETITII']H
ELE n—-TII'II’-J_DhTJ—-

USER_DATA &% New

il isLocal niame weight height  gender :irhclay unidir

180 1



PACER — DETAILS

Analytics, 3" party sdk — Google, Facebook, Flurry, Mopub,
Appsflyer, Crashlytics, Amplitude, AWS ads

Network
Profile data, device data, geo datq,

Data mainly stored on AWS S3 as backup files
® Workout plan & progression
® MinutelyActivityLog, DailyActivity, HeartlLog

® GPS Route logs and indoor routes

Examples are on next slides
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e

C;} https://api pacer.cc
=1 pacer
El —| 05
-1 api
 mEw
E}--|_| webdient
B || user

=[] 209948578
- @ email?wait_bridge=1

= https: //t.appsflver.com
5‘,} https://log.pacer.cc
[ pacer
EI —| 05
E}--|_| api
El = vl7

=) https: //e.crashlytics.com

Ei--q accounts
- {1 209948578
EF--,J actions

= ping
- B[] install_days
(- [ ads_log

4 https://bag.itunes.apple.com

B https: //settings.crashlvi

|5 L e e B = L B R

El{_;} https: /fapi pacer.cc
i = pacer

=5 L ios

E} L | api

=l vi?

=+ ] accounts
=-{ 7] 209948573
--|_| settings
G- [ 7] messages
--|_| activities
- [ coachvz
devices

-
products?dient_time=2019-10-19T 17%3A 14%3A 22
mutual _support?dient_time=2012-10-19T 17%=34 14
devices
heal thdata_backup_info
mutual _support?dient_time=2019-10-19T 1733415
products?dient_time=2012-10-19T 17334 1593421
notes?dient_time=2019-10-19T 1 7%:3A15%:34A22.88
profile®dsitor_account_id=209943578&cient_time=
products?dient_time=2019-10-19T 17%3A 15%03A<)
products?dient_time=2012-10-19T 17%3A 15%3A53
products?dient_time=2012-10-19T 17%:3A 15%:3A 54
notes?dient_time=2012-10-19T 17%:3A 17363499, 75
profile™dsitor_account_id=209943578&cient_time-=

D password
settings
healthdata_backup_info
healthdata_backup_info
subscriptions
products?dient_time=2012-10-19T 17%:3A 35334049
mutual _support?dient_time=2019-10-19T 1733435
mutual _support?dient_time=2012-10-19T 17%%:34A36
notes?dient_time=2019-10-19T 17334353034 29.64
profile®dsitor_account_id=209943578&cient_time=
organizations?dient_time=2019-10-19T 17%:3A35%
competi tion_homepage?status =pending actiwve
groups?date=2019-10-19T 1 7% 3A36 334 30,50 136 2E
profile®isitor_account_id=209943578&dient_times=
notes?dient_time=2012-10-19T 173:3A350%:3A31.81
notes?dient_time=2019-10-19T 1 7%:3A35%:3431.52
profile®dsitor_account_id=209943578&cient_time=
dients?dient_time=2019-10-19T 17%:3A37%:3A53.9
devices




PACER — DETAILS

® Analytics, 3" party sdk — Google, Facebook, Flurry,
Mopub, Appsflyer, Crashlytics, Amplitude, AWS ads

® No useful backup data

® \Shared\AppDomainGroup-
group.cc.pacer.shareddata\\Library\Preferences\group.cc
.pacer.shareddata.plist
gender integer
heightinCentimeter integer

Sclass dict
hasStride boolean

age integer

welghtink real



SKITUDE — DETAILS

® Analytics, 3" party sdk — Google, Facebook, Crashlytics

Network
Credentials + token, basic info

Rider list with name, photo and their tracks stored on AWS per

resort you're searched for

Examples are on next slides
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Ovejero FUE

g
Google %

"content™: [{
720"

"username": "edulT
"user id": 104147,

"avatar”: "https:h/\Juserdatacf.skitude.com\/images

id resort™: mull,

"resort_name": null,

"city": "R\ulledo Grande™,

"country™: "Argentina",

"timestamp™: 1571738034,

"date": "Yesterday",

"hour™: "11:53",

"time": "0lh 13m 45s",

"ype”
ty :

k_id"™: 581256,
.

track name™: "2015-10-22 11:53:54",

[ J—— 1]

Lrack”,

"trac

"track_type™: "btt",
"distance™: "1%,3 km",

"kml track™: "https:h/\/s3.eu-central-l.amazonaws.c

"url thumbnail™: "https:\/\/userdatacf.skitude.com\/

"duration": "4425"™,

"statistics": [{
. "
: '

"key "distance

"wvalue™: "1%.3 km"

Tiirg Hﬂ‘il

tracksh/thurbs timeline'/

Appld com .b-absolutiorf AppId a
lang en AppldCorrect com .bdabsoluti or
login_source |skitude acceptinfo true
name Yury app_wersion Fo.l1.119
. email vury.chiem erkin @

password SoJ_-KgPej4rhbl email 2 vury.chiem erkin @
SUrName Chemerkin lang =n
timestamp 1571807816 login_source ski tude
userid wury.chemerkin@y name ury

password Sol_-KgPejhbl;

password2 Sol_-KgPej4rhbl;

Headers Text Hex Faorm Raw

Headers Text Hex Form H

"Tresult": "success",
"message": "login ok
"asernams=": "yuryche|
"sessionid": "Sdafeld
"fullname": "Yury Ch
"user token™: "&EbT1

"isskitude™:z "1™

t -

\/thumbl45_145%/ipg5351claZbdsc01458530178. ipg™,

Tresult™ Tsucoess"™"
Tmessage™ o Tregilistered™
Tisskitude" T

8{3 https://datacdn.skitude.com
{1 app_specific_db

[—}-u app_db

|| app_resorts_pois

w1 pois_2032sqlite zip
- I pois_1019.sqlite zip
I' peis_1550.5glite.gip

getnewappdb.php?app_id="23tLmIthGFic29sd Rpl
aetnewappdb.php?app_id=Y 29t m[thGFic29sdXRpl
getnewappdb.php?app_id=Y29tLm [tbGFic29sdXRpl
getnewappdb.php?app_id="23tLmIthGFic29sd Rpl
getnewappdb.php?app_id="23tLmIthGFic29sd Rpl

il

skitude_data.db.zip

|5

fuser name™: "Yury"™,

YJSuserdata-s3i\/tracks\/processed\/kmlSdaee3laalc031571742450 kml™,

kml15daee31aalc0315717424590 kml . jpg?id=e",

fuser weight™: "0 kg

activity prefer™:

country™:

result™: "success"™,

w

fuser surname™: "Chemerkin™,
"user birthday™: 0,

"gender™: "',

w

Muser height™: "0 cm™,

war

ivacy media™: 0,

1
"privacy tracks": 0,

"getnewsletter™: 1,
M"getchallengeinfo™:z 1,
Mgetactivityinfo™: 1,

"getcommanications™: 1,

war

['share position™: 0,
M"modified™: 1571815013



SKITUDE — DETAILS

® Analytics, 3" party sdk — Google, Facebook, Crashlytics

® No useful backup data

® Tracks & Images - Documents\skitude_tracking.db &
skitude_images.db

® Friends - FFData.db
®* Avatar — avatar.jpg

® May also contains separate photos, videos, audio and temp data
from Apple Watch

® Examples are on next slides



Table: | || userdata

S KI T U D E — DETAI LS distancefilter username iersonalmessage  actualstatus

yurychemerkin offline

Lal:ule:| | contacts V| "'r-:_.,lJ al &= ._::']
currentimage  Zontactusername username profileimage  jersonalmessage lat lon cation_timestarmr status

Table: | || points v E:ﬂ a8 '= L:—_f]
track _id lat Ing time speed subtrack accuracy altitude bearing sertical_accuragy pause
Table: | || tracks ~ E_:',. al 'R =) New Record,| | Delete Re
synchronize in_statistics _id name time date duration resort_id distance max_speed mean_speed height_diff description annotation
distance max_speed mean_speed height_diff description annotation type inserver_id status challenge_id privacity timestamp device uuid
Table: | |=|images ~ Ec‘,. AR New Record,| |Delete R

_id name lat Ing orientation date track Username url check_resort resort_id public challenge_id privacity




SHARING YOUR DATA. LEAKING OUT
OF HEALTH APP

; ; ? 4
INTER-ACCESS: DISCOVERING IDs: TRANSFERRING: NOT CLEANING:
GYMAHOLIC, MUSCLE BOOSTER WELLTORY GYMNOTIZE

WELLTORY,

FATMAP,
CYCLEMETER



SECURE APPS. NO DATA, NO ISSUES

® No backup data, no network data
® Speed tracker, Altimeter
® Workouts++, Gymatic, Flexi, Hussle, & Smart gym, BodyWeight

® Squaw alpine, JollyTurns, Avalance

® No network data
® Pillow, SleepWatch
® Cyclemeter, FitmeterBike, Crono

® Muscle Booster

® No backup data
® Pacer, GYM & Freelitcs, Gymnotize, Centr

® Ullr & Maps, Snow Forecast, Slopes



OVERLOADED APPS

ROAD BIKE, MOUNTAIN
BIKE, ISKATE, BIKE
TRACKS, CYCLEMETER,
FITMETER BIKE, FATMAP,
RUNNING, WELLTORY,
RUNKEEPER

P

ULLR & MAPS, SNOW
FORECAST, SLOPES,
SKITUDE, SKITRACKS,
RIDERS, FATMAP, FITNESS
BUDDY, CENTR,
WELLTORT

~

ISKATE, SKITRACKS,
FITNESS BUDDY, CENTR,
RUNKEEPER



ANALYTICS & SDK - 16

AMOUNT OF DATA WASTED ON

Google, Facebook, Crashlytics, io.branch

Flurry, Mopub, Appsflyer, Amplitude, AWS

ads

NewRelic, Localytics, Zendesk, MixPanel

AppAnex, Twitter, OneSignal

ANALYTICS MODULES

Reduced from 0.5 TB per year down to 0.063 TB

1 hour: 0.59 >
1 day: 1.76 >
1 week: 12.30 >
1 month: 52.73 >
1 year:  632.81 >

0.06

0.18

1.23

5.27

63.28

APPS - 50

Strava, RunGap, Pacer, Nike RUN Club&
Training, MyFitnesspal

Smartgym, Gymaholic, GYM & Freelitcs,

Flexi
Hussle, Strong
Pillow, HeartWatch, SleepWatch, Welltory

RunKeeper, Road & Mountain Bike, iSkate,
Bike Tracks, SpeedTracker, CycleMeter,
FitMeter Bike, Crono, Altimeter

Ullr & Ullr Maps, Squaw alpine, Snow
forecast, SnocRu, Slopes, Skitude, SkiTracks,
Ski AR, Jolly Turns, Riders, Fatmap,

Avalanche

Workouts++, Running, Gymatic, Gymnotize,
Muscle Booster, Fitness buddy, Centr, Body
weight, Asan Rebel, Training (Adidas,

Runtastic)



» [ | y =3
al, o
700.00
600.00
500.00
400.00
300.00
200.00
100.00
12.30
(0X0]0)
1 hour 1 day 1 week 1 month 1 year
® Low, GB 0.06 0.18 1.23 5.27 63.28
B Medium, GB 0.29 0.88 6.15 26.37 316.41
m High, GB 0.5 1.76 12.30 52.73 632.81




Workouts++
HeartWatch
Smartgym

Ski AR

Ullr Maps
FitMeter Bike
SleepWatch
Jolly Turns
Slopes
Altimeter
CycleMeter
Mountain Bike
Hussle

Centr

Squaw alpine
Strong

GYM & Freelitcs
Nike RUN Club
Muscle Booster
RunKeeper
Pillow

Training (Adidas, Runtastic)
SnocRu
Fatmap

MyFitnesspal




STILL SECURE. WE EMPOWER WHAT WE
HARDEN BECAUSE WE CAN CONCEAL

> YURY CHEMERKIN
0+
SEND A MAIL TO: YURY.S@CHEMERKIN.COM

ADD ME IN LINKEDIN:
HTTPS://WWW.LINKEDIN.COM/IN/YURYCHEMERKIN

in



https://www.linkedin.com/in/yurychemerkin
mailto:yury.s@chemerkin.com
http://www.linkedin.com/in/yurychemerkin
mailto:yury.s@chemerkin.com
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