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We at Deutsche Börse
create trust in the markets
of today and tomorrow.
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Deutsche Börse Group: we cover the entire value chain
Information technology
Internal IT services, software development, connectivity services

Pre-trading

Trading & clearing
Cash market

▪ Index and analytics products
▪ Investment management solutions
(market-leading portfolio & risk
analytics software solutions)
▪ Corporate governance and
sustainable investment solutions
▪ Provision of ESG data
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▪ Connectivity to
international trading
participants
▪ Open electronic order
books
▪ Trading in shares,
ETFs, ETPs,
warrants, funds,
bonds
▪ Market data

Post-trading

Derivatives market

Investment fund services (IFS)

▪ Connectivity to international
trading participants
▪ Open electronic order
books
▪ Trading in derivatives
(equity, equity-index and
interest-rate derivatives)
▪ Verification of trade-related
information
▪ Central counter-party for
on- and off-exchange
transactions (cash and
derivatives markets)
▪ Risk management
▪ Market data
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▪ Verification of
trade-related
information
▪ Central counterparty for on- and
off-exchange
transactions (cash
and derivatives
markets)
▪ Risk management
▪ Market data

▪ Settlement and
custody of
securities
▪ Services for the
issuance of new
securities
▪ Collateral and
liquidity
management
▪ Corporate actions
▪ Tax services
▪ Trade repository
services

▪ Fund processing for all fund
types, e.g. order routing,
cash management and
position reporting
▪ Fund distribution support
services for fund distributors
and asset managers
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Deutsche Börse Group: an overview

▪

Trading & clearing
Pre-trading
Financial derivatives

Index &
analytics

Commodities
Foreign exchange
(FX)
Cash equities

Research,
ratings & ESG
data

As an international exchange
organisation and innovative market
infrastructure provider, Deutsche Börse
Group offers its customers a wide
range of products, services and
technologies covering the entire value
chain of financial markets.

Data business

▪

Information
technology

Custody &
settlement

Investment fund
services
Collateral & liquidity
management

Its business areas include the
provision of index and ESG data,
analytics and research solutions,
trading and clearing services for
investment instruments, securities
settlement and custody, collateral and
liquidity management, and investment
fund services. In addition, the Group
develops state-of-the-art IT solutions
and offers IT systems all over the
world.

Post-trading
Deutsche Börse Group
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Continuous
Improvement!
IS Assurance?
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Set-up of Information Security Framework & Governance

Information Security Risk
Threat landscape, information security risk management, etc.

Information Security
Framework &
Governance
2nd Line of Defense
Deutsche Börse AG

Information Security Governance
Management and development of the information security framework, staff
awareness, etc.

Information Security Assurance
Verifying the design and operational effectiveness and implemented controls

Deutsche Börse Group
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Joint worlds: control and maturity verification

IS Assurance
Control verifications
and audits, e.g. EBA
Mostly inspection
based, sample
testing, interviews
Identifies deviations,
describes and tracks
findings

What we do
▪ Jointly develop the assessment
▪ Intend to support the organization by
addressing improvement potential
▪ Deep-dive and verify the status quo
▪ Grade the effectiveness and give outlook
with respect to a maturity level
▪ Describe recommendations for improvement
Deutsche Börse Group

Assesses and meters the
operational and design
effectiveness (quantitative)
Assessment and
sample based inspection
Describes the status quo
and gives recommendations
Advisor and
“critical friend”

7

Maturity level
verification
e.g. CMMI, COSO,
(EBA guidelines)

Mostly selfassessment
Identifies and
describes
improvement
potential

What we don’t do
▪ Perform audit-style interviews
▪ Send out self-assessment
questionaries
▪ Work in silos
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Joint worlds: control and maturity verification

Information security
objective(s) and
requirements
Legal requirements
e.g. BAIT, CSSF
and
standards
e.g. ISO 2700x

Control objectives and
requirements

Design and
implementation
Security
Process

IS Assurance
Verifying the adequacy and
effectiveness of the related
controls framework.

Verifying the maturity of the process
(end to end).

Result of assessment
Document and grade on effectiveness (meeting the requirements)
including grade the maturity (on business demand).

Deutsche Börse Group
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IS Assurance as a service (lifecycle)

KPIs

Assessment
and control
improvement

Assessment
strategy and
planning

(annual)
Assessment plan

Lesson
learned
Assessment
documentation
Perform
assessments
(operation)

IS Security
ruleset
(e.g.
policies)

Assessment
and control
design /
review

Assessment
program
Testing
documentation
Deutsche Börse Group

Preparation
and quality
Assurance
(transition)
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Grade the effectiveness
Metering the design and its implementation.
IS Assurance
effectiveness
grading
Effective (90-100%)
Largely effective
(60-89%)

Partially effective
(30-59%)

Ineffective
(1-29%)

Deutsche Börse Group

→ ref. “Cyber Resilience Oversight Expectations for Financial Market infrastructures” (European Central Bank)
→ ref. the expectation grading of Banque centrale du Luxembourg

The controls, processes or documentation respect and meet the expectation.
The controls, processes or documentation require minor improvement in some areas in order to fully respect
and meet the expectation.
Actions should be taken with a lower priority to fulfill expectations and to manage potential minor or moderate
shortcomings.
The controls, processes or documentation are not fully in place nor consistent and require improvement.
Actions should be taken with a medium priority to fulfill expectations and to manage potential minor, moderate
or considerable shortcomings.
The controls, processes or documentation are not sufficient and require improvement.
Actions should be take with a high priority to fulfill expectations and to manage potential minor, moderate,
considerable and material shortcomings.
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Effectiveness meets Maturity
Benefit of assessing the design and operational effectiveness:
Aspired maturity level
Effectiveness

▪ Gap analysis of designed, implemented and performed IS controls compared
to the requirements.
▪ Considering the result of the effectiveness verification, the risk exposure
within the (IS) organization can be reduced.

Effective
(90–100%)

Benefit and result of metering the maturity level:
▪ Identifying and describing improvement potentials to support the
(IS) organization meeting the aspired maturity level.

Largely effective
(60–89%)

▪ On business demand IS Assurance validates the maturity of the focus areas:
1. Management sponsorship
2. Policies, standards and operational documents
Partially effective
(30–59%)

3. Definition of goals and targets
4. Achievement of goals and targets
5. Control implementation
6. Control systematization and automation

Ineffective
(1–29%)

7. Knowledge management
8. Initiator for improvement
Maturity

Focus areas within
the assessment

Deutsche Börse Group

Maturity level 1 Maturity level 2 Maturity level 3 Maturity level 4
Initial

Managed and
repeatable

Defined

Quantitatively
managed
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Maturity level 5
Optimized

Recommendation(s)
to improve
19 November 2021

Who meters maturity?
Is CMMI really an industry-proof method?

ECB, ”Cyber resilience oversight expectations
for financial market infrastructures”, Dec 2008

Deutsche Börse Group
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Lessons learned

1

First think – then act!

2

3
4

5

Describe your
methodology

Get buy-in

Communicate

Improve

Deutsche Börse Group

Outline what is relevant to you and your company. How do you see yourself as
an assurance function? Audit? Self assessment? Advisor?
Define and set your methodology, criteria and definitions.
Clear. Understandable. As precise as possible.
Collaborate with stakeholders and critical friends.
Identify supporters to perform a showcase assessment.

Demonstrate and present the value of your outcome. Communicate and explain
what and how you perform assessments. Be transparent.
After implementing the methodology and performing some assessments:
challenge your status quo and your deliverables. What worked? What went
wrong? What should be improved?
… and → go back to 1.
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Thank you!

… and: apply now – positions are open!

Contact
Frank Ackermann
Lead Information Security (IS) Assurance
Deutsche Börse AG
Mergenthalerallee 61
65760 Eschborn
E-mail
Frank.Ackermann @ deutsche-boerse.com

▪ Longstanding experience in cyber security
(in various DAX companies and industry sectors)
▪ Held diverse expert and lead functions in all three
Lines of Defense
▪ Willingly challenged the status quo to improve the
respective security organizations
▪ Credo: security is not my job – it is my passion.
▪ With Deutsche Börse Group since August 2020
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In addition, according to Art. 14(1) PRIIPs Regulation the person advising on, or selling, a PRIIP shall provide the
KID to retail investors free of charge.
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