
Do you have a PlugX ?



WHO WE ARE



The incident



PlugX



PlugX



I’m giving you a nightcall

To tell you how I feel

I want you to drive to us through the night

To find what they steal



Threat Hunting Framework (16 August 2018)



Why is there such strange communication?



Let’s take a look at plugX



Next steps



Meterpreter? Ok!



What else? 



Hove long have they been here? 



How do they hide? 



Reconstruction



Reconstruction



Reconstruction



Reconstruction





Reconstruction



Incident in some organization: overview



Incident in some organization



Steganography in MICROCIN



Ransomware in a Malaysian bank



Lateral movement



Final stage



yLoader



Cosmosis



Cosmosis commands



Problems



Attribution



Hunting on samples



Hunting on infrastructure: PlugX



Hunting on infrastructure: ShadowPad



Why is this relevant?



Questions?
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