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What is                 
Living off the Land?!
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YO admin… is that you?

• Unix:

• https://gtfobins.github.io/

• Windows:

• https://lolbas-project.github.io/

https://gtfobins.github.io/
https://lolbas-project.github.io/
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What does libLOL/lolc do ?
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It’s all about the tags!
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Command/Binaries and Keywords Tags
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The Paths we take…
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Networking with my data
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Regex – like it’s your last string
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Let the data 
speak

• Linux model (stable)

• Number of LOL command lines: 1609

• Number of benign command lines: 7.9M

• Reduced number of FPs

• Ratio: 0.02%

• ~500 unique tags

• 7.554.915 – total tags in the dataset
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Into the FOREST. The Classifiers

Classifier F-Score Standard deviation Training time

Random forest 0.95 0.013 18 minutes

SVM (intel patch) 0.95 0.027 3.5 hours

Logistic regression 0.93 0.014 1.2 hours

5-fold cross validation results
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IF it looks like a duck, 
swims like a duck, and 
quacks like a duck, then it 
probably is a duck.

Shortcut: The looks_like_known_lol TAG
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Install LoL

• GitHub: https://github.com/adobe/libLOL

• git clone git@github.com:adobe/libLOL.git

• cd libLOL

• virtualenv –p `which python3` venv

• source venv/bin/activate && pip install –r requirements

• PIP package: lolc

• pip install lolc

https://github.com/adobe/libLOL
mailto:git@github.com:adobe/libLOL.git


©2020 Adobe..

Run LoL

Step 1 – Import packages:
from lol.api import LOLC, PlatformType

Step 2 – Create a new instance:
lolc=LOLC(PlatformType.LINUX) # allowed parameters are PlatformType.LINUX and 

PlatformType.WINDOWS

Step 3 – Get your data:
commands=[…,…]

Step 4 – Run the classifier:
classification, tags = lolc(commands)
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Demo time
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What’s OSAS?!
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Adding OSAS in the mix !

https://github.com/adobe/OSAS



©2020 Adobe..



GitHub: https://github.com/adobe/libLOL

Blog post:

https://medium.com/adobetech/living-off-the-land-lotl-classifier-
open-source-project-b167484c8187

PIP package: 

https://pypi.org/project/lolc/

OSAS:
https://github.com/adobe/OSAS

How to Get and Use Adobe’s SI Living of the Land

https://github.com/adobe/libLOL
https://pypi.org/project/lolc/
https://github.com/adobe/OSAS
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Resources

Adobe Security Newsletter
adobe.com/go/securitynews

Twitter
@AdobeSecurity

Trust Center
trust.adobe.com

Open Source CCF v3.0
adobe.com/go/open-source-ccf

Security @ Adobe blog
medium.com/adobetech/tagged/security




