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$ /USR/BIN/WHOAMI

Hi everyone, my name is Sven!

» Previous roles: Unix Admin, Penetration Tester, Security Architect for Web
and Mobile Apps during SDLC

» Technical Director at F-Secure in - Singapore
» Project leader together with Carlos Holguera of:
» OWASP Mobile Security Testing Guide (MSTG) and

» OWASP Mobile AppSec Verification Standard (MASVS)

» Blogging on http://bsddaemonorg.wordpress.com/
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THE SQUIRREL IN THE MIDDLE

USUALLY YOU WILL FIND LOT OF INFORMATION AROUND
ANDROID, SO | WILL BE FOCUSING MAINLY ON 10S TODAY!
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INTERCEPTING NETWORK COMMUNICATION - USUAL TEST SETUP

The flow for testing an iOS app is similar to web apps:
1. Configuring an iOS Device to Work With Burp:

> https://portswigger.net/support/configuring-an-ios-device-to-work-with-burp

2. Installing Burp's CA Certificate in an iOS Device

> https://portswigger.net/support/installing-burp-suites-ca-certificate-in-an-ios-device

3. Happy Hacking!



https://portswigger.net/support/configuring-an-ios-device-to-work-with-burp
https://portswigger.net/support/installing-burp-suites-ca-certificate-in-an-ios-device
https://portswigger.net/burp
https://www.zaproxy.org/

Framework Programming Language

Flutter (Google) Dart

React Native (Facebook) JavaScript

Xamarin (Microsoft) CH#
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DIFFERENT SCENARIOS WHEN YOU ARE TESTING THE NETWORK COMMUNICATION

The default setup to intercept mobile apps might not work all the time and there

are several scenarios you should be able to tackle when testing mobile apps:

You are not able / not System Proxy is ignored XMPP or other non-HTTP

a.IIowed t.o connect y?l{r (Google Flutter or Xamarin) protocols are used
IOS device to the WiFi

—
R

Let’s go through it one by one!
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YOU ARE NOT ABLE / NOT ALLOWED TO CONNECT YOUR 105 DEVICE TO THE WIFI

During a penetration test there might
be limiting factors:

Wireless Network

> You are not allowed to use your
jailbroken device in the client’s
network

> There is “client isolation” activated
in the Wireless network and the iOS
device and your laptop are not able

to communicate.

> The client Witi is “full” and you
cannot connect any more devices
(yes, seriously!)
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WIFI WITH CLIENT ISOLATION

Wireless Network

> What to do if we cannot
intercept the traffic of the iOS
device in the WIiFi network?




THE SQUIRREL IN THE MIDDLE

TEST VIA SSH TUNNEL

> Connect your iOS device via USB to your laptop

Wireless Network >~ Execute iproxy and SSH:

iproxy (iproxy)
Last login: Sat Sep 5 13:28:10 on ttys@e7
~ ) 1iproxy 2222 22
waiting for connection
accepted connection, fd = 4
waiting for connection
Number of available devices ==
Requesting connecion to device handle == 1671 (serial: c82
e058d175¢c5a86634b1f59c), port 22
run_ctos_loop: fd 4
run_stoc_loop: fd 4

i

- 8080:localhost:8080 (ssh)
Last login: Sat Sep 5 13:28:47 on ttys@e5

~ ) ssh —-R 8080: localhost:8080 root@localhost -p 2222
root@localhost's password:

Remote port forwarding of port 8080 (Burp) to the iOS device Svens-iPhone:~ root# []

$ ssh -R 8080: : root@localhost -p 2222
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TEST VIA SSH TUNNEL

You will now be able to reach Burp on your iOS device. Open Safari on iOS
and go to http://127.0.0.1:8080 and you will see the Burp Suite Landing Page.

127.0.0.1



http://127.0.0.1:8080
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SYSTEM PROXY 1S IGNORED (GOOGLE FLUTTER OR XAMARIN)

> Mobile App Frameworks such as Google’s Flutter or
Microsoft's Xamarin are ignoring the System Proxy!

> If you set the proxy in the WiFi settings it will have no effect

What to do...?

See also: https://blog.nviso.eu/2019/08/13/intercepting-traffic-from-android-flutter-applications/
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SYSTEM PROXY 1S IGNORED (GOOGLE FLUTTER OR XAMARIN)

Possible solutions:
> ARP Poisoning (“The classic”) - We can attack on layer 2, by using (b)ettercap:

> https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-
guide/0x041f-testing-network-communication#simulating-a-man-in-the-middle-attack

> Or DNS Spoofing by using NoPE Proxy

> https://bsddaemonorg.wordpress.com/2021/02/03/intercepting-non-http-network-traffic-of-
mobile-apps

Both works on non-jailbroken and jailbroken devices!


https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-middle-attack
https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-middle-attack
https://bsddaemonorg.wordpress.com/2021/02/03/intercepting-non-http-network-traffic-of-mobile-apps
https://bsddaemonorg.wordpress.com/2021/02/03/intercepting-non-http-network-traffic-of-mobile-apps
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NOPE - BURP PLUGIN

This burp extension adds two new features to BurpSuite.
> A configurable DNS server.

> A Non-HTTP MiTM Intercepting proxy.

.

NoPE Proxy NOPENOPE'NOPE

B T R
Formerly known as '‘Burp-Non-HTTP- il 2 ™ ";’ -
Extension' ’__'.3 - r ' - | |

Download latest release here

Manual and Guides here

Contact: @nullOperatOr

https://github.com/summitt/Burp-Non-HTTP-Extension

https://github.com/summitt/Burp-Non-HTTP-Extension/wiki#basic-set-up-for-mobile-testing-testing-on-two-machines


https://developer.apple.com/documentation/network/recording_a_packet_trace
https://github.com/summitt/Burp-Non-HTTP-Extension
https://github.com/summitt/Burp-Non-HTTP-Extension/wiki#basic-set-up-for-mobile-testing-testing-on-two-machines
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SYSTEM PROXY IS IGNORED (GOOGLE FLUTTER OR XAMARIN)

Wireless Network

> Start DNS Server with NoPE Extension
in Burp Suite

> Configure DNS Server in mobile device

> Be the “Squirrel in the Middle” and
intercept all DNS based traffic
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CONFIGURE /ETC/HOSTS

" You can configure the /etc/hosts on your jailbroken iOS device

Add an entry into /etc/hosts for the target domain and point it to the IP address of your interception proxy.

This creates a SITM attack on domain basis. In case you only need to attack a few domains, this is a simple way
of redirecting traffic without configuring any daemons on your Mac.

The Burp listener need to run on port 80 /443 in invisible proxy mode (https://portswigger.net/burp/
documentation/desktop/tools/proxy/options/invisible).

Svens—iPhone:~ root# cat /etc/hosts

H#

# Host Database

#

# localhost 1is used to configure the loopback interface

# when the system is booting. Do not change this entry.
s

192.168.1.66 examp le.com
192.168.1.66 www.examp le.com
127.0.0.1 localhost
255.255.255.255 broadcasthost
| localﬂost


https://portswigger.net/burp/documentation/desktop/tools/proxy/options/invisible
https://portswigger.net/burp/documentation/desktop/tools/proxy/options/invisible
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SETUP AN ACCESS POINT

You can setup an Access Point the iOS device is connecting to that will redirect all
traffic to your Burp:

https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-

app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-
middle-attack-with-an-access-point



https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-middle-attack-with-an-access-point
https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-middle-attack-with-an-access-point
https://mobile-security.gitbook.io/mobile-security-testing-guide/general-mobile-app-testing-guide/0x04f-testing-network-communication#simulating-a-man-in-the-middle-attack-with-an-access-point
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SUMMARY

ARP Poisoning No All Traffic from iOS device
DNS Spoofing No All traffic based on DNS

/etc/hosts Yes Domains listed in hosts file

Access Point No All Traffic from iOS device

And there are still more ways to intercept traffic, e.g. setting up a VPN server where
the mobile device is connecting to etc...



INTERCEPTING NON-RTTP
IRAFFIC
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NON-HTTP AND NON-STANDARD PORTS?

What if we face the following:

> XMPP or other non-HTTP protocols are being used m

> Different port used than 80 (HTTP) or 443 (HTTPS)

Interception proxies such as Burp and OWASP ZAP won't show non-HTTP traffic,
because they aren't capable of decoding it by default.

Examples:
> Build-in chat functions might rely on XMPP
> Some apps are using raw TCP to reduce overhead that HTTP Headers produce

In this case you need to monitor and analyze the network traffic first in order to decide what to do next.
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RVICTL + WIRESHARK (103)

iIOS doesn’t let you record a packet trace directly. However, you can use your Mac to record a
packet trace on an attached iOS device using the Remote Virtual Interface (RVI) mechanism.

> Connect your iOS device via USB to your Mac

> Find the UDID of your iOS device

v » xcrun xctrace list devices 15s
== Devices ==

Mobile Training (C1F5F 3N C8A )

Sven’s iPhone (12.4) (c¢82b8544 17 N 59c¢)

>  Execute the command rvictl:
~ ) rvictl -s c82b8544171 NN

Starting device c82b8544171 NN (SUCCEEDED] with interface rvi@

USB
E
P macOS

>  Start Wireshark and capture packets from rviO https://developer.apple.com/documentation/network/recording_a_packet trace

~ ) wireshark -1 rvi@ -k

1

£ Capturing from rvi0

Time Source Destination Protocol

1005 73.828218 192.168.1.79 74.125.68.94 TLSv1.3



https://developer.apple.com/documentation/network/recording_a_packet_trace
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TCPDUMP + WIRESHARK (ANDROID)

USB
4"lllllllllllll+ll'>

Remotely sniffing all Android traffic in real-time is possible with tcpdump, netcat (nc), and Wireshark.

To remotely sniff the Android phone's network traffic, first execute tcpdump and pipe its output to netcat (nc):

$ tcpdump -i wlan0 -sO -w - | nc -l -p 11111

To access port 11111, you need to forward the port to your host computer via adb and the following command
connects you to the forwarded port via netcat and piping to Wireshark.

= bin adb forward tcp:11111 tcp:11111
=% bin nc localhost 11111 | wireshark -k -S -1 -

13:02:21 Capture Warn sync_pipe_wait_for_child: waitpid returned EINTR. retrying.

a{

Time Source Destination Protocol Length Info
0.000000 172.217.24.164 192.168.1.118 TCP 443 - 53461 [FIN, ACK] Seqg=1 A

0.039869  192.168.1.118 172.217.24.164  TCP 53461 - 443 [ACK] Seq=1 Ack=2 : . .
5.049778  XiaomiCo_de:8.. Ubiquiti 9e:ed:.. ARP NI raen  Detailed explanation: https://bit.ly/3Am8APv

6.049776 XiaomiCo_de:8.. Ubiquiti_Se:ed:.. ARP wWho has 192.168.1.17 Tell 192.
6.069916 Ubiquiti_9e:e.. XiaomiCo_de:8f:.. ARP 192.168.1.1 is at 44:d9:e7:9e:



https://bit.ly/3Am8APv
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WIRESHARK - TIPS

Using Wireshark to identify non-HTTP traffic:

> Close all apps in the background

> ldentify IP address of the server the app is communicating with

> Filter traffic according to the IP (e.qg. filter: ip.addr == 192.168.0.102)

> Follow TCP stream (http://bit.ly/3683BDj)

> Use the app and inspect the traffic in Wireshark:

USB
 ——
@

macOS

> Which protocols are used?

> Is the traffic encrypted?


http://bit.ly/3683BDj
https://developer.apple.com/documentation/network/recording_a_packet_trace
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INTERCEPTING NON-HTTP TRAFFIC

Wireless Network

> Start DNS Server with NoPE Extension in Burp Suite
> Configure DNS Server in mobile device

> Add a listener for the port you want to monitor in
NoPE Extension

> Be the "Squirrel in the Middle” and intercept all
DNS based traffic




. @ Wi-Fi: en0 9:41 AM

W A & X &) Q & = B § $ = 1=\ & Q Q K ot Secure — example.com X
lip.addr == 192.168.1.79 && ! mdns B ~| Expresson.. . *
Time Source Destination Protocol Info Length
170.568728 192.168.1.79 192.168.1.66 TCP 55182 - 443 [ACK] Seq=4118 Ack=2551 Win=129152 Len=0 TSval=. t
170.829571 192.168.1.66 192.168.1.79 TLSv1.3 Application Data 92 1
170.829948 192.168.1.66 192.168.1.79 TLSv1.3 Application Data, Application Data 1} Example Domaln
171.678792 192.168.1.79 192.168.1.66 TCP 55182 - 443 [ACK] Seq=4118 Ack=3406 Win=130176 Len=0 TSval=.. €
171.870798 192.168.1.79 192.168.1.66 TLSv1.3 Application Data ¢ This domain is for use in illustrative examples in
171.670800 192.168.1.79 192.168.1.66 TCP 55182 -+ 443 [FIN, ACK] Seq=4142 Ack=3406 Win=131072 Len=0 T.. ¢ documents. You may use this domain in

171.670802 192.168.1.79 192.168.1.66 TCP 55182 - 443 [RST] Seq=4118 Win=0 Len=0 literature without prior coordination or asking
171.670911 192.168.1.66 192.168.1.7¢ TCP [TCP Retransmission] 443 - 55182 [FIN, ACK] Seq=3486 Ack=41l.. ' for permission.
171.670912 192.168.1.66 192.168.1. TCP [TCP Retransmission] 443 - 55182 [FIN, ACK] Seq=3486 Ack=41.. ¢

171.688076 192.168.1.79 - - TCP 55182 - 443 [RST] Seq=4142 Win=0 Len=0 ; More information...

171.088081 192.168.1.79 . - 1L TCP 55182 - 443 [RST] Seq=4143 Win=0 Len=0

176.162238 192.168.1.79 . - TCP 55183 - 8@ [SYN, ECN, CWR] Seq=0 Win=65535 Len=0 MSS=1460 W.. €
176.162406 192.168.1.66 192.168.1.79 TCP 80 - 55183 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MSS=1460 .. 1
176.176810 192.168.1.79 192.168.1.66 1L 55183 - 8@ [ACK] Seq=1 Ack=1 Win=131712 Len=0 TSval=7978509.. €
176.176814 192.168.1.79 192.168.1.66 HTTP GET / HTTP/1.1 4:
176.176864 Y ot ole > ite > - 3 - 3 A K =1 ACK= jin= Y e N =( al=654 ola

Frame 2831: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface 0
Ethernet II, Src: Apple_cc:b5:26 (bc:d4c:cd:cc:b5:26), Dst: 38:19:d3:89:42:5d (38:19:d3:89:42:5d)
Internet Protocol Version 4, Src: 192.168.1.79, Dst: 192.168.1.66
> Transmission Control Protocol, Src Port: 55182, Dst Port: 443, Seq: 4142, Len: @
VS5-Monitoring ethernet trailer, Source Port: 17917

() 7 Transmission Control Protocol (tep), 20 bytes Packets: 2853 - Displayed: 267 (9.4%) Profile: Default |
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Dashboard Target Proxy Intruder Repeater

Sequencer Decoder Comparer Logger Extender Project options User options NoPE Proxy

&@> TCP Intercept TCP History f:: TCP Repeater ¢/> Automation & DNS History ¢§ Server Config 1 About

DNS Response Ip: | 192.168.1.100

Interface: | 7 Start DNS on Start Up

Use the above 'DNS Response IP' for all DNS responses excluding host entries below.
Current Ip Address: —- Left unchecked the real IP address will be used instead.

7) en5:192.168.1.100 : 00051bca712a Custom Hosts file

9) lo0:127.94.0.1 :
10) 100 : 127.0.0.1 :

Certificate HostName: Server Address: Server Port: Listen Port: SSL - (Export Burp's CACert as pkes12 with password 'changeit'.
O | www.example.com | 127.0.0.1 | 1001 || 1000 | Name the cert 'burpca.p12' in Burp's installation folder)

Q Remove Proxy Add 80 & 443 to Burp Import History = Export History = Clear History

Enable Listener Server Address Server P... Cert Host SSL

09:41

ecure — example.com

Example Domain

This domain is for use in illustrative examples in
documents. You may use this domain in
literature without prior coordination or asking

for permission.

More information...
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SUMMARY FOR INTERCEPTION OF NON-HTTP TRAFFIC

>

RVICTL can help us to trace and monitor all network requests coming from an iOS device

> Tcpdump can help us to trace traffic in real time on Android devices

> Tools like Wireshark are very powerful for network analysis and have a strong filter
mechanism to identify the traffic we need.

> The Nope extension for Burp is one way to be able to intercept and analyse protocols
that are not based on HTTP.

> wireshark -1 rvi@ -k
Burp Intruder Repeater Window Help

1

Time

73.828218
74.829999
74.830209

Message

(ol

| @ Intercept is ON | | M | (O €28 () s2Cc @ Both 127.0.0.1:12626 127.0.0.1:1001

NetCat Test

Source

192.168.1.79
74.125.68.94
74.125.68.94

Destination

74.125.68.94
192.168.1.79
192.168.1.79



https://developer.apple.com/documentation/network/recording_a_packet_trace

KEY TAKEAWAYS h

Download slide deck here:

https://bit.ly/3CgoUSC

» Intercepting network communication has many edge cases!

» NOPE Proxy is an easy to use extension for Burp to intercept
network communication (including non-HTTP)

» Monitor network traffic from the mobile device with Wireshark
to identify all communication protocols from the app

» Additional Information:

» Bypass SSL Pinning in Flutter Apps:

» Android - https://blog.nviso.eu/2019/08/13/intercepting-traffic-from-android-flutter-applications/

» iOS - https://blog.nviso.eu/2020/06/12/intercepting-flutter-traffic-on-ios/

» Proxying Android app traffic - Common issues / checklist: https://blog.nviso.eu/2020/11/19/proxying-android-app-
trafficccommon-issues-checklist/



https://bit.ly/3CgoUSC
https://blog.nviso.eu/2019/08/13/intercepting-traffic-from-android-flutter-applications/
https://blog.nviso.eu/2020/06/12/intercepting-flutter-traffic-on-ios/
https://blog.nviso.eu/2020/11/19/proxying-android-app-traffic-common-issues-checklist/
https://blog.nviso.eu/2020/11/19/proxying-android-app-traffic-common-issues-checklist/
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Thank you!

sven.schleier@f-secure.com

Bl @bsd_daemon
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