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About me

= Daniel Nussko
= Living in Heilbronn, Germany
= Independent IT security researcher and penetration tester

= Special interest in security of loT devices




Landscape of loT devices

Industrial loT Consumer & enterprise devices
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Landscape of |oT devices
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Security problems of loT devices

General reasons for bad security practices

= Hard competition, product security costs money
= |oT devices and their firmware are very diverse
= Short product lifecycle

Example: Penetration test of a security camera
= Buffer overflow in web interface

= Denial of Service via a crafted HTTP request
= Active debug interface

= Rebranded camera, vendor was not aware of that the original manufacturer

* Implemented a debug interface
* Released a new firmware version to fix vulnerabilities



Security analysis of loT devices

Penetration test

Dynamic firmware analysis




Scope of the security analysis

Aim of this research

= Obtain a high-level overview of the security level of loT firmware
= Analysis of a large number of firmware files

= Use an automated approach

Analysis aspects
=  Common binaries and libraries and their version

= Use of compiler-based exploit mitigation mechanisms in binaries and libraries
= Default user accounts and passwords
=  Cryptographic material




Methodology for performing a large-scale analysis

e Collecting firmware images

e Unpacking and data extraction

e Security analysis

e Storing results in database

e Evaluation of results
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Firmware image collection

= Scrapy Framework (Python)
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Unpacking the firmware
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General observations
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|dentified software components

OpenSSL I 6187
BusyBox I 4903
udhcp NI 3306
jQuery I 2481
curl NN 2026
OpenSSH N 1415
wpa_supplicant I 1304
libpcap NN 371
Dnsmasq I 798
Dropbear SSH W 59
Samba MM 49%
iptables W 420
U-Boot I 39
SSLeay WM 391
hostapd I 343
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Outdated software components

OpenSSL1.1.1d mmm
OpenSSL1.1.1b =
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Exploit mitigation mechanisms
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Factory default credentials

root 2733
admin m=sm 323
nobody = 79
user m 77
squeezecenter B 66
guest 1 39 Plaintext passwords recovered
supervisor 1 20
toor 1 15
superuser | 7
gkl9232xXyruTRmY 6
ZX499Q9JUpwTZuo? 6
twm 5
pmc 4
cloudraker 4
maintain 4
demo 4
CLl 4
B Passwords recovered B Passwords unknown
sshd 3
NsaRescueAngel 2
SDFZQial9XjN4gLl 1
vatics 1
FA4GtedebUgxFA3PR 1
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|dentified cryptographic material

Type of cryptographic material m

TLS certificate 5171
PKCS8 private key 1484
RSA private key 843
Generic public key 158
RSA public key 94
Generic private key 91
PGP public key 4




Problem of hard-coded asymmetric keys
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Problem of hard-coded asymmetric keys

ssl.cert.fingerprint

’. SHODAN Explore Downloads Pricing &2 ssl.cert fingerprint:"069b85b13f43c45f1¢

TOTAL RESULTS

Egypt 16,169
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ldentification of backdoors

SSH public keys in ,,authorized_keys“ file
= Dropbear SSH server
= Allows key-based authentication

Backdoor in web interface

= |dentified in firmware of 9 different products

= CGl scriptin web interface

= Enables SSH/Telnet access with user ,NsaRescueAngel
= Vendor released a new firmware

=  CVE numbers were assigned




Use of unusual software components

Tcpdump

= Used to capture network traffic

= |dentified in 500 firmware images of 8 vendors

= Mainly identified in firmware of routers and VolP phones

GDB

= Debugger, used for runtime analysis of executables
= |dentified in 861 firmware images of 9 vendors

= Mainly identified in firmware of IP cameras, routers and switches




Concluding remarks

= 10K firmware images were analyzed

= Use of outdated software components and Linux kernels
= Use of hard-coded passwords and keys

= |dentification of specific models by their TLS certificate

= Built-in backdoors are a real problem




