
QKD-based Security for 5G and Next 

Generation Networks

Sergiy Gnatyuk

National Aviation University, Kyiv, Ukraine

Vienna, Austria, 18 November, 2021

IN-DEPTH SECURITY CONFERENCE EUROPE 



About the #speaker

2
2
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Why Quantum Cryptography?
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 unordered database search
 factorization
 logarithm in large discrete fields
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Two ways to protect data 
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Quantum Cryptography



Modern Quantum Security Direction
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Quantum Key Distribution
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Quantum Key Distribution
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ВВ84

Image source: UNS Nice (France), Department of Physics

http://physique.unice.fr/sem6/2014-2015/PagesWeb/PT/Tomographie/?page=bb84


Quantum Secure Direct Communication
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Quantum Secure Direct Communication
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Standards in Quantum Security
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Quantum Computing



Q-Computer types
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Q-Computer can realize
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1) Grover algorithm for unordered database search

2) Shor algorithms for:

 factorization;

 logarithm in large discrete fields;

 discrete logarithm for EC etc.



Impact of Q-Computing on Cryptography
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1. The impact on symmetric encryption can be mitigated. Running Grover’s algorithm on a quantum

computer provides a quadratic speedup, which has the effect of cutting the encryption strength in half. In

other words, the encryption strength of AES-256 (based on a classical cryptanalytic attack) has an

equivalent encryption strength of 128 bit sustaining the quantum cryptanalytic attack. The implication is

that AES requires a larger key size to survive an attack from a quantum computer.

2. Asymmetric (public-key) encryption face catastrophic consequences. Running Shor’s algorithm

on a quantum computer with enough qubits can crack both RSA (based on the hard mathematical

problem of large, prime number factorization) and digital signature algorithm (DSA) (based on discrete

logarithm-based problems) because Shor’s algorithm provides an exponential speedup. The quantum

speedup yields many mainstream cryptographic algorithms (RSA, DSA, Elliptic-curve Diffie–Hellman

(ECDH), etc.) vulnerable to attack. The potential negative consequences are severe given the ubiquity of

asymmetric encryption.

3. Impact on hash functions can be mitigated. Hashing is a one-way mathematical function that maps

data, regardless of its size, to a unique, fixed-length output called hash. Many password-based

authentication systems, including Microsoft Windows, implement secure hashing. The quantum impact

of hashing is similar to that of symmetric encryption. The National Institute of Standards and Technology

recommends using SHA-256 (Secure Hash Algorithm 256) or SHA-3 with large output to resist quantum

attacks.



Impact of Q-Computing on Cryptography
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Block Ciphers Security against and Q-algorithms

1
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Commercial Quantum 

Security Systems



ID Quantique (SWI)
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Quantum Key Distribution



ID Quantique (SWI)
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Quantum-Safe Network Encryption



ID Quantique (SWI)
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Quantum Key Generation



ID Quantique (SWI)
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Quantum Key Generation

©Dr. Sergiy Gnatyuk



ID Quantique (SWI)
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Quantum Single-Photon Systems



ID Quantique (SWI)
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Centauris CV1000 Virtual Encryptor

 WAN & SD-WAN encryption (provider-play)

 Concurrent multi-Layer encryption

 Virtualised network encryption

 East-West data centre traffic encryption

Virtualised Encryption, Real-World Security and Performance

 Agile, scalable solution

 Multi-Layer (L2, L3 & L4) network architectures

 100% interoperability with Centauris encryptors

 Cost-effective



ID Quantique (SWI)
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ID Qube NIR Detectors



MagiQ Technologies (USA) 
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QPN-5505



Toshiba (JPN) 
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Labs Quintessence (AUS) 
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qCrypt is a unique vendor-neutral,

encryption key management and policy

management solution, addressing the

toughest challenges in key management.
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5G Quantum Security Projects



5G communications
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5G slices
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IDQ + SK Telecom
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ID Quantique announced today a strategic investment plan of US$ 65 million from SK Telecom, intended 

to develop IDQ’s quantum technologies for the telecom and IoT markets. In the hyper-connected 5G era 

where some 43 billion devices worldwide based on data by market research firm Gartner about expected 

number of connected devices in 2026 get connected through wireless networks, the importance of 

cybersecurity in mobile communications will rise exponentially.

+



IDQ + SK Telecom
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Two Generations of Q-Smartphone
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UK practical quantum-secured high-speed fibre network
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BT announced today that it has built the UK’s first practical quantum-secured high-speed fibre 

network between Cambridge and the BT Labs in Adastral Park, Ipswich, in a collaborative 

project led by the Quantum Communications Hub, part of the UK National Quantum 

Technologies Programme. The quantum-secured link runs across a standard fibre connection 

through multiple BT exchanges over a distance of 120km, making it the first high-speed ‘real-

world’ deployment of quantum-based network security in the UK. The network link, which is 

capable of transferring 500Gbps of data, will explore and validate use cases for QKD. This will 

include how the technology can be deployed to secure critical national infrastructure, as well as 

to protect the transfer of critical data, such as sensitive medical and financial information.



DT strategic investment in ID Quantique
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ID Quantique announced today a strategic investment plan from Deutsche 

Telekom, intended to develop IDQ’s quantum technologies for the telecom and 

IoT markets in the new 5G era. The investment is part of a joint agreement 

between Deutsche Telekom and SK Telecom, a majority investor in IDQ since 

February 2018, in order to strengthen their competitiveness in 5G and offer 

specialised highly secure 5G services.
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V2X Security by Quantum
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Others Quantum Projects



Quantum Science Satellite «Micius»
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- Bank of Communications,

- Industrial and Commercial Bank of China

- Alibaba.



Quantum Science Satellite «Micius»
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Intercontinental Satellite Quantum Communication
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Austria - China

> 7400 km



Tokyo QKD Network (scheme)
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https://nag.ru/upload/images/20160802-0017.png
https://nag.ru/upload/images/20160802-0017.png


Tokyo QKD Network (layers)
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Quantum-Safe IPVPN
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Quantum Secure CI in SK
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+
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Unique Quantum Lab
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Atos Quantum Learning Machine
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Atos Quantum targets :

- Developing a quantum simulation platform

- Designing innovative computing architectures

- Developing new quantum safe cryptography algorithms

- Creating an algorithm development and programming cluster for Big Data, AI, HPC, CS
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Quantum coding languages
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 Open Quantum Assembly Language (OpenQASM)

 Q#

 LIQUi (Language-Integrated Quantum Operations)

 Quantum Computation Language (QCL)

 Quipper

 Quantum pseudocode

 QML
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Our selected results in QKD
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Improved deterministic protocols [1/3]
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Improved deterministic protocols [2/3]
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Improved deterministic protocols [3/3]
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Improved protocol allows to minimize the amount of switching between message

transmission and eavesdropping control modes as well as uses ternary pseudo-

random sequences instead of reverse hashing with reversible ternary matrices.

It provides protocol speed increasing at least in 1.52 time, while maintaining the

resistance to non-coherent attacks.

Comparative analysis of efficiency (r > 4) 
Speed investigation 
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PRNG and TRIT STS [1/3]
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Randomness assessment tests

 NIST Statistical Test Suit

 Diehard tests by G. Marsaglia

 Dieharder

 TestU01

 Knuth tests

TriGen v.2.0 PRNG was developed and studied

in practice.

Therefore, analyzing the results of the study it

can be conclude that NIST STS technique

cannot be used to evaluate the quality of the trit

sequences (this technique is oriented on bit

sequences evaluation), and the developed

method as well as PRNG based on it for

evaluating trit sequences quality suitable for use

in practice (next slide).
Pseudocode of TriGen v.2.0 PRNG 
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PRNG and TRIT STS [2/3]

55

Stage 1. Frequency Monotrit Test, FMT

Stage 2. Frequency Trit Block Test, FTBT.

Stage 3. Trit Runs Test, TRT.

Stage 4. Trit Test for the Longest Run in a Block, TTLROB.

Stage 5. Non-overlapping Template Matching Trit Test, NTMTT.

Stage 6. Trit Overlapping Template Matching Test, TOTMT. 
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PRNG and TRIT STS [3/3]
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Software tool TRIT STS



57

Our Plans for the Future
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National Quantum  Cybersecurity System of Ukraine (during 2022-2027)

 State Scientific and Research Institute of Cybersecurity Technologies and Information 
Protection

 National Aviation University
 Institute of Physics of the NAS of Ukraine
 Cybersecurity and Cryptography companies and R&D centers

QKD + PQ Symmetrical Algorithm + Additional Procedures 
(Authentication, Privacy Amplification, PRNG etc.)
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About NAU Cybersecurity R&D Lab

 development and optimization of web-sites / web-appl.;

 penetration testing and security analysis of web-sites / 

ICS / software-hardware complexes;

 information security / cybersecurity audit;

 encryption algorithms / PRNGs / hash-functions development, 

software / hardware realization and security level assessment;

 software realization of algorithms of any complexity in C / С++, Python, Java;

 designing and implementation of printed circuit boards and antennas, digital 

electronics of any complexity;

 deep investigation of software / hardware solutions in IT, cybersecurity, 

telecommunications;

 designing and conducting training courses, workshops and laboratory testing in 

information security (cybersecurity) / CIIP / cryptography / computer networks / AI / 

ML / Big Data etc.

http://cyberlab.fccpi.nau.edu.ua/
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