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About the #speaker

Sergiy Gnatyuk holds PhD and DSc (second academic research degree
in Ukraine) in cybersecurity, he is Professor in Computer Science.
Sergiy is Professor and Vice-Dean of the Faculty of Cybersecurity,
Computer and Software Engineering at National Aviation University
as well as Scientific Advisor of the NAU Cybersecurity R&D Lab
http://cyberlab.fccpi.nau.edu.ua

Also, Sergiy is a cybersecurity expert and consultant for state and
private Ukrainian and international organizations. He is a speaker
and organizer of many international cybersecurity events as well as
the author of many books, patents and papers.

The topics of the papers and books are cybersecurity, QKD, 5G and
NGN security, incidents response, CIIP and others.

+380971934425

s.gnatyuk@nau.edu.ua
sergio.gnatyuk@gmail.com
https://www.facebook.com/sergiy.gnatyuk




Why Quantum Cryptography?
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Two ways to protect data

Quantum —— Code-Based
Signatures Cryptography
Post-Quantum
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Quantum Key Distribution
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Quantum Key Distribution
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Quantum Secure Direct Communication

Message transferring

Coding scheme in Bell basis
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Standards in Quantum Security

SDO Document number | Document title Version | publ. date
ETSI GS QS5C 003 Quantum Safe Cryptography; Case | V1.1.1 201702
Studies and Deployment Scenarios
ITU-T | XSTR-SEC-QKD Security considerations for quantum 2020-03
SG17 key distribution networks
ITU-T | X710 Security framework for gquantum key Approved
SG17 | (ex X.sec-QKDN-ov) | distribution networks
ITU-T | X 1714 Key combination and confidential Approved
SG17 | (ex X.cf-QKDN) key supply for quantum key distribu-
tion networks
ITU-T | X.sec-QKDN-km Security requirements for quantum Drafting
SG17 key distribution networks - Key
management
ITU-T | X sec-QKDN-tn Security requirements for quantum Drafting
SG 17 key distribution networks -Trusted
node
ITU-T | X.sec QKDN intrg Security requirements for integration Drafting
SG17 of QKDN and secure network infra-
structures




Example of quantum technology supply chain

(Source: Quantum Technologies 2020 report, Yole Développement, 2020)
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Q-Computer types

The three known types of
quantum computing and their
applications, generality,

Quantum Annealer

The quantum annealer

and most restrictive fori Ana|og Quantum

computers. It is the eas

only perform one specit ~ The analog quantumc  Jniversal Quantum
consensus of the scienl  to simulate complex qu

that a quantum anneale  that are intractable for¢  The universal quantum computer is the most

advantages over convel  ventional machine, or ¢ powerful, the most general, and the hardest to build,
machines. It is conjectt posing a nu_mber Qf d|_ff|cult techn_:cal ctwalenggs,
quantum computer will Currenlt estimates indicate that thlg maChln‘e will v

APPLICATION between 50 to 100 quk comprise more than 100,000 physical qubl,ts.

Optimization Problems

GENERALITY
Restrictive

APPLICATIONS
Quantum Chemistry The true grand challenge
Material Science in quantum computing.
gpt|m||;at|on Problems 3 It offers the potential to
Q?‘?rﬁ::ﬁ Dynamics be exponentially faster than
traditional computers for
GENERALITY APPLICATIONS a number of important
Partial Secure computing < applications for science

Machine Learning = and businesses.
Cryptography

High Quantum Chemistry
Material Science
Optimization Problems

Sir:rﬂm Dynamics f ' t t ' f ' ' t '

Searching

Same as traditional con

GENERALITY
Complete with
known speed up




Q-Computer can realize

1) Grover algorithm for unordered database search
2) Shor algorithms for:

= factorization;

= |ogarithm in large discrete fields;

= discrete logarithm for EC etc.
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Impact of Q-Computing on Cryptography

1. The impact on symmetric encryption can be mitigated. Running Grover’s algorithm on a quantum
computer provides a quadratic speedup, which has the effect of cutting the encryption strength in half. In
other words, the encryption strength of AES-256 (based on a classical cryptanalytic attack) has an
equivalent encryption strength of 128 bit sustaining the quantum cryptanalytic attack. The implication is
that AES requires a larger key size to survive an attack from a quantum computer.

2. Asymmetric (public-key) encryption face catastrophic consequences. Running Shor’s algorithm
on a quantum computer with enough qubits can crack both RSA (based on the hard mathematical
problem of large, prime number factorization) and digital signature algorithm (DSA) (based on discrete
logarithm-based problems) because Shor’s algorithm provides an exponential speedup. The quantum
speedup yields many mainstream cryptographic algorithms (RSA, DSA, Elliptic-curve Diffie-Hellman
(ECDH), etc.) vulnerable to attack. The potential negative consequences are severe given the ubiquity of
asymmetric encryption.

3. Impact on hash functions can be mitigated. Hashing is a one-way mathematical function that maps
data, regardless of its size, to a unique, fixed-length output called hash. Many password-based
authentication systems, including Microsoft Windows, implement secure hashing. The quantum impact
of hashing is similar to that of symmetric encryption. The National Institute of Standards and Technology
recommends using SHA-256 (Secure Hash Algorithm 256) or SHA-3 with large output to resist quantum
attacks.




Impact of Q-Computing on Cryptography

Crypto Algorithm Type

AES-256 Symmetric key

SHA-256, SHA-3

RSA Public key

ECDSA, ECDH (Elliptic

Curve Cryptography) Public key

DSA (Finite Field

Cryptography) Public key

Purpose

Encryption

Hash functions

Signatures, key
establishment

Signatures, key
exchange

Signatures, key
exchange

Impact from large-scale QC

Larger key sizes needed

Larger output needed

No longer secure

No longer secure

No longer secure



Block Ciphers Security against and Q-algorithms

Size of Quantum Security against attack on
AES-128 | 128/128 128/128 2% (1079 2% (109
AES-256 | 128/256 128/256 2% (109 218 (10%%
DES 64/56 64/56 2% (10%°) 2°° (10%%)
GOST-28147 | 64/256 64/256 2% (10%°) 218 (10%%
Kalyna-128 | 128/128 128/128 2% (1079) 2% (1079)
Kalyna-512 | 512/512 512/512 27° (107%%) 27° (107°%)







ID Quantique (SWI)

Quantum Key Distribution

[ N B

Cerberis QKD Blade

Provably secure key exchange based on Quantum Key Distribution
Quantum keys ensure long-term protection and forward secrecy

Fully automated key exchange with continuous key renewal

vV M Y Y

ntegrated entropy source based on a Quanium Random Numbel
Generator

Clavis® QKD Platform for R&D

> Open QKD platform for R&D applications High-Speed Key Generation
and distribution up 10 100km
Mﬂr‘n;,

> Coherent One-Way (COW) Protocol (patented by IDQ)

> Hardware Based Key Distillation Protocol (FPGA)



ID Quantique (SWI)

Quantum-Safe Network Encryption h
| i ey | DQ

Centauris CN9000 Series Centauris CN8000

» High-assurance, ultra-low latency encryption » Uncompromising performance, flexibility and scalability
> ORNG-powered 100Gbps encryption > ORNG-powered, multi-link encryption

> Robust, scalable and simple » Multi-tenant, Ethernet & Fibre Channel encryption

> Upgradeable to Quanium-Safe Security > Upgradeable to Quanium-Safe Security

Centauris CN6000 Series Centauris CN4000 Series

» Robust, business-class encryption > High-assurance, transparent, full-line rate encryption

? Addressing the most performance-intensive environments » Versatile, supports all Layer 2 network topologies
> Ultra-reliable, defence-grade for enterprise customers > Cost-effective

» Upgradeable 1o Quantum-Safe Security




ID Quantique (SWI)

Quantum Key Generation h
(B, dipa
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Quantum Random | § X

%) Number Generator |& S

E Made in Switzerland giok

< www.idquantique.com TS

= US Patent No. 7,519,641 282

- =

® PIN 1
Quantis Appliance Quantum Key Factory
> Trusted and certified source of quantum randomness > True random number generation platform based on Quantis QRNG
> Distributed architecture to support multiple applications > Live verification of the core QRNG to ensure ongoing trust in the
simultaneously entropy source

> Linux kernel pool entropy feeder and HSM entropy injector  Worldwide government certifications, including Swiss METAS

o certification and German BS| validation according to AIS 31.
» Designed for Data Centre / IT / Telecom environments e - SEE g

» Bestpractices in key scheduling, key mixing, key storage, key
> Simple, web-based configuration and management aud F:,IS : 9. K 9. ke =g ’
(=] L



ID Quantique (SWI)

Quantum Key Generation h
Quantis QRNG Chip DQ

The world smallest QRNG for security, loT & critical
infrastructure applications

i:j;&? True Tam:lum numbers for all cryptographic % Seed generation for blockchain
0010000 algorithms and protocols

"

Artificial Intelligence

] Computing Device
D (mobile phones, tablets, servers, etc) (Machine and Deep Learning)

T Automotive
- Scientific Modeling & Simulati
ﬂ (V2X, CAN, Infotainment, etc) E EnETe €ing imutations
Smart Network
e :?r ° . ﬁ Online Gaming and Casinos
(loT, SmartGrid, SmartCity, SmartHome, etc)

©Dr. Sergiy Gnatyuk 23




ID Quantique (SWI)

Quantum Single~Photon Systems

D300 Short-Pulse Laser Source D230 Infrared Single-Photon Detector
> 1550 nm DFEB laser ? Free-running & gated

> 300 ps laser pulses > 25% guantum efficiency

> 010 500 MHz repetition rate > Low dark countrate <25 Hz

D281 Superconducting Nanowire

Single-photon detector with 80% quantum efficiency and
fastest electronics

» 80% guantum efficiency

» Jitter: 50 ps (FWHM)

» Closed-cycle cryostat



ID Quantique (SWI)

= WAN & SD-WAN encryption (provider-play)
= Concurrent multi-Layer encryption

= Virtualised network encryption

= East-West data centre traffic encryption

Virtualised Encryption, Real-World Security and Performance

= Agile, scalable solution

= Multi-Layer (L2, L3 & L4) network architectures 8
= 100% interoperability with Centauris encryptors

Cost-effective 1
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Site A

MagiQ QPN

QPN-5505

Quantum Channels
o
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Secure Data Channels

Site B

MagiQ QPN

\ MagiQ QPN

Site C




Toshiba (JPN)

Secret Digital Key Exchange Using Quantum Key Distribution

TOSHIBA

Single Photons

+Using quantum cryptographic communication to send genome analysis data from

® 1 1 0 © 9 Optical Fibre Toshiba Life Science Analysis Center (Minamiyoshinari, Aoba-ku, Sendai) to
£ i ea\ “we Tohoku Medical Megabank Organization, Tohoku University (in Seiryo-machi,
fgita Aoba-ku, Sendai)

+ The test period is two years (from August 2015to August 2017).

Commencement of Verification Testing of QCCS
Start on August 31, 2015 at Aoba-ku,Sendai

Toshiba Life Science Analysis Center - - Tohoku Medical Megabank Organization

o o o O O O N




Labs Quintessence (AUS)
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qCrypt is a unique vendor-neutral,
encryption key management and policy
management solution, addressing the
toughest challenges in key management.

Cryptography and Security

FIPS 140-2 Level 1 and FIPS 140-2 Level 3 cryptographic modules.

One-time pad, symmetric key and asymmetric key ciphers, key derivation, random objects, and certificates supported

Encrypted keystore with Hardware Security Module (HSM) protected root of trust with the embedded HSM option.
Otherwise, Trusted Platform Module (TPM) protected root of trust.

Granular, hierarchical and auditable access control

Supports both attended and unattended secure start-up

Event log, audit log, date and time of transaction, management and user reports
Up to 100,000 end-client systems per node, 200 key requests per second per node
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5G communications

What 5G is about

Entertainment
' Apps beyend imagination
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5G slices

Slice 1 — eMBB secured slice for Governmental subscribers
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IDQ + SK Telecom

IDQ

Press Release

Geneva, Switzerland, 26 February 2018

ID Quantique and SK Telecom join forces to form the global leader
in quantum communications and quantum sensing technologies

ID Quantique announced today a strategic investment plan of US$ 65 million from SK Telecom, intended
to develop IDQ’s quantum technologies for the telecom and loT markets. In the hyper-connected 5G era
where some 43 billion devices worldwide based on data by market research firm Gartner about expected
number of connected devices in 2026 get connected through wireless networks, the importance of
cybersecurity in mobile communications will rise exponentially.




IDQ + SK Telecom

SKT deployed its Quantum Key Distribution system for LTE network
with 350,000+ subscribers in Sejong City in South Korea

b,

SK telecom

Core

2011~ Launched R&D program on Quantum Crypto
2016.6.21 Applied World's first Quantum Crypto to LTE backhaul network
between Sejong and Daejeon Cities
2018.2.25 Invest in IDQ(ID Quantique (World leading company in Quantum-—safe
crypto solutions)
2018.12.1 Applied World's First Quantum Crypto to 5G Network(B28 Site)
(O When a third party tries to intercept information in the middle, ) Quantum random number generation chip is smaller than a nail
the sender and receiver will know it and can be mounted on various loT devices as well as
— hacking is fundamentally impossible autonomous vehicles, smartphones and drones

PCle Type USB Type Server Type




Two Generations of Q-Smartphone

Geneva, May 14" 2020

ID Quantique and SK Telecom announce the world’s first 5G smartphone
equipped with a Quantum Random Number Generator (QRNG) chipset

ID Quantique (IDQ), the world leader in quantum-safe security solutions, today announced that HIE I
its newest Quantum Random Number Generator (QRNG) chip has been integrated in the ‘Galaxy
A Quantum’, a custom edition of the Samsung Galaxy A71 5G smartphone commercialized by SK

Telecom (NYSE:SKM), Korea’s Telecom giant, to protect its customers’ most valuable information.

skTEGX
QUANTUM

|ID Quantique and SK Telecom unvelil the Samsung
Galaxy Quantum?2, the newest QRNG-Powered 5G
smartphone with even more embedded secured

applications

13th April 2021

The Samsung Galaxy Quantum? is the second smartphone equipped
with quantum technology, designed to protect customers’ information.
It will be 2 new choice for customers who value both perfermance and

security.




UK practical quantum-secured high-speed fibre network
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QKD

BT announced today that it has built the UK's first practical guantum-secured high-speed fibre
network between Cambridge and the BT Labs in Adastral Park, Ipswich, in a collaborative
project led by the Quantum Communications Hub, part of the UK National Quantum
Technologies Programme. The quantum-secured link runs across a standard fibre connection
through multiple BT exchanges over a distance of 120km, making it the first high-speed ‘real-
world’ deployment of quantum-based network security in the UK. The network link, which is
capable of transferring 500Gbps of data, will explore and validate use cases for QKD. This will
include how the technology can be deployed to secure critical national infrastructure, as well as
to protect the transfer of critical data, such as sensitive medical and financial information.




DT strategic investment in ID Quantique

Sl‘(’%lecom @Q Ie - {MobiledgeX>
D euts Ch e Signing Ceremony for
Strategic Paz nership-& Investment

" Telekom

ID Quantique announced today a strategic investment plan from Deutsche
Telekom, intended to develop IDQ’s quantum technologies for the telecom and
loT markets in the new 5G era. The investment is part of a joint agreement
between Deutsche Telekom and SK Telecom, a majority investor in IDQ since
February 2018, in order to strengthen their competitiveness in 5G and offer
specialised highly secure 5G services.




V2X Security by Quantum
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WEBINAR REPLAY:

Quantum Technolo%ys |mp?ct on automotive
security

Watch our webinar to understand how Quantum-enhanced security provides V2X
J
products with the highest level of trust for customers.
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Quantum Science Satellite «Micius»

China Xinhua News @ o

@XHNews

China launched world's 1st quantum satellite on top of a Long
March-2D rocket from Jiuquan Satellite Launch Center

- Bank of Communications,

- Industrial and Commercial Bank of China

- Alibaba.




Retired research chimps
p. 1

stuck in limbo

Quantum Science Satellite «Micius»

Job losses undermine

educational advancement ;. 1

Entangled photon pairs sént
from space to Earth
pp. 110 & 1140

Marine predators shape
prey defenses p 17w

$15
16 JUNE 2017

scHncemag org

AYAAAS

WWW.NEWS.CN

Quantum leaps

China's Micius satellite, launched in August 2016, has now validated across a record 1200 kilometers the
“spooky action” that Albert Einstein abhorred (1). The team is planning other quantum tricks (2-4).

Light-altering crystal
creates entangled
photon pairs

4 Global network
Future satellites and
ground stations could
enable a quantum

internet.
L/’

Indian
ocean

Micius
(500 km altitude)

i

1. Spooky action

Entangled photons were sent to
separate stations. Measuring
one photon's quantum state
instantly determines the other’s,
no matter how far away.

8

Pair

2. Quantum key distribution
Micius will send strings of entan-
gled photons to the stations,
creating a key for eavesdrop-
proof communications.

§88c-

Pair string

3. Quantum teleportation
Micius will send one entangled
photon to Earth while keeping its
mate on board. When a third
photon with an unknown state is

Sha -« entangled with the one on Earth,
\ (‘their states jointly mea-




Intercontinental Satellite Quantum Communication

Austria - China
> 7400 km
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Tokyo QKD Network (scheme)

Ultra-stable frequency dissemination



https://nag.ru/upload/images/20160802-0017.png
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Tokyo QKD Network (layers)
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IDQ

Press Release

Geneva, October 7*" 2021

Telefonica, Fortinet and ID Quantique (IDQ) have jointly demonstrated
the first Quantum-Safe IPVPN connection suitable for offering a fully
managed datacenter interconnection service

Telefonica is actively preparing a new generation of connectivity solutions that can resist highly
sophisticated cyber-attacks made possible with the development of quantum computers.
These quantum computers, once sufficiently powerful, may be able to break current public-
key cryptography schemes based on prime number factorisation, such as the widely used RSA
algorithm.
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BUT opens a unique laboratory of quantum security

As of today, the new laboratory with the so-called quantum communication
infrastructure is available to experts from the Faculty of Electrical Engineering and
Communication of the Brno University of Technology. The laboratory will enable
scientists to work on next-generation computer networks that will also be protected
from quantum computer attacks, to which the vast majority of current networks,

including the Internet, are vulnerable.

Thanks to special equipment, experts will be able to work on the protection of sensitive data, even before
the construction of a quantum computer, for which the current level of security would be an easily overcome
obstacle. For example, data related to state security or generally critical infrastructure could fall into
strange hands. At the same time, it is necessary to protect the information passed between the Czech
Republic and international institutions, such as the European Union or NATO.



Atos Quantum Learning Machine

Atos Quantum targets :

- Developing a quantum simulation platform

- Designing innovative computing architectures

- Developing new quantum safe cryptography algorithms
- Creating an algorithm development and programming cluster for Big Data, Al, HPC, CS
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Quantum coding languages

» Open Quantum Assembly Language (OpenQASM)
> Q#t

» LIQUI (Language-Integrated Quantum Operations)
» Quantum Computation Language (QCL)

» Quipper

» Quantum pseudocode
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Speed investigation
Comparative analysis of efficiency (r > 4)

Improved protocol allows to minimize the amount of switching between message
transmission and eavesdropping control modes as well as uses ternary pseudo-
random sequences instead of reverse hashing with reversible ternary matrices.

It provides protocol speed increasing at least in 1.52 time, while maintaining the
resistance to non-coherent attacks.
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TriGen v.2.0
Randomness assessment tests Input: initialization vector 17 . secretkey K . 17 e¥y . K < V.
= NIST Statistical Test Suit parameter b .
= Diehard tests by G. Marsaglia Ovtput: cutput sequence M =M. 34). M <Tha . My la
= Dieharder a=tbo
Lox =W, »=W_ . kK=K,k6iclé, jel4,
= TestUO1

2 Forg=Ltg=<h g++db
= Knuth tests 2.1. For j=i% j<4 f++db
A, Forj=0 j=4 f++

211, =(Shax|n + & B xy ==k o = Shovlx, +h J4a ) ===

TriGen v.2.0 PRNG was developed and studied % = Mic((x 10 ) B ys ) e i
in practice. 2.1.2. k = Shox((Shox (% Bk )+ 5 )8 v |3 b = Shax [ Miv(xs +hy +2% )8 v, )3

) . 2.1.3. y =Sbox((( K+ y ) <<< .\'zlﬁ'ks];r:=ifh[.’i.ﬁal‘“[.l‘z+1'::|}}}.'r3]$£'_,]];
Therefore, analyzing the results of the study it '

can be conclude that NIST STS technique 214, x =(Sbox{x, +k)®x | << by 3, =(Shav(x, k)3 ) 22> &3
cannot be used to evaluate the quality of the trit Y = Mix( (v +3, ) 3, ) e 5, 5

sequences (this technique is oriented on bit 2.1.5. &, = Shox((Sbas (x, @) 4508 3 ) & = Shas(Miv(ss + £ 45,18 34
sequences evaluation), and the developed
method as well as PRNG based on it for
evaluating trit sequences quality suitable for use 22 My =(nlyslasl 2)

In practice (next slide).
P ( ) Pseudocode of TriGen v.2.0 PRNG

216 3, =sbox({(k+ ;) ccex ) BE ), ¥, = Mo Sbox(((k, +3,) 5> x )& & ).
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Results
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Stage 1. Frequency Monotrit Test, FMT

Stage 2. Frequency Trit Block Test, FTBT.

Stage 3. Trit Runs Test, TRT.

Stage 4. Trit Test for the Longest Run in a Block, TTLROB.
Stage 5. Non-overlapping Template Matching Trit Test, NTMTT.
Stage 6. Trit Overlapping Template Matching Test, TOTMT.
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Software tool TRIT STS

2121201212102120121212102

Stage 2. Frequency Trit Block Test
Enter the sequence ->

11011101011110 212121212121212121212

Divide into trit sequences

P = 0.01582396318090943

P = 0.02949600449998704

P = 0.0023043837509921245 T :
Show result Next test
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Our Plans for the Future

National Quantum Cybersecurity System of Ukraine (during 2022-2027)

= State Scientific and Research Institute of Cybersecurity Technologies and Information
Protection

= National Aviation University
= |nstitute of Physics of the NAS of Ukraine
= Cybersecurity and Cryptography companies and R&D centers

QKD + PQ Symmetrical Algorithm + Additional Procedures
(Authentication, Privacy Amplification, PRNG etc.)




development and optimization of web-sites / web-appl.;
penetration testing and security analysis of web-sites /

ICS / software-hardware complexes;

information security / cybersecurity audit;

encryption algorithms / PRNGs / hash-functions development,
software / hardware realization and security level assessment;
software realization of algorithms of any complexity in C / C++, Python,
designing and implementation of printed circuit boards and antennas, digital
electronics of any complexity;

deep investigation of software / hardware solutions in IT, cybersecurity,
telecommunications;

designing and conducting training courses, workshops and laboratory testing in
information security (cybersecurlty) | CIIP / cryptography / computer networks / Al /
ML / Big Data etc. '

CAJITL

http://cyberlab.fccpi.nau.edu.uqg/
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Thank you for your attention!

Sergiy Gnatyuk

+380971934425

s.ghatyuk@nau.edu.ua
sergio.gnatyuk@gmail.com
https://www.facebook.com/sergiy.gnatyuk




