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Introductions

Search and Rescue Operations

National Missing Persons Hackathon
Australian News

Founder/President of Trace Labs
• NPO crowdsources OSINT to help find Missing Persons
• https://www.tracelabs.org

Search & Rescue Team Leader
• Over a decade 
• Team Leader, Marine Rescue Technician, Tracker

Information Technology/Security
• Over two decades
• CISSP, CISM, etc.
• Operations to Incident Response
• Global teams

Email: robert.sell@tracelabs.org
Twitter: @robertesell



Disclaimer

• Opinions are my own and in no way representative of any of my past/present/future employers.

• All details presented here are for lawful use only.

• All information presented here is categorized as Public – TLP: White.

• This presentation does not cover all scenarios or situations. 
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UNDERSTAND



What Is Insider Threat?

Bad Definition

“One or more individuals with the access or inside knowledge of an organization, that would allow them to 
exploit the vulnerabilities of that entity’s security, systems, services, products or faculties with the intent to cause 
harm.”
- The National Infrastructure Advisory Council’s first report and recommendations on the insider threat to critical infrastructures, April 2008

Good Definition

“Insider threat is the potential for an insider to use their authorized access or understanding of an organization to 
harm that organization. This harm can include malicious, complacent, or unintentional acts that negatively affect 
the integrity, confidentiality, and availability of the organization, its data, personnel, or facilities.”
- https://www.cisa.gov/defining-insider-threats



Insider Threat Impact

Relevant Statistics

• Businesses in the US encounter approximately 2,500 internal security breaches daily.

• More than 34% of businesses around the globe are affected by insider threats yearly.

• Over the last two years, the number of insider incidents has increased by 47%.

• Average cost of insider threats has gone up 31% from 2017 ($8.76M) to 2019 ($11.45M). 

Sources: 
https://techjury.net/blog/insider-threat-statistics/
https://www.isdecisions.com/insider-threat/statistics.htm

https://techjury.net/blog/insider-threat-statistics/
https://www.isdecisions.com/insider-threat/statistics.htm


Insider Threat Impact

The New Nation State Threat

In 2017, China passed the new National Intelligence Law – Article 14: 
“National intelligence work institutions, when carrying out intelligence work according to laws, 
may ask relevant institutions, organizations and citizens to provide necessary support, assistance 
and cooperation.”

The state now has the right to turn any of its citizens or organizations into spies.

Sources: 
https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-the-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys
-future-intelligence-competitions.html
https://www.cnbc.com/2019/03/05/huawei-would-have-to-give-data-to-china-government-if-asked-experts.html
https://www.indiatoday.in/news-analysis/story/china-national-intelligence-law-2017-authorise-companies-espionage-india-1705033-2020-07-27

https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-the-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys-future-intelligence-competitions.html
https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-the-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys-future-intelligence-competitions.html
https://www.cnbc.com/2019/03/05/huawei-would-have-to-give-data-to-china-government-if-asked-experts.html
https://www.indiatoday.in/news-analysis/story/china-national-intelligence-law-2017-authorise-companies-espionage-india-1705033-2020-07-27


Types of Insider Threat

Category Type Intent Triggered Sophistication
Pawn Accidental No Yes Low
Pawn Lazy No Yes Low
Turncloak Career No Yes Low
Turncloak Disgruntled Yes Yes Medium
Imposter Malicious Yes No Medium
Imposter Pirates Yes No Medium/High
Imposter Espionage Yes No High



Types of Insider Threat
Pawns

• The pawn category often comes with an element of innocence. 
• The employee may accidently cause harm through a mistake. 
• Likely even regret what they did.
• Pawns are often as much a victim of the situation as the company is. 

• Pawns may also just be lazy and not care about security procedures or policies.
• Either way, their intent isn’t damage to the organization.

• Always a trigger event which could be a phishing email or a missed promotion.



Types of Insider Threat
Category: Pawns
Type: Accidental
Intent: No

Profile:
• No intent to cause harm. Often the unknowing victim
• Very remorseful when made aware
• Often has poor judgement and easily tricked or distracted
• Often a social butterfly and using social media inappropriately
• Likely a target and victim of social engineering

Typical Scenario:
• Phishing links that make their computer a slave to external attackers



Example of Insider Threat – Type: Accidental



Types of Insider Threat
Category: Pawns
Type: Lazy (aka Negligent)
Intent: No

Profile:
• No intent to cause harm, just can’t be bothered to be careful
• Unlike the Accidental type, Lazy does not typically feel much remorse
• Knows the rules and aware it’s a violation but simply doesn’t care
• Not motivated by greed or self gain as much as work avoidance
• Not interested in additional effort required to comply with policy

Typical Scenario:
• Leaves laptop or proprietary papers in public



Example of Insider Threat – Type: Lazy



Types of Insider Threat
Turncloaks

• While the pawns are often victims, turncloaks are not 

• The turncloaks are purposeful and sometimes acting with intent

• Will not show remorse, will not change their habits and will likely repeat

• Always a trigger event such as no policy enforcement or low employee engagement.



Types of Insider Threat
Category: Turncloak
Type: Career
Intent: No

Profile:
• No intent to cause harm however, intent to complete data exfil for career
• Little remorse when confronted and often pleads ignorance 
• Conveniently forgets the rules and may take necessary actions to avoid detection
• Motivated by desire to retain digital work for personal career benefit
• May be ignorant of rules, pretend to be ignorant or just blatantly ignore rules

Typical Scenario:
• Exfiltrate their data and possibly group data via portable media or online storage



Example of Insider Threat – Type: Career



Types of Insider Threat
Category: Turncloak
Type: Disgruntled
Intent: Yes

Profile:
• Intent to cause harm (i.e. damage)
• No remorse until emotionally satisfied 
• Knows the rules and will take necessary actions to avoid detection
• Motivated by desire to retaliate from sense of personal wrongdoing
• May pretend to have interest to comply with policy but is secretly planning damage

Typical Scenario:
• Distract employees, encourage others to be unproductive, sabotage projects and 

introduce external threats such as ransomware.



Example of Insider Threat – Type: Disgruntled



Types of Insider Threat
Imposters

• While pawn is accidental and turncloak has intent, the imposter is sophisticated. 

• You likely won’t even know they have an imposter within your ranks. 

• The Imposter is a professional. A trained actor. Carefully planned strategy.

• Isn’t emotional. Running like a business. If it takes them too long to get what they 
want, they may move on to the next victim.

• Unlike pawns or turncloaks, there is no trigger event with Imposters.



Types of Insider Threat
Category: Imposter
Type: Malicious
Intent: No

Profile:
• Fully intent on causing harm to the organization
• No remorse. Unlike the Disgruntled, Malicious wasn’t triggered
• Knows the rules and has likely taken adequate measures not to get caught
• Not necessarily motivated by greed or self gain but instead hurting the company
• Likely understand company rules and policy but willing to violate

Typical Scenario:
• Whistle blower or sabotage (i.e. Edward Snowden, Wikileaks, Anonymous)



Example of Insider Threat – Type: Malicious



Types of Insider Threat
Category: Imposter
Type: Pirates
Intent: Yes

Profile:
• Fully intent on finding opportunities to profit (which they know will cause harm)
• No remorse. This is their standard MO.
• Knows the rules and work to obtain goal and exit before detection
• Will have excuses and back stories should they be questioned
• Motivated by greed and personal gain
• Not interested in complying with policy. In Fact, this is just a barrier to this person

Typical Scenario:
• Ransomware for payout. Selling of credentials or corporate data.



Example of Insider Threat – Type: Pirate



Types of Insider Threat
Category: Imposter
Type: Espionage
Intent: Yes

Profile:
• Fully intent on carrying out their mission (which they know will cause harm)
• No remorse. Employed to infiltrate, escape & evade with data exfil
• Knows the rules and will be very careful to avoid violation detection
• Likely a nation state or corporate actor who does this professionally
• Will fake interest in compliance to fool security

Typical Scenario:
• Data exfiltration without the company ever knowing it was lost



Examples of Insider Threat – Type: Espionage



Triggers & Intent Category Type Intent Triggered Sophistication

Pawn Accidental No Yes Low

Pawn Lazy No Yes Low

Turncloak Career No Yes Low

Turncloak Disgruntled Yes Yes Medium

Imposter Malicious Yes No Medium

Imposter Pirates Yes No Medium/High

Imposter Espionage Yes No High

We can now see the patterns which can help build our defenses:

• Pawns and Turncloaks have triggers. An event occurs which allows them to be threats.
• Pawns and some Turncloaks do not have intent. 
• Imposters are not triggered yet have intent. 



Prevent



Preventing Pawns
Training
• User awareness training
• Social media appropriateness training
• Social engineering training
• Active phishing program
• Physical security training
• Reception training

Management
• Disciplinary action for policy violators

Corporate Culture
• Security Champion Program
• See Something, Say Something Program
• Separation of Duties
• Strict enforcement of security policies

Technical Controls
• Multifactor authentication



Preventing Turncloaks
Training
• Sensitive data training
• Employee legal responsibility training
• InfoSec penetration testing
• Physical penetration testing

Management
• Annual Non Disclosure Agreement (NDA)
• Monitor & remediate conflict
• Exit Interviews

Corporate Culture 
• Employee engagement programs
• Technical Fellowship Program
• Open dialogue on Security

Technical Controls
• Whitelist specific corporate cloud storage
• Data Loss Prevention (DLP)
• Deny portable media
• No BYOD



Preventing Imposters
Training
• Espionage awareness training

Management
• Stringent background checks
• Compartmentalized departments
• Counter espionage team integration

Corporate Culture 
• Security/Protectionism culture
• Visible SOC/SIEM/CCTV activity

Technical Controls
• Tamper proof card access
• Micro segmented network
• Micro segmented physical access
• Role based access control (RBAC)
• VPN all access
• Holistic monitoring analytics
• Predictive profiling



Detect



Detecting Insider Threats
Two detection methods:

1. Tools: Typical Information Security tools
2. Behaviors: Identifying Insider Threat IoCs

Ideally, dedicated Insider Threat team utilizes both of these in a holistic strategy.

However:
• Most companies don’t utilize SIEM/SOC for insider threat detection.
• Even fewer companies have dedicated staff to work this. 

The Solution: Corporate Culture: See Something, Say Something – Anonymous reporting.



Indicators of Compromise for Management
Behavioral Precursors
• Conflict (coworker or supervisor)
• Decline in performance or attendance
• Policy or rule violations
• Aggressive, angry or violent
• Substance abuse

Technical Precursors
• Creating backdoors, shares, accounts
• Disabling controls
• Malicious code or hacking tools
• Unnecessarily moving data

Socials
• Bad mouthing company
• Promoting competitors

Unmet Expectations
• Passed over for a promotion
• Demotion, transferred or perf management
• Disagreement over salary or benefits
• Lack of raise over prolonged period

Concealment
• Using backdoors, shares or accounts
• Modifying or deleting logs or backups
• Avoiding to record physical access

Criminal
• Tampering with access
• Modification or deleting critical data
• Planting ransomware
• Introducing malicious code



Indicators of Compromise for Employees
User Awareness training for employees should teach how and what to report:

• Working unusual hours
• Unusual computer use
• Attempted (or successful) access to unauthorized areas
• Unexplained income and/or spending
• Inappropriate use of social media
• Strange behaviors such as making personal issues public
• Disgruntled employee behavior such as discontent with supervisors
• Disloyalty to the organization
• Vague answers to specific questions on behavior



Respond



Responding to Insider Threats
• Follow the formalized Insider Threat component in the Incident Response Plan.

• Understand the nature of the event – Do you fully understand what has happened and why?

• Response must be based on evidence. You may need to be patient.

• Must be a multi department effort that includes Human Resources and Legal.

• May require local LEA involvement if criminal activity is present (espionage).

• Response should be continual (in some form or fashion).



Strategy



Insider Threat Strategy
• Respond - Lack of response will encourage attackers (i.e. Career/Lazy type)

• Start easy – Control the internal influence

Custom approach for different types:

○ Pawns = Education – Can be cost effective and fun

○ Turncloaks = Company Culture – Motivate (and govern)

○ Imposters = Matured Controls – Holistic mix of technical and behavioral

• Collaborate early - internal groups like HR and external groups like local LEAs

Without adequate planning for insider threat, anyone producing innovation is simply a free R&D 
arm of those willing to take it.



Q&A


