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ORIENTATION
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Operations

Initial Access

Lateral Movement

Data Exfiltration

Development
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Malware

Network 
Communications

Functionality

Welcome to the Pseud0nymous collective!

Director
Network Communications

You are here.
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RESPONSIBILITIES
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Good malware communication should be..

• Reliable or the operation could fail
• Undetectable or the operation could get caught
• Untraceable or the operational infrastructure could get caught
• Unattributable or you could get caught

Director
Network Communications
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WEIGHING THE OPTIONS
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Reliable Undetectable Untraceable Unattributable
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WEIGHING THE OPTIONS
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• Persistent TCP connection could be suspicious, potentially leading to detection
• TCP destination could be suspicious, potentially revealing infrastructure
• Infrastructure could be investigated, potentially revealing identity

Reliable Undetectable Untraceable Unattributable

TCP Stream
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WEIGHING THE OPTIONS
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• HTTPS destination could be suspicious, potentially revealing infrastructure
• Infrastructure could be investigated, potentially revealing identity

Reliable Undetectable Untraceable Unattributable

TCP Stream

HTTPS Beacon
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WEIGHING THE OPTIONS
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Reliable Undetectable Untraceable Unattributable

TCP Stream

HTTPS Beacon

Twitter Beacon

• Twitter persona could be investigated, potentially revealing identity



RESEARCH
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HOW DO WEBSITES WORK
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• Alice sends an HTTP request to the 
server, which returns an HTTP 
response.
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HOW DO WEBSITES WORK
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• So does Bob.

• So do a lot of other people.
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HOW DOES WEB CACHING WORK
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• To reduce server load, a reverse proxy
sits between clients and the server, saving 
copies of certain responses in a cache
according to each request’s cache key.

HTTP/1.1 200 OK

Host
Path
URL arguments
Language
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HOW DOES WEB CACHING WORK
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• Cached responses are then directly provided 
to other users for requests matching the 
cache key, sparing the server from having to 
recreate them.

HTTP/1.1 200 OK

Host
Path
URL arguments
Language
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A CLOSER LOOK AT WEB CACHING
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Consider the following 
search page.

No results for /?q=foo

https://example.com/?q=foo

1. Responses are cached
2. Cached responses reflect the requested URL
3. Only the q URL argument is in the cache key
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A CLOSER LOOK AT WEB CACHING
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Keyed

Unkeyed

Alice

Two requests with identical cache keys.

• First response came from the application server, stored in the cache (MISS)
• Second response came from the cache (HIT)
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A CLOSER LOOK AT WEB CACHING
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Keyed

Unkeyed

Alice

Again, two requests with identical cache keys.

• First response came from the application server, stored in the cache (MISS)
• Second response came from the cache (HIT)
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A CLOSER LOOK AT WEB CACHING
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Keyed

Unkeyed

Alice

• Second response contains data only present in the first request (p=bar)

-- Web Cache Poisoning
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A CLOSER LOOK AT WEB CACHE POISONING
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Alice makes a request for key q=foo with extra unkeyed data p=bar.
Bob then makes a request for key q=foo.

• Alice stored p=bar in the cache
• Bob retrieved p=bar from the cache

Alice

Bob

Keyed

Unkeyed
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A CLOSER LOOK AT WEB CACHE POISONING
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Alice

Bob

Keyed

Unkeyed

• Alice sent p=bar to Bob

Web Cache Tunneling 
uses the web cache as a 
transport mechanism.
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COMMUNICATE OVER A PUBLIC WEB CACHE
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Input Output
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WRITE TO A PUBLIC WEB CACHE
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Input

Send request for 
keyed data with 

unkeyed data No results for /?q=foo&p=bar

https://example.com/?q=foo&p=bar
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READ FROM A PUBLIC WEB CACHE
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No results for /?q=foo&p=bar

https://example.com/?q=foo

Send request for 
keyed data

Parse response for 
reflected

unkeyed data

Output
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STORING DATA IN A PUBLIC WEB CACHE
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https://asciinema.org/a/5yZcbSk8VKGJf0UITSsjnKbcA

https://asciinema.org/a/5yZcbSk8VKGJf0UITSsjnKbcA
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PROBLEM WITH READING FROM A CACHE
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No results for /?q=foo

https://example.com/?q=foo

Send request for 
keyed data

Output

Response not from cache

We’ve now stomped
on the cache!
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STREAM DATA OVER A PUBLIC WEB CACHE
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q=c345bea9
https://example.com/?q=dd86977a

q=85a5fbe9

Input

Iterate over 
session

Send request for 
session item with 

unkeyed data
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STREAM DATA OVER A PUBLIC WEB CACHE
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q=c345bea9
https://example.com/?q=dd86977a

q=85a5fbe9

Send request for 
session item

Parse response for 
reflected

unkeyed data 

Output

Iterate over 
session
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STREAMING DATA OVER A PUBLIC WEB CACHE

Copyright © 2021 Booz Allen Hamilton Inc.

Plan Research Build Evaluate

https://asciinema.org/a/0krGSneBOMK6htuwVFZT0B78D

https://asciinema.org/a/0krGSneBOMK6htuwVFZT0B78D
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TUNNEL DATA OVER A PUBLIC WEB CACHE
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q=c345bea9
q=5fbed793
q=884cad80

https://example.com/?q=dd86977a
q=85a5fbe9

q=38fe3058

q=3e74b541

q=4e84c5db

Clients synchronize by 
converging at the top 
of a shared session.
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TUNNELING DATA OVER A PUBLIC WEB CACHE
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https://asciinema.org/a/xc3FKMFipWXFnY7JnAdNyie0s

https://asciinema.org/a/xc3FKMFipWXFnY7JnAdNyie0s
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TUNNELING A VPN OVER A PUBLIC WEB CACHE
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https://asciinema.org/a/Gx9TsNMYKqKZsby4VSE8YEy9t

https://asciinema.org/a/Gx9TsNMYKqKZsby4VSE8YEy9t


EVALUATE
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ADVANTAGES
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No exposed infrastructure 
to maintain and harden

Free to connect over 
anonymizing protocols (TOR)

Inherit a website’s 
existing reputation
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DISADVANTAGES
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Tricky to accomplish 
asynchronous communication
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EXPOSURE
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Web Application Server

Web Caching Server

Local Network
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EXPOSURE – WEB APPLICATION SERVER
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• Unusual searches without results
• Unused URL arguments

GET / HTTP/1.1 200
GET /favicon.ico HTTP/1.1 200
GET /?q=85a5fbe9&p=Zm9v HTTP/1.1 200
GET /about.html HTTP/1.1 200
GET /?q=c345bea9 HTTP/1.1 200
GET /admin HTTP/1.0 404
GET /?q=puppies HTTP/1.1 200
GET /robots.txt HTTP/1.1 200
GET /?q=dd86977a&p=YmFy HTTP/1.1 200

$ tail -f access.log
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EXPOSURE – WEB CACHING SERVER
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• Unusual, repeated requests

GET /scripts/jquery.js HTTP/1.1 200
GET /favicon.ico HTTP/1.1 200
GET /?q=85a5fbe9 HTTP/1.1 200
GET /styles/default.css HTTP/1.1 200
GET /?q=c345bea9 HTTP/1.1 200
GET /scripts/jquery.js HTTP/1.1 200
GET /styles/default.css HTTP/1.1 200
GET /favicon.ico HTTP/1.1 200
GET /?q=dd86977a HTTP/1.1 200

$ tail -f access.log
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EXPOSURE – LOCAL NETWORK
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• Unusual, repeated requests

45.55.52.194 HTTP GET /?q=85a5fbe9&p=Zm9v
45.55.52.194 HTTP HTTP/1.1 200 OK
142.250.80.46 HTTP GET /search?q=puppies
142.250.80.46 HTTP HTTP/1.1 200 OK
45.55.52.194 HTTP GET /?q=c345bea9
45.55.52.194 HTTP HTTP/1.1 200 OK

TLSv1.2 Application Data
TLSv1.2 Application Data

$ wireshark
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VULNERABILITY
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No results for /?q=foo

https://example.com/?q=foo

1. Responses are cached
2. Cached responses reflect the requested URL
3. Only the q URL argument is in the cache key
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MITIGATION – WEB APPLICATION SERVER
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No results for /?q=foo

https://example.com/?q=foo

2. Cached responses do not reflect the requested URL
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MITIGATION – WEB CACHING SERVER
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No results for /?q=foo

https://example.com/?q=foo

1. Responses are not cached

3. All arguments are in the cache key
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ALTERNATE VULNERABILITY
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Referer: https://example.com/foo

Referring for https://example.com/foo

https://example2.com/

1. Responses are cached
2. Cached responses reflect the Referer header
3. The referrer is not in the cache key
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GENERAL VULNERABILITY
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1. Responses are cached
2. Cached responses reflect something
3. That something is not in the cache key
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VERDICT – WEB CACHE TUNNELING
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Option Reliable Undetectable Untraceable Unattributable

TCP Stream

HTTPS Beacon

Twitter Beacon

Web Cache

✗Domain filtering
✗Deep packet inspection

Bypass Defenses

• No address, domain, or server to interrogate
• Cache expiration automatically removes public evidence
• Forensic evidence split between multiple systems/parties

Evade Investigation


