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Agenda:

• Ransomwares

• Initial access

• Logical drives

• Encryption flow

• A simple trick
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Destruction done by Ransomware



Ransomware as a Service
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Core part of every ransomware

Ransom DemandEncryption +



Other 
Functionalitie
s/ Features

• Persistance

• Sending data to c2

• Evasion, etc…



Initial Access

• Malvertising

• Spam emails

• Drive by download, etc…



Email Document Infection

How does it enter?



An example: Xorist



Ransomware is a result of multistage 
compromise
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Credits:  Artsiom Holub



Evolution of TTPs used by Ransomware

• Run encryptors

• Deploy encryptors – Batch files

• Deploy encryptors with GPOs. 

• Deploy encryptors with existing software 
deployment tools utilized by the victim 
organization. 

AutomatedManual

Automated propagation:

• Credential extraction. 

• WMI, SMB, or PsExec – Payload executions

• Unpatched exploitation methods

Credits: https://www.fireeye.com/content/dam/fireeye-www//pdfs/wp-ransomware protection-and-containment-strategies.pdfcurrent-threats

https://www.fireeye.com/content/dam/fireeye-www/pdfs/wp-ransomware-protection-and-containment-strategies.pdfcurrent-threats


Logical drives



Drive letters

• A – Z

• What is A and B 

• C - Z
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How do we manually encrypt a file?



Ransomware does the same thing
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WannaCry   
@2017

• SMB Worm -  Etternal blue exploit

• Runs command:

•  icacls . /grant Everyone:F /T /C /Q

•  attrib +h

• Combination of RSA and AES algorithms

• Targets particular file extensions

• Uses TOR to transmit encryption keys



Terminates 
some 

services

• taskkill.exe /f /im mysqld.exe

• taskkill.exe /f /im sqlwriter.exe

• taskkill.exe /f /im sqlserver.exe

• taskkill.exe /f /im MSExchange*

• taskkill.exe /f /im 
Microsoft.Exchange.*



Targeted file extension



WannaCry
Finding drives



WannaCry
Finding drives type



At A and B drives



PYSA

• Healthcare providers, government 

agencies, and managed service provider

• Checks for mutex

• Checks for drives

• Persistence for ransomware note

Credits: https://www.acronis.com/en-sg/articles/pysa-ransomware/

https://www.acronis.com/en-sg/articles/pysa-ransomware/






DarkSide

• Shutdown of Colonial Pipeline

• Uses TOR for C2 communications

• Operates as RaaS

• Double extortion 



powershell -ep bypass -c "(0..61)|%{$s+=[char][byte]
('0x'+'4765742D576D694F626A6563742057696E33325F536861646F
77636F7079207C20466F72456163682D4F626A656374207B245F2E4
4656C65746528293B7D20'.Substring(2*$_,2))};iex $s"

 Get-WmiObject Win32_Shadowcopy | ForEach-Object {$_.Delete();}



DarkSide



Phobos

• AES-256 with RSA-1024 asymmetric 

encryption. 

• Phishing campaings, RDP , software 

vulnerabilities

• Phobos and Dharma ransomware

•  Fileless and evasive techniques – 2021

Credits: https://www.hhs.gov/sites/default/files/overview-phobos-ransomware.pdf

https://www.hhs.gov/sites/default/files/overview-phobos-ransomware.pdf


Phobos



Example Output: C:\<nul>D:\<nul>E:\<nul><nul>

API function

Credits: https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getlogicaldrivestringsw
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API function

Credits: https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getlogicaldrives



API function

Credits:: https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getdrivetypew



API function

Credits:: https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getdrivetypew



General flow 
of encryption

• Get the logical drive

• Find the files

• Encrypts the files



A Simple Trick



Disk, Partition/Volume



Unassigned Drives





Video 








No code to 
check the 

hidden drives

• GetLogicalDriveStringsW

• GetLogicalDrives

Gives only the Assigned Drive letters as Output



Volumeid





Future 
Improvement

s in the 
Ransomware

• Code to assign a drive

• Access the files using volume ID



LockBit 2.0

Assign all the volume 

Find the drives

Find the files

Encrypt the files
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