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0. Who we are

Cyber Intelligence S.L.
Company based in Spain.
Specialized in software and hardware security.
https://cyberintel.es
security@cyberintel.es

Dr. Hector Marco
Founder of Cyber Intelligence S.L.
Working in Cybersecurity > 15 years

Dr. Fernando Vañó
Software team leader
Specialized in smartphone security

https://cyberintel.es/
mailto:security@cyberintel.es
https://www.cyberintel.es/
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Computing power has been increasing

Usage of mobile devices is heavily widespread

Sensitive and valuable information
● Interesting for attackers

1.1 Mobile Devices

“The evolution of the desk”
by The Harvard Innovation Labs

https://www.cyberintel.es/
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Computing power has been increasing

Usage of mobile devices is heavily widespread

Sensitive and valuable information
● Interesting for attackers

$1M vs $2.5M Payouts in Zerodium

1.1 Mobile Devices

“The evolution of the desk”
by The Harvard Innovation Labs

https://www.cyberintel.es/
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1.1 Mobile Devices

What are the main factors for those payouts ?

ALL our live is in our smartphones.

A full compromise in a smartphone should be more difficult than in a 
desktop/server.

Getting root in Android does not mean attackers are done!

Smartphones have 2 worlds: Normal and Secure

We will focus on Android but iOS provides similar security features.

https://www.cyberintel.es/
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1.1 Mobile Devices

 Normal world

Graphical Interface

Apps, libs, Kernel.

Attackers with root 
permissions can not 
access sensitive information.

This information in handled in the 
secure world.

https://www.cyberintel.es/
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1.1 Mobile Devices

 Normal world

Graphical Interface

Apps, libs, Kernel.

Attackers with root 
permissions can not 
access sensitive information.

This information in handled in the 
secure world.

 Secure world

NO Graphical Interface

Apps, libs, kernel.

No libc or Linux.

Running in the “backgroud”.

The real target of the attackers.

https://www.cyberintel.es/
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1.1 Mobile Devices

 Normal world

Graphical Interface

Apps, libs, Kernel.

Attackers with root 
permissions can not 
access sensitive information.

This information in handled in the 
secure world.

 Secure world

NO Graphical Interface

Apps, libs, kernel.

No libc or Linux.

Running in the “backgroud”.

The real target of the attackers.

Is this world 
audited enough?

https://www.cyberintel.es/
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1.1 Mobile Devices

Challenge when auditing: Different O.S providing the TEE environment:

TEE Operating Systems

https://www.cyberintel.es/
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1.1 Mobile Devices

Challenge when auditing: Different O.S providing the TEE environment:

TEE Operating Systems

We choose
 ARM TrustZone

https://www.cyberintel.es/
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1.1 Mobile Devices

Challenge when auditing: Different O.S providing the TEE environment:

Which 
company/
product 

based on 
Arm 

TrustZone ?

TEE Operating Systems

We choose
 ARM TrustZone

https://www.cyberintel.es/
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1.2 ARM TrustZone
Qualcomm’s Secure Execution Environment (QSEE)
● Xiaomi, Motorola, LG, HTC, Sony, Google Nexus and Pixel series
Trustronic’s Kinibi
● Old Samsung Galaxy devices
TEEGRIS
● Samsung devices since Galaxy S10
HiSilicon’s Trusted Core
● Huawei
Google’s Trusty TEE
● Newer Google Pixel series
Linaro OP-TEE

TEEs based on TrustZone

https://www.cyberintel.es/
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1.2 ARM TrustZone
We have defined what we are going to audit:
● The secure world of smartphones
● Based on Arm TustZone
● Qualcomm’s Secure Execution Environment (QSEE)

Let’s explore the Trusted Execution Environment (TEE)
● What kind of applications are designed to run in the secure world?
● How the normal world interacts with the secure world?
● How can we load applications in the secure world from the normal one?

https://www.cyberintel.es/
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1.2 ARM TrustZone

https://www.cyberintel.es/
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1.2 ARM TrustZone

https://www.cyberintel.es/
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1.2 ARM TrustZone

Trusted Components

https://www.cyberintel.es/
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1.2 ARM TrustZone

Trusted Components

Trusted 
applications
or Trustlets

https://www.cyberintel.es/
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1.2 ARM TrustZone

Trusted Components

Trusted 
applications
or Trustlets

TA Name Description / Usage
Keymaster Android Hardware-Backed Keystore
Widevine

Digital Rights Management (DRM)
PlayReady

SecureFP Fingerprint Sensor Services
Prov Device Root Key (DRK) Provisioning

https://www.cyberintel.es/
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1.3 Security of Trusted Applications
Assumption

TEE is trusted

https://www.cyberintel.es/
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1.3 Security of Trusted Applications

Challenges to verify the Assumption

Closed-source OS and Apps
● Security through obscurity
● Requires considerable efforts 

to assess their security
No publicly available emulators
● Need to debug and audit
Trusted OS and Applications
can also have vulnerabilities

Assumption
TEE is trusted

https://www.cyberintel.es/
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1.3 Security of Trusted Applications
Examples of TA vulnerabilities:

CVE-2014-9974
● Keymaster TA not validating buffer lengths
CVE-2015-6639
● Privilege Escalation exploiting Widevine TA
CVE-2015-9183
● Integer overflow in TQS Trusted Application
CVE-2016-0825
● Widevine leaking data from secure storage
CVE-2020-11221
● Extraction of Trusted OS diagnostic info
...

Challenges to verify the Assumption

Closed-source OS and Apps
● Security through obscurity
● Requires considerable efforts 

to assess their security
No publicly available emulators
● Need to debug and audit
Trusted OS and Applications
can also have vulnerabilities

Assumption
TEE is trusted

https://www.cyberintel.es/
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1.3 Security of Trusted Applications
How to enforce the security of the TEE?

Formal verification
Stronger isolation
Finding bugs

Goal: Develop tools to assist in debugging and auditing TAs
Easier to understand the behaviour of a TA
Find attack surfaces
Be able to fuzz
Propose fixes in cases where security issues are raised

https://www.cyberintel.es/
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Qualcomm’s commercial TrustZone-based TEE solution

Also known as Qualcomm Trusted Execution Environment (QTEE)

Closed-Source

Limited public information about its internals

Widely utilized by different mobile devices
● Xiaomi, Motorola, LG, HTC, Sony, Google Nexus and Pixel series

2.1 QSEE Overview

https://www.cyberintel.es/
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2.1 QSEE Overview

https://www.cyberintel.es/
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2.1 QSEE Overview

The chip (SoC) now implements two 
execution contexts (NW | SW)

A Secure monitor switches between 
the NW and SW

SW offers services to NW

Memory and IO separation between 
NW and SW

Only signed Trustlets are allowed to 
be loaded in the SW

https://www.cyberintel.es/
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Signatures when loading a Trustlet:

2.2 QSEE Signatures and OS Versions

https://www.cyberintel.es/
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Signatures when loading a Trustlet:

2.2 QSEE Signatures and OS Versions

https://www.cyberintel.es/
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Signatures when loading a Trustlet:

2.2 QSEE Signatures and OS Versions

https://www.cyberintel.es/
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To be able to develop tools to emulate and fuzz Trustlets:
● Load Trustlets as the secure kernel does
● We can skip the signature verification
● Simulate syscalls
● Simulate hardware
● Prepare stack, heap, etc.

How many different kernels versions should we simulate?
● We did a significant research/reversing engineering effort
● Found that only for QSEE there are many different kernel versions

2.2 QSEE Signatures and OS Versions

https://www.cyberintel.es/
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2.2 QSEE Signatures and OS Versions

https://www.cyberintel.es/
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2.2 QSEE Signatures and OS Versions

No QSEE 
debuggers 

publicly 
available

https://www.cyberintel.es/


3. Auditing Trusted Applications
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3.1 Emulation of Trusted Applications

https://www.cyberintel.es/
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3.1 Emulation of Trusted Applications

Test Device
Google Nexus 6

QSEE v2

https://www.cyberintel.es/
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Use Case: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Codename Shamu

Developer Google and Motorola Mobility

Manufacturer Motorola Mobility

System on chip Qualcomm Snapdragon 805 (APQ8084)

CPU Qualcomm 2.7 GHz quad-core Krait 450

GPU Adreno 420

Memory 3 GB of LPDDR3 RAM

Specifications Table

Widevine
Proprietary Digital Rights Management (DRM)
technology from Google

Allows restricted consumer access
to distributed media content
according to rules defined by content owners

Trusted Application in QSEE

3.1 Emulation of Trusted Applications

https://www.cyberintel.es/
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3.1 Emulation of Trusted Applications
Getting Widevine TA from Firmware

https://developers.google.com/android/images

1. Unzip Firmware 2. Unzip image

image-shamu-lrx21o.zipshamu-lrx21o-factory-
ef423ec5-5.0.zip

system.img

3. Extract system files

Trusted 
Application

Unpatched firmware for development of the tools

https://www.cyberintel.es/
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2.1 QSEE Overview

https://www.cyberintel.es/
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3.1 Emulation of Trusted Applications

Trusted Application registers 
itself to the trusted OS (QSEE)

Stack Base & Size
TA Name
Init function pointer

Brief run-through on Widevine TA loading

https://www.cyberintel.es/
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3.1 Emulation of Trusted Applications

TA Main Loop
Get requests from Normal World
Handle the received input

Brief run-through on Widevine TA loading

https://www.cyberintel.es/
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3.1 Emulation of Trusted Applications

TA Main Loop
Get requests from Normal World
Handle the received input

Brief run-through on Widevine TA loading

https://www.cyberintel.es/
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Brief run-through on Widevine TA loading
3.1 Emulation of Trusted Applications

Command Handler
Get Command ID
Switch-Case
Handle Command

Brief run-through on Widevine TA loading

https://www.cyberintel.es/
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Brief run-through on Widevine TA loading
3.1 Emulation of Trusted Applications

Command Handler
Get Command ID
Switch-Case
Handle Command

Brief run-through on Widevine TA loading

https://www.cyberintel.es/
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Based on Qiling framework
Support for dynamic debugging using GDB
Integration with Ghidra GUI
● Allows usage of plugins and Ghidra scripts
Generate coverage files in drcov format
● Easy visualization
Save & Load state dumps
● Feed fuzzers
Execute and debug other types of software (e.g., bootloaders or kernels)

3.2 Show Tool: Debugger of Trusted Applications tzdbg

https://www.cyberintel.es/
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Coverage-based Greybox Fuzzing (CGF)
Input mutation
Based on AFL++
Flexible & Easy configuration
Load state dumps
Support for fuzz “filters”
Fuzz-start, fuzz-stop
Emulation entry point
Reproduce crashes (dry-run)

3.3 Show Tool: Fuzzer of Trusted Applications tzfuzz

https://www.cyberintel.es/
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3.4 Tool Interaction Overview

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Codename Shamu

Developer Google and Motorola Mobility

Manufacturer Motorola Mobility

System on chip Qualcomm Snapdragon 805 (APQ8084)

CPU Qualcomm 2.7 GHz quad-core Krait 450

GPU Adreno 420

Memory 3 GB of LPDDR3 RAM

Specifications Table

Widevine
Proprietary Digital Rights Management (DRM)
technology from Google

Allows restricted consumer access
to distributed media content
according to rules defined by content owners

Trusted Application in QSEE

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge
Attach with gdb-multiarch (target remote :9999)

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge
Attach with gdb-multiarch (target remote :9999)
Synchronize the debugger’s execution with Ghidra GUI (ret-sync)

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge
Attach with gdb-multiarch (target remote :9999)
Synchronize the debugger’s execution with Ghidra GUI (ret-sync)
Breakpoint @ Command Handler

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge
Attach with gdb-multiarch (target remote :9999)
Synchronize the debugger’s execution with Ghidra GUI (ret-sync)
Breakpoint @ Command Handler
Save a machine state dump

https://www.cyberintel.es/
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3.5 Debugger and Fuzzer Demo
Objective: Fuzz-test the Widevine TA for the Nexus 6 device (shamu)  

Debug the Widevine Trusted Application
● Emulate the Google Nexus
● Load memory contents from Ghidra Bridge
Attach with gdb-multiarch (target remote :9999)
Synchronize the debugger’s execution with Ghidra GUI (ret-sync)
Breakpoint @ Command Handler
Save a machine state dump
Load the saved state dump into the fuzzer

https://www.cyberintel.es/


Debugger and Fuzzer Demo



4. Results
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4.1 Bugs Found

CPU AMD EPYC 7713 64-Core Processor

Clockspeed 2.0 – 3.7 GHz

Memory 256 GB DDR4 3.2 GHz

Cache Size L1: 8128 KB, L2: 63.5 MB, L3: 512 MB

Server Specifications

Widevine Trusted Application
Google Nexus 6
Firmware lrx21o

https://www.cyberintel.es/
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4.1 Bugs Found

50001 (drm_save_keys)
● BUG-01: Buffer Overflow (0x69b0)
● BUG-02: Buffer Overflow (0x6a18)

50002 (drm_verify_keys)
● BUG-03: Buffer Overflow (0x730c)
● BUG-04: Buffer Overflow (0x7370)

50003 (PRDiagMaintenance)
● BUG-05: Buffer Overflow (PRDiagClearProvisioning @ 0x583c)
● BUG-06: Buffer Overflow (PRDiagVerifyProvisioning @ 0x5f90)

50004 (PRDiagProvisionData)
● BUG-07: Buffer Overflow (PRDiagParseAndStoreData @ 0x5c9c)
● BUG-08: Buffer Overflow (PRDiagParseAndStoreData @ 0x5cc8)

Widevine Trusted Application
Google Nexus 6
Firmware lrx21o

https://www.cyberintel.es/
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50001 (drm_save_keys)
● BUG-01: Buffer Overflow (0x69b0)

4.1 Bugs Found

memcpy(0x2f7d6, &feature_name, feature_name_len)

https://www.cyberintel.es/


64

50001 (drm_save_keys)
● BUG-01: Buffer Overflow (0x69b0)

● BUG-02: Buffer Overflow (0x6a18)

4.1 Bugs Found

memcpy(0x2f7d6, &feature_name, feature_name_len)

memcpy(0x2f88a, &file_name, file_name_len)

https://www.cyberintel.es/
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50002 (drm_verify_keys)
● BUG-03: Buffer Overflow (0x730c)

4.1 Bugs Found

memcpy(0x2f7d6, &feature_name, feature_name_len)

https://www.cyberintel.es/
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50002 (drm_verify_keys)
● BUG-03: Buffer Overflow (0x730c)

● BUG-04: Buffer Overflow (0x7370)

4.1 Bugs Found

memcpy(0x2f7d6, &feature_name, feature_name_len)

memcpy(0x2f7e2, &file_name, file_name_len)

https://www.cyberintel.es/
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50003 (PRDiagMaintenance)
● BUG-05: Buffer Overflow 

(PRDiagClearProvisioning @ 0x583c)

4.1 Bugs Found

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

https://www.cyberintel.es/
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50003 (PRDiagMaintenance)
● BUG-05: Buffer Overflow 

(PRDiagClearProvisioning @ 0x583c)

● BUG-06: Buffer Overflow
 (PRDiagVerifyProvisioning @ 0x5f90)

4.1 Bugs Found

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

https://www.cyberintel.es/
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50004 (PRDiagProvisionData)
● BUG-07: Buffer Overflow

(PRDiagParseAndStoreData @ 0x5c9c)

4.1 Bugs Found

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

https://www.cyberintel.es/
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50004 (PRDiagProvisionData)
● BUG-07: Buffer Overflow

(PRDiagParseAndStoreData @ 0x5c9c)

● BUG-08: Buffer Overflow
(PRDiagParseAndStoreData @ 0x5cc8)

4.1 Bugs Found

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

memcpy(0x2e60a, &msg_buf, msg_buf_len)

https://www.cyberintel.es/
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4.2 Post-Analysis
50001 (drm_save_keys)
● BUG-01: Buffer Overflow (0x69b0)
● BUG-02: Buffer Overflow (0x6a18)
50002 (drm_verify_keys)
● BUG-03: Buffer Overflow (0x730c)
● BUG-04: Buffer Overflow (0x7370)
50003 (PRDiagMaintenance)
● BUG-05: Buffer Overflow (PRDiagClearProvisioning @ 0x583c)
● BUG-06: Buffer Overflow (PRDiagVerifyProvisioning @ 0x5f90)
50004 (PRDiagProvisionData)
● BUG-07: Buffer Overflow (PRDiagParseAndStoreData @ 0x5c9c)
● BUG-08: Buffer Overflow (PRDiagParseAndStoreData @ 0x5cc8)

Widevine Trusted Application
Google Nexus 6
Firmware lrx21o

https://www.cyberintel.es/
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50004 (PRDiagProvisionData)
● BUG-07: Buffer Overflow

(PRDiagParseAndStoreData @ 0x5c9c)

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

4.2 Post-Analysis

https://www.cyberintel.es/
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dev@cyberintel:fuzzer-results$ hexdump -C bug-07.bin
00000000  04 00 05 00 1c 00 00 00  00 00 00 00 00 00 21 00  |..............!.|
00000010  00 6f 00                                          |.o.|

id:000004,sig:06,src:000087,time:129926,op:flip2,pos:8  → bug-07.bin

struct wv_PRDiagPD_cmd {
    uint32_t cmd_id;
    uint32_t payload_size;
    struct wv_PRDiagPD_payload payload;
}

PRDiagProvisionData Command Structure
struct wv_PRDiagPD_payload payload {
    uint32_t op;
    uint32_t _unknown_;
    uint32_t msg_buf_size;
    uint32_t _unknown_2;
    char msg_buf[BUFSIZE];
}

0x50004
(PRDiagProvisionData)

0x1C

0x00

0x6f00

4.2 Post-Analysis

https://www.cyberintel.es/
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struct wv_PRDiagPD_cmd {
    uint32_t cmd_id;
    uint32_t payload_size;
    struct wv_PRDiagPD_payload payload;
}

PRDiagProvisionData Command Structure
struct wv_PRDiagPD_payload payload {
    uint32_t op;
    uint32_t _unknown_;
    uint32_t msg_buf_size;
    uint32_t _unknown_2;
    char msg_buf[BUFSIZE];
}

0x50004
0x1C

0x00

0x6f00

memcpy(0x2e0fc, &msg_buf, msg_buf_len)

0x2e0fc + 0x6f00 = 0x34ffc

Overflow

4.2 Post-Analysis

https://www.cyberintel.es/
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Conclusions
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Mobile devices are a highly attractive target for attackers

Security of sensitive data in smartphones rely on TEEs
● The ability to audit its security is critical
● Trusted OS and Applications can also have vulnerabilities

Mobile TEEs are typically less tested than Normal World

We presented our observations about the Qualcomm's TEE
● Contributing knowledge about their trusted OS and TAs

We have developed tools especially valuable for auditing their security
● Working on real devices

We found 8 vulnerabilities that were already fixed in 7.1.1

Conclusions

https://www.cyberintel.es/
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