
Malware: C2 and Exfiltration
A Telegram story

1



About Me
Godwin Attigah
Security Engineer
Google

Focus Areas:
• Security Research
• Machine Learning
• Information Retrieval
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Privilege 
Escalation

Lateral 
Movement

Command 
and Control

ExfiltrationImpact

MITRE ATT&CK CHAIN

Our focus

Reconnaissance Resource 
Development

Initial Access Execution  Persistence
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Approaches
(C2 and Exfiltration)

Cloud
- Pub - Sub
- Cloud Storage (S3, 

Azure storage, GCS )
- Cloud Functions

Popular messaging 
services

Traditional C2 
Frameworks

Focus on Telegram 5



Telegram

Fully featured API
● sendDocument
● sendMessage
● createCommand

Easier human bot 
victim interaction 
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New bot in < 1 minute



Speedy Bot
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Groups & Incidents

Lapsus

Stormous Ransom 

Conti

DarkRadiation 8



Samples & Discussion
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Ukraine's Counter Offensive
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Act on objectives

Exfiltration
Persistence

Send Campaign

Email
Social Media
SMS

  Drop Electron

  Talk to C2 and 
fetch Rust binary

    Validate victim
       is in Russia

Campaign Overview



Original Lure and Translation
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"Order" by Kremlin?
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C2 and Victim List

Password to 
Rust Binary
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Bot Permissions and Chat Info
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Sample messages over 30 days
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Sample messages over 30 days
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Potential Victim
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Large Russian Data Dump Coincides With Conversation In Chat

Webserver with data dump from 
Russian resources

Follow up message in response 
to webserver
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Attribution via Language
• In the sample there is exclusive usage of Russian 
• Communication in Telegram Chat is exclusive to Ukrainian

Hex View
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Using real-world identities and usernames in 
their operations

Usernames matched back 
to OpenSea(NFT Marketplace) and GitHub 

Communicating operational procedures in chat 

• Victim List 
• Disinformation campaign plans 

Infrastructure left alive after campaign 
period with vulnerable services
• Vulnerable NodeJS Express service

Debug code indicating intent (victim list) left in 
Electron Application 

Specific focus on Victim geographical region(several 
checks to ensure victims are Russians in Russia) 

BAD OpSec GOOD OpSec
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Malware Scenarios
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Entry Level Attackers | Stealer Groups

• Entry level & Advanced Crime Groups
• Code Sophistication : An obvious 

attempt at avoiding static analysis, by 
using obfuscated(b64) , AES 
encryption  & some segment packing

• Connection Redundancy : Use 
multiple exfiltration channels (not just 
telegram)

• SMTP
• Pastebin
• Github
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Underground Forums Advertisement
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DuckTail:  Vietnamese Threat Actor

• Targets:
• Meta Business Administrators
• Oculus VR Users
• All Meta users (account takeover)

• Spreads across all social media and professional services
• Evolves quickly to evade detections
• Expends a lot of effort in their software development process
• All binaries are signed
• Intricate knowledge of Facebook architecture

• TOTP mitigations
• Undocumented end points

• Evades 2FA and MFA
• Meta Detection :

• Malicious OAUTH applications added to your enterprise account
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MFA/OTP BYPASS
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FACEBOOK LOOT



Source Code Release
https://github.com/just4drama/DuckTail

Why?
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On the Usage of 
Intelligence
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OSINT & Engines

Absence of 
detections is not 
equal to the lack of 
maliciousness

Both AV and engines like 
VirusTotal
And even your 
EDR/XDR(insert future 
technology)

Open-source threat 
intel provides only 
backward-looking 
indicators

The universe of 
indicators of 
compromise is 
greater than

Hashes
URLS
IP Addresses
Registry
PSLists

Normalize the use 
of binary content 
as part of 
indicators of 
compromise
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Observed TTPs
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OpSec
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Good OpSec

Attackers disable the bot after victims check in

Bots do not have admin privileges

Attacker does not attach their personal cell phone number to telegram 
account

Attacker does not use any identifiable information in registering for 
telegram or creating the bot
•Name or social media handle as part of group name or bot name
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Who can see your phone number
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Don't record yourself
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http://www.youtube.com/watch?v=BZRWLm17Cis


Bot/Chat Investigation

● getChatAdministrators
● getChatMember
● getChat
● getUpdates
● setWebhook

● createChatInviteLink
● promoteChatMember
● copyMessage -> 

forwardMessage

Non-Invasive Invasive
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Detections & Mitigations
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Common 
Behaviors

Lookup device public ip with resolvers (where originating process is 
not a browser)

•ip.anysrc.net
•checkip.dyndns.org
•api.2ip.ua
•api.ipify.org
•ip-api.com
•Ipinfo.io

User GeoLeocation and BSSID lookup

•Via Registry and public BSSID resolvers

Packing

•Themida, ASPNet, Custom techniques

Bundlers and Installers (PyInstaller)

•Segway : There is a steady increase int he presence of  Rust malware

Credential Theft( reading security credential stores)

•Sometimes even launching a headless browser to get further authentication material
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Detection

• DNS resolution correlated with process-based activity

• File Integrity Monitoring (FIM) - File Reads
• To cover most of the credential theft scenarios detect file 

reads

• Monitor reads of browser credentials

• Borrowed code from stealer generators
• Code Similarity 

• Certificate Based Data in IDS
• Identify the SNI in TLS exchange as 

“api.telegram.org”

• Malicious Command Detection
• Several machine learning models in the domain
• Mostly Character Embedding Based  

• Anomalous Traffic Detection
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BROWSERS
• Browser\User 

Data\Default
• ~/Libraries/Cookies



Crypto Wallets
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Mitigations

•Binary/Script allowlisting
•Endpoint Detection and Response in enforcement mode
•Phishing resistant security keys
•Revoke security tokens frequently 
•Mitigate stealer attacks

•Conditional Access
•Multi Party Authentication

Adopt mitigations when you can 

•E.g. Is a connection to the API of a message expected from non-browsers
•Perform process tree-based detections
•Determine if connection should be sinkholed
•Doesn’t scale for large enterprises 
•Even in the browser consider the impact of extensions on the browser assumptions

•Rise in Rust and Go malware (Multi platform malware)

Know your environment 
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Conclusion
 Usage of Telegram as a C2 and Exfiltration vector is widespread

Ukraine is not defenseless in CyberSpace

Rise in Rust and Go malware (Multi platform malware)

Don't rely on one source for maliciousness detection

As an attacker practice good OpSec and watch your footprints

Deploy detections and mitigations
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Thank You
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Q & A LINKEDIN: 
LINKEDIN.COM/IN/GODWINATTIGAH

http://linkedin.com/in/godwinattigah


Appendix
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Initial Access
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Most Common Initial Access

Spear 
Phishing Malicious 

Ads

Drive-by 
Compromis
e

Supply 
Chain 
Attacks 
(Overlays)
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Spear Phishing

Phishing purported to come from 
Turkish Government

Phishing purported to come from Turkish government

RAR Archive

.NET Executable
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1Sender "Fatih AYDEMIR \(SAGE\)" <fatih.aydemir@tubitak.gov.tr>
2MIME-Version 1
3Content-Type multipart/mixed; boundary="Mark=_364390734182195367227"
4X-MTA-CheckPoint {6315AE67-1-65C44CB9-4FD7}
5Authentication-Results venus.hostxpress.page; spf=pass (sender IP is 127.0.0.1) smtp.mailfrom=fatih.aydemir@tubitak.gov.tr smtp.helo=webmail.ijcargo.co m
6Received-SPF pass (venus.hostxpress.page: connection is authenticated)
7In-Reply-To <CAG23_GjnKqkMBbZH1X1yS1F6rc qG=Wdpq3_gdwFib0k89waiNQ@mail.gmail.com>
8X-Sender fatih.aydemir@tubitak.gov.tr
9X-PPP-Message-ID <166236324592.2052926.6 516792004089511165@venus.hostxpress.page>

10X-PPP-Vhost ijcargo.com
11X-Virus-Scanned clamav-milter 0.103.7 at venus.hostxpress.page
12X-Virus-Status Clean
13Return-Path fatih.aydemir@tubitak.gov.tr X-MS-Exchange-Organization-Network-Message -Id: b16b4550-66a3-4827-98d6-08da8f15c4a2
14X-Auto-Response-Suppress DR, OOF, AutoReply
15X-MS-Exchange-Organization-AuthSource GRPMCAS01.basakgroupama.local
16X-MS-Exchange-Organization-AuthAs Anonymous

Email and Network Attributes

Handle  1
Name  Rizwan Ikram
Organiza
tion  Computer Services Professionals
Email  info@cs-pro.biz
Phone  tel: +92.3332206717
Kind  individual
Mailing 
Address 

 Own Plaza, Block C Stairway #4,, 2nd Floor, C23. Nazimabad #1, Karachi, Sindh, 
74600, PK

Email Header

SMTP EHLO Domain Info (ijcargo.com)
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0 detections != Not Malicious
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Telegram Bot Information

Sending a file
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Investigating a Telegram Bot

GetMe

Use getMe to 
find out more 
information 
about the bot 

61



Payload Analysis Infrastructure Analysis

Identify the sample 
as an electron binary

ASAR extract the 
Electron package

Identify important 
actor code && 

discovered 
password protected 

rust binary

Get the password 
protected rust binary 

from the electron 

Reverse engineer 
the rust binary to 
identify actor's 

intent.

Use messages from 
actor's telegram 

channel to identify 
actor's potential 

targets

Analyze C2 
Infrastructure

Fuzz potential paths
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Macho and BlackRat
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“Order from 
the Kremlin”

Initial Lure
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Entry Level Attackers | Stealer Groups

• Entry level & Advanced Crime Groups
• Code Sophistication : An obvious 

attempt at avoiding static analysis, by 
using obfuscated(b64) , AES 
encryption  & some segment packing

• Connection Redundancy : Use 
multiple exfiltration channels (not just 
telegram)

• SMTP
• Pastebin
• Github
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Underground Forums Advertisement
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Mac Malware 
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Macho and BlackRat

Identify PyInstaller

Extract with pyinstxtractor

Get bytecode

Python Bytecode Disassembly
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