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THE PENTEST
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Dr. Oliver Schwarz

Senior IT Security Consultant
OSCP, GREM

IT Security Consultant since 2018
Academic researcher before that

Dipl.-Inf. Matthias Deeg

Senior Expert IT Security Consultant
Head of Research & Development
CISSP, CISA, OSCP, OSCE

IT Security Consultant since 2007
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AGENDA S@

THE PENTEST
EXPERTS.

Windows plug’'n’play PrivEsc

Demo on jonhat’s attack

Fake it until you make it

Disclosure journey

Insights on Windows access control
Demo on our attack

Related vulnerabilities

4 4 4L 1L 1 L1 LU

Your future research
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SELECT PATH DIALOG BUG (G

THE PENTEST

Thread
EXPERTS.

Entdecken

Einstellungen Need local admin and have physical access?
- Plug a Razer mouse (or the dongle)
- Windows Update will download and execute
Razerlnstaller as SYSTEM
- Abuse elevated Explorer to open Powershell with
Shift+Right click

Tried contacting , but no answers. So here's a
freebie

| RAZER GRMING SOFTWARE

SFIFCT THE SOFTWARE TO IRSTALL

9 RAZER SHRAFZE ]

Reazer Synanss is 2 unified e dweere configurstion foul thal alkess you e rsbind contrals, sssign
(,J CHROMA CONNECT maeras of persanalzs B lighting for amy of paur Rarer products and more, Aane informaticn

(s ormmmssTUnG

| |
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THE SELECT PATH DIALOG BUG @@

Demo time
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BASH BUNNY yss

THE PENTEST
EXPERTS.
PRODUCTS ~ SHOWS PAYLOADS COMMUNITY SUPPORT

BASH BUNNY

$119.99

The groundbreaking payload platform that introduced multi-vector USB
attacks has evolved.

Pull off covert attacks or IT automation tasks faster than ever with just the
flick of a switch. The NEW Bash Bunny Mark Il goes from plug to pwn in 7
seconds — so when the light turns green it's a hacked machine.

| Now with faster performance, wireless geofencing, remote triggers and
MicroSD support, the Bash Bunny is an even more impressive tool for your
Red Team arsenal

Simultaneously mimic multiple trusted devices to trick targets into divulging
sensitive information without triggering defenses. The Bash Bunny is truly
the world's most advanced USB attack platform.

BASH BUNNY MARK 1| HOTPLUG ATTACK COMBO KIT
$119.99 $219.99
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EMULATING DEVICES Syss

THE PENTEST
EXPERTS.

Bash Bunny

Raspberry Pi Zero

Rooted Android

OMG cable

Vendor ID 0x1532 + Product ID 0x0084

4L 4L 1L 1L 1
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STEEL SERIES Syss

) SteelSeries GG 6.2.0 Setup - X THE PENTEST
EXPERTS.
. i gresme 1 ()
®steelseries Please review the license terms before instaling SteelSeries GG

6.2.0.

Unlock your gear's full potential

with SteelSeries GG and Engine Press Page Down to see the rest of the agreement.
END USER LICENSE AGREEMENT P

STEELSERIES APS ("STEELSERIEST) IS WILLING TO LICENSE THE ACCOMPANYING
SOFTWARE AND DOCUMENTATION (COLLECTIVELY, THE "SOFTWARE") TO YOU ONLY
ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS IN THIS
AGREEMENT.

PLEASE READ AND CONDITIONS BELOW CAREFULLY. BY OPENING THE
PACKAGE OR NNLOADING, INSTALLING, OR RUNNING THE SOFTWARE, YOU
ACKNOWL THAT YOU HAVE READ THIS AGREEMENT AND AGREE TO BE BOUND BY V

the terms of the agreement and the privacy policy, dick I Agree to continue,

You must gfcept the agreement to install SteelSeries GG 6.2.0.
Learn More
Downloading SteelSeries GG v6.2.0 - 9%
<Back Cancel
Oxsp SRD )
e https://0Oxsp.com/security%20research%20%20development%20srd/
4} local-administrator-is-not-just-with-razer-it-is-possible-for-all/
&
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MAGIC CONTROL TECHNOLOGY Syss

THE PENTEST
EXPERTS.

Windows Update

Updates svalable
Lok chachndt Todey 817 AM
T o b e Lupd P, bl ' b D | ol Lasphacs | ancly
vorcil T Prcory | CR s B
¥

T bramaorwcd sinimt o putal Vg [ oot St F il i s ook T

‘tt Will Dormann
i

Don't forget that some drivers may only show up via

UEE GRAFHICS ADAFTER E

Windows Update, as opposed to automatically i
installing. We can still do this as a non-admin user, so |EE—_:GE
no worries.

Here's an installer that popped up with SYSTEM
privileges after reboot.
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LIVE HACKS e
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DLL HIJACKING

)AY)

THE PENTEST

EXPERTS.
| = | CoolSoftware — O x
Home Share View ~ 0
* & cut 8 moveto~ | 3¢ Detete - T~ i) Open HH select an
=l W Copy path - T Edit 15 Select none
Pin to Quick Co Paste _ = Mew Properties
access o E| Paste shortcut / Copyto LRename folder pv 47 History ﬁl:J‘Invertselectinn
Clipboard MNew Open Select
“ =2 + 4 » ThisPC » Local Disk (C) » CoolSoftware v | O 2 Search CoolSoftware
Mame Date modified Type Size
» 3 Quick access
5] program.exe 07/12/2019 10:09 Application 20 KB
» o OneDrive userenv.dll 10/06/2022 22:50 Application exten... 17 KB
> EH ThisPC
» @‘ Metwork
2 items f=z| =]
Slide 12
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C:\PROGRAMDATA

3 This PC :le:aI Disk (C:) » ProgramData * Razer » Synapse3 » Service » bin :l

« o v

#F Quick access
& Onelrive

[ This PC
_J 3D Objects
B Desktop
Documents
* Downloads
J‘J Music
[&=] Pictures
B Vvideos
. Local Disk (C:)
== chared (\\VBox5w

@ Metwark

November 17, 2022

Mame

Devices

AccountfanagerClient.dl|
AccountfManagerCommon.dll
ActionServiceCommon.dll
BLEConnect.dll
BLECcnnectWrapper.dll
BouncyCastle.Crypto.dll

Castle.Core.dll

il

|| Castle.Corexml

) (2] (@] [2) i3] [ (&)

o

Common.Acceleration.dll
Common.Accessory. LedBrightness.dll
Commeon.Accessory. LedBrightness.xml
Common.ApplicationEventsHandler.dll
Common.ApplicationLauncher.dll

Common.Audio.dll

Date modified

18/09/2022 15:38
17/08/2022 03:58
17/08/2022 03:58
17/08/2022 03:58
10/06/2022 03:19
10/06/2022 03:19
17/08/2022 03:58
29/08/2022 22:40
04/04,/2019 1930
29/08/2022 22:40
29/08/2022 22:40
29/08/2022 21:26
20/08/2022 22:40
29/08/2022 22:40
29/08/2022 22:40

Oliver Schwarz | DeepSec 2022

Type
File folder

Application exten..,
Application exten...
Application exten...
Application exten...
Application exten...
Application exten..,

Application exten...

XML Document

Application exten..,

Application exten...

XML Document

Application exten...
Application exten...

Application exten..,

C lysS

Size

82 KB
99 KB
111 KB
39 KE
17T KB
2324 KB
443 KB
419 KB
15 KB
16 KB
2 KB
30 KB
18 KB
44 KB

THE PENTEST
EXPERTS.

Slide 13



SYNAPSE 1.0.0 VULNERABILITY Syss

THE PENTEST
EXPERTS.

Discovered by: Juan 5acco =<jsaccogexploitpack.com=

Razer Synapse Service w1.8.8 is prone to a DLL Injection because it
fails to properly filter user supplied input and loads a .DLL from

%ProgramData® from userland with SYSTEM rights allowing to escalate
the priveleges from a regular user to SYSTEM rights.

Program: Raze Synapse Service

Yersion: 1.8.08

Vendor: https://www.razer.comf

Download Link: https://www.razer.com/downloads

Steps To Reproduce:

Move your .DLL to C:\ProgramData“Razer\Synapsed\Service\Bin\HID.dL1l

Restart the PC or restart the service. The service runs with SYSTEM rights.
Enjoy your privilege escalation!

Discovered by Juan Sacco in 2003 (?)
https://dl.packetstormsecurity.net/2003-exploits/razersynapsel100-dllinject.txt
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INSIGHT 1

- If we are first to create the directory, we will remain owner

- CVE-2021-44226

Synapsed X Permissions for Synapsed

|, Youdon't currently have permission to Security
access this folder.
Object name:  C\ProgramData'Razer Synapeed
Click Continue to permanently get aceess to this
folder, Group or user names

Mo groups or users have pemission fo access this objedt
1 FE Hemewer, the cwner of this ohjpdt can sssign penrissions.

Pemigsions Bl Diany

Full control

Madfy

Read b evecuie
List folder comtents
Fead

oK | Comcd |

November 17, 2022

Apply

Advanced Security Settings for Synapse3

Marne: C\ProgramDatatAazer Synapsed
Ownen Standard (DESKTOR-0BSP 10K Standard) G Change
Permissions Auditing Effiective Access

)AY)

THE PENTEST

EXPERTS.

Far additional infarmation, deuble-click a permission entry. To modify & permission entry, select the entry and click Edit (if available].

Permission entries:

Type Principal Access Inherited from Applies to
1 Allew  Standard (DESKTOP-0BSP10K,... Full contral Mone This falder, subfalders and files
BE Allow  SYSTEM [:E Full control Mone This folder, subfolders and files
Add Remave View

Enable inheritance.

() Replace all child okject permission entries with inheritable permission entries from this object

Oliver Schwarz | DeepSec 2022

[oc ]

Cancel
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BUG BOUNTY VS. s
RESPONSIBLE DISCLOSURE

EXPERTS.

,D0 not publish vulnerabilities or share them outside of reporting
through Inspectiv’s platform without Inspectiv’'s consent.*
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we have already submitted the fix to Microsoft
and is currently in the "Gradual Rollout" phase

Oct 12

Mh for bringing this issue Y

to our attention. [...] We appreciate your
feedback on our Razer Synapse application.
This request will be recorded and will be

Q\Narded to our Feature Request Poll. -

Oct 19

DISCLOSURE JOURNEY Syss

EXPERTS.

P

[ We discovered something \

Oct 11

[ OK, here somedejsﬁ

Oct 18
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DISCLOSURE JOURNEY Syss

EXPERTS.

E Any updaﬁ

We will endorse your case to the relevant \ Nov 25

team who can handle your concern.

Nov 25

We have not heard back from you. j
Nov 27

We have not heard back from you. j
Nov 29
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DISCLOSURE JOURNEY

Tunder —

understand that your Razer Synapse has
Elevated Admin access. We do apologize for
the inconvenience that this has caused you.
This is not the experience that we would like

w to have. -

Dec 2

This is confirmed to be a false alert, Razer is
working with Windows Defender Team to pre-
vent this in future Windows Defender Updates.

S yss

EXPERTS.

Dec 11 E

No! /ﬁ

November 17, 2022 Oliver Schwarz | DeepSec 2022
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DISCLOSURE JOURNEY Syss

THE PENTEST
EXPERTS.

we have already submitted the fix to Microsoft
and is currently in the "Gradual Rollout" phase

Dec 13

While | understand the process has been slow

so far, we take security matters very seriously

and we appreciate your findings. [...]

I'll be happy to answer either in english or german!

Dec 31

| Here is the contact to the developers... j

Jan 18
November 17, 2022 Oliver Schwarz | DeepSec 2022 Slide 20




CVE-2021-44226 @@

Demo time
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INSIGHT 2 Syss

THE PENTEST
EXPERTS.

As creator we keep some privileges along the path
Ownership of sub-directories doesn’t matter much

4L 4 1L 1

We can simply rename parent directories
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INSIGHT 3 SJ&

THE PENTEST
EXPERTS.

We remain owner

As creator we keep some privileges along the path
Ownership of sub-directories doesn’t matter much
We can simply rename parent directories

Even SYSTEM can be locked out

4L 1L 1L 1L U
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SOLUTION MARCH 2022 Syss

EXPERTS.
- Don’t start service if foreign DLLs are found and cannot be deleted
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CLOSER LOOK 3 MONTHS LATER Syss

EXPERTS.

= Don’t start service if foreign DLLs are found and cannot be deleted
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SYNAPSE 3.3 VULNERABILITY

y» list = 5
ite2 x509Certificate = X5@9Certificate2(X5@9Certificate.CreateFre

text2

flag = =
500Certificate? x509Certificate2 = X589Certificate2(X589Certificate.CreateFromsignedrile(text2));
(x589Certificate != && x589Certificate2 !=
flag = x509Certificate.Equals(x5@9Certificate2);
(!flag)

Discovered by enigmaOx3 (Matt N.) in 2018
https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/
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SYNAPSE 3.3 VULNERABILITY (FIX) SySS

EXPERTS.

Discovered by enigmaOx3 (Matt N.) in 2018
https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/
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SYNAPSE 3.3 VULNERABILITY (TIMELINE) Syss

. . THE PENTEST
06/05/2018: Submitted vulnerability report to Razer's HackerOne program EXPERTS.

06/08/2018: Response posted on the H1 thread acknowledging the report
06/08/2018: H1 staff asked for specific version number of the Synapse 3 installer

06/08/2018: Synapse 3 installer version number provided to Razer
07105/2018: Asked for an update

08/06/2018: Report marked as triaged

08/2712018: Asked for an update, no response

12/25/2018: | was contacted by someone at Razer with a link to an internal build for remediation
erification

12/2712018: Per their request, provided feedback on the implemented mitigation via the H1 report
01/09/2019: Asked for a timeline update for the fixed build to be provided to the public (via H1)
01/10/2019: Informed that the build is now available to the public

Discovered by enigmaOx3 (Matt N.) in 2018
https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/
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SOLUTION SEPTEMBER 2022 ‘ySS

! ‘ THE PENTEST
.| EXPERTS.

:{.u

X509Certificate2 x509Certificate = new X509Certificate2(X509Certificate.CreateFromCertFile(text));
Fileinspector fileinspector = new Filelnspector(
f (filelnspector !'= null)

{

SignatureCheckResult signatureCheckResult = fileinspector.Validate(RevocationChecking. Offline);

f (signatureCheckResult != SignatureCheckResult. Valid)
// mark evil

“h (CryptographicException ex)

/I mark evil|

catch (Exception arg)

ng.Format("{0}: {1}", text, arg));
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LESSONS FOR DEVELOPERS Syss

EXPERTS.
Be aware of DLL injection

_)

- Mind owners and creators

- Check access control also for SYSTEM
_)

»C:\Program Files” is your friend

November 17, 2022 Oliver Schwarz | DeepSec 2022 Slide 30



LESSONS FOR ADMINS Syss

THE PENTEST
EXPERTS.

Prevent Device-Specific Co-Installers
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Device Installer\DisableColnstallers = 1
Control USB devices

Also, careful with directory access rights

4L 4 1L 1
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LESSONS FOR RESEARCHERS Syss

EXPERTS.
- Co-Installers are a promising field
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FUTURE RESEARCH S'ygg»

! ‘ THE PENTEST
.| EXPERTS.

®; v

The Razer & SteelSeries Windows PrivEsc vulns are
fun, but there are tons of devices that may be

vulnerable.

We have a list of ~2500 possible devices! The easiest
way to test is to use something like an OMG Cable or
BashBunny to spoof the VID/PID.
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FUTURE RESEARCH

1;} Tavis Ormandy &

’E"‘\“ ‘ THE PENTEST
—_ _J

EXPERTS.

There were around 10k unique drivers, but many were
very minor product variations. Filtering those for

unique command lines, there's only 298, that seems
more manageable. Here's the output:

L a8

November 17, 2022
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REFERENCES Syss

THE PENTEST
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= https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/

= https://packetstormsecurity.com/files/156800/Razer-Synapse-Service-1.0.0-DLL-
Injection.html

= https://www.youtube.com/watch?v=P75BtYcnZ-A
= https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2021-058.txt
= https://blog.syss.com/posts/razer-lpe-attack/
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