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We are sorry that your mouse is admin

Oliver Schwarz
oliver.schwarz@syss.de

Privilege escalation through the Razer co-installer
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ABOUT US
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SySS GmbH

Pentesting, red teaming, seminars, incident response

Since 1998

Tübingen, Munich, Frankfurt, Vienna
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ABOUT US
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● Dipl.-Inf. Matthias Deeg
● Senior Expert IT Security Consultant
● Head of Research & Development
● CISSP, CISA, OSCP, OSCE
● IT Security Consultant since 2007

● Dr. Oliver Schwarz
● Senior IT Security Consultant
● OSCP, GREM
● IT Security Consultant since 2018
● Academic researcher before that
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AGENDA

Windows plug’n’play PrivEsc

Demo on jonhat’s attack

Fake it until you make it

Disclosure journey

Insights on Windows access control

Demo on our attack

Related vulnerabilities

Your future research
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THE SELECT PATH DIALOG BUG
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THE SELECT PATH DIALOG BUG

November 17, 2022 Oliver Schwarz | DeepSec 2022

Demo time
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BASH BUNNY
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EMULATING DEVICES
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Bash Bunny

Raspberry Pi Zero

Rooted Android

OMG cable

Vendor ID 0x1532 + Product ID 0x0084
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STEEL SERIES

November 17, 2022 Oliver Schwarz | DeepSec 2022

https://0xsp.com/security%20research%20%20development%20srd/
local-administrator-is-not-just-with-razer-it-is-possible-for-all/
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MAGIC CONTROL TECHNOLOGY
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LIVE HACKS
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DLL HIJACKING
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C:\PROGRAMDATA
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SYNAPSE 1.0.0 VULNERABILITY
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https://dl.packetstormsecurity.net/2003-exploits/razersynapse100-dllinject.txt

Discovered by Juan Sacco in 2003 (?)
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INSIGHT 1
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If we are first to create the directory, we will remain owner

CVE-2021-44226
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BUG BOUNTY VS.
RESPONSIBLE DISCLOSURE
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„Do not publish vulnerabilities or share them outside of reporting
through Inspectiv’s platform without Inspectiv’s consent.“
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DISCLOSURE JOURNEY
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we have already submitted the fix to Microsoft
and is currently in the "Gradual Rollout" phase

Oct 12

Thank you so much for bringing this issue
to our attention. […] We appreciate your
feedback on our Razer Synapse application.
This request will be recorded and will be 
forwarded to our Feature Request Poll.

Oct 19

We discovered something

Oct 11

OK, here some details

Oct 18
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DISCLOSURE JOURNEY
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We will endorse your case to the relevant
team who can handle your concern.

Nov 25

We have not heard back from you.

Nov 27

We have not heard back from you.

Nov 29

Any update?
Nov 25
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DISCLOSURE JOURNEY
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I understand that your Razer Synapse has
Elevated Admin access. We do apologize for
the inconvenience that this has caused you.
This is not the experience that we would like
you to have.

Dec 2

This is confirmed to be a false alert, Razer is
working with Windows Defender Team to pre-
vent this in future Windows Defender Updates.

Dec 11
No!

Dec 12
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DISCLOSURE JOURNEY
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we have already submitted the fix to Microsoft
and is currently in the "Gradual Rollout" phase

Dec 13

While I understand the process has been slow
so far, we take security matters very seriously
and we appreciate your findings. […]
I'll be happy to answer either in english or german!

Dec 31

Here is the contact to the developers...

Jan 18
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CVE-2021-44226
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Demo time
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INSIGHT 2
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We remain owner

As creator we keep some privileges along the path

Ownership of sub-directories doesn’t matter much

We can simply rename parent directories
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INSIGHT 3
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We remain owner

As creator we keep some privileges along the path

Ownership of sub-directories doesn’t matter much

We can simply rename parent directories

Even SYSTEM can be locked out



Slide 24

SOLUTION MARCH 2022
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Don’t start service if foreign DLLs are found and cannot be deleted



Slide 25

CLOSER LOOK 3 MONTHS LATER
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Don’t start service if foreign DLLs are found and cannot be deleted
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SYNAPSE 3.3 VULNERABILITY
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https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/

Discovered by enigma0x3 (Matt N.) in 2018
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SYNAPSE 3.3 VULNERABILITY (FIX)
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https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/

Discovered by enigma0x3 (Matt N.) in 2018
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SYNAPSE 3.3 VULNERABILITY (TIMELINE)
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https://enigma0x3.net/2019/01/21/razer-synapse-3-elevation-of-privilege/

Discovered by enigma0x3 (Matt N.) in 2018
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SOLUTION SEPTEMBER 2022
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LESSONS FOR DEVELOPERS
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Be aware of DLL injection

Mind owners and creators

Check access control also for SYSTEM

„C:\Program Files“ is your friend



Slide 31

LESSONS FOR ADMINS
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Prevent Device-Specific Co-Installers

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Device Installer\DisableCoInstallers = 1

Control USB devices

Also, careful with directory access rights
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LESSONS FOR RESEARCHERS
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Co-Installers are a promising field
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FUTURE RESEARCH
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FUTURE RESEARCH
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THANK YOU!
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Oliver Schwarz
oliver.schwarz@syss.de
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https://packetstormsecurity.com/files/156800/Razer-Synapse-Service-1.0.0-DLL-
Injection.html

https://www.youtube.com/watch?v=P75BtYcnZ-A
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