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Basic Penetration Testing Antivirus Bypass techniques



Is there a simple way?



How does antivirus work...?

Static analysis

Dynamic analysis

• Looking for known signatures

• Looking for key words

• Looking for specific Windows API-s

• Packers and obfuscation detection

• Looking for code injection

• Looking for registry changes

• Looking for file modifications

• Looking for network activity



Obfuscation

• Add redundant code

• Reorder the commands

Not efficient against 

dynamic analysis!



Encryption

• Split the malware in two parts: body and decryption cycle

• Utilize cryptographic protocols to decrypt the malware

Not efficient against 

dynamic analysis!



Process hollowing

• Create a legitimate process in suspended mode

• Replace process memory content with a malicious payload

• Adjust memory permissions so payload can execute

• Resume execution

Hard to implement

Runs in a context of 

legitimate process



Rogue software

• looks like a legitimate software

• Does nothing malicious until receives the order

• Has a dangerous internals

Bypasses dynamic analysis



Browser Web Server

GET / HTTP2

200 OK



Malicious

“Browser”

Attacker Web Server

GET /?result=DESKTOP-G54OZ3 HTTP2





As a result – Custom C2 beacon



Reverse Shell

Victim Attacker

nc –nvlp 443



Command

Victim Attacker



uid=0(root) gid=0(root) groups=0(root)

Victim Attacker



1. Infect with a beacon

Victim Attacker

C2 Server

C2 communication



• SubSeven

• Metasploit

• Covenant

• Cobalt Strike

• EMPIRE



Custom C2

• Signatures unknown 

for antivirus

• Your personal C2

• 100% safe





Use Cases

• Red team assessments

• Penetration tests

• Experiments and scientific research

• Information pillaging

• Data extraction/destruction



Advantages

• Easy to build, deploy and manage

• Stealthy

Disadvantages

• Poor OpSec

• Semi-interactive



Improvements to be made

• Built in functions

• Persistency



Recipe for success

• Make it look as a legitimate client software

• Make it not explicitly malicious

• Too much evasion techniques = suspicious!



Conclusions

With enough time and effort, antivirus software can be bypassed by a
beacon and C2 server that:

• Anyone can build
• Easy to use and manage
• Helps in red team assessments

Don’t be afraid to experiment with code and try different ideas

Turn off the automatic sample submission in your antivirus!



Thanks for your attention! 

Q&A
Email: s_simonovi@cu.edu.ge

mailto:s_simonovi@cu.edu.ge
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