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What is MLS?
Quick overview of the standard
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MLS will impact 
billions of people and 
will further disrupt 
coms / telco industry

● Messaging Layer Security is the first global 
open standard for end-to-end encrypted 
real-time communication (RfC 9420)

● The IETF standard can freely be 
implemented by everyone

● MLS standardizes the end-to-end encryption 
part of messaging, audio- and video calling 
and will thus be an important part of 
interoperability

● Groups with up to 10k users
● The protocol is designed for ciphersuite 

agility – new ciphers can be plugged 
without touching the protocol itself

● Already multiple independent 
implementations underway

 We will tell the story of how it came to pass
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How do you create an 
IETF-Standard?
What we learned from creating a new standard from scratch
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MLS Story
 Creation of the IETF Standard
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Who was involved?





DMA phases

•2024 (1-1 messages)
•2025 (groups)
•2026 (calling)



MIMI and more
 Beyond MLS
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Benefits of MLS
MLS from within - encryption, architecture and protocol 
design, 
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IETF MLS versus Double Ratchet 
 Comparison
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User Perspective
 Comparison
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High performance in large groups
 Large groups are no longer pain
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How MLS Works
MLS Ratchet Tree:

● Maintained by 
every group 
member;

● Every leaf 
contains a DH-key 
pair for one device

● Root contains 
main group key

● Inner nodes 
contain subgroup 
keys

Source: 
https://www.youtube.com/watch?v
=FESp2LHd42U 

https://www.youtube.com/watch?v=FESp2LHd42U
https://www.youtube.com/watch?v=FESp2LHd42U


Ciphersuite agility
 MLS pluggable crypto primitives
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Whats ahead?
Using MLS to foster interoperability and reshape the telco 
industry 

17









 Abschlussfolie und 
vielen dank
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 Let’s make secure 
communication ubiquitous

Hauke Gierow
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