l-

m Mmllhhl.nn ¥ *"’1

-
f‘h f'.“ 7L uh

“  UPPERAG
 GRANSKEING

‘r,:uvw bl LR T

3o
ﬁ
o
b

The Baltic

- -
W *
—
.-

+%



3

THE COOPERATION

Joint investigation by Nordic public
broadcasters: YLE, NRK, DR, SVT.

Published in April and May 2023.

Investigative documentary series: 3 x
60 minutes.

Podcast series: 7 x 30 minutes.

Global Impact, news production.






How to uncover Russia’s espionage activities?

« Concept of hybrid warfare on land, at sea
and online.

Targets: key infrastructure sites and
installations, technology. collecting
information about power and internet
cables, offshore wind farms, oil and gas
pipelines.

« We developed a large database with a
graphical interface which could analyze civil
vessels and spy ships, their routes linked to
subsea infrastructure.

« Espionage as security threat. In the event of
a conflict with the West, they are prepared
and know how/where they can paralyze our
society.



Ten years of data on how Russian
vessels allegedly have conducted
espionage and intelligence
gathering along the Norwegian
coast, near Svalbard, and in the
Barents Sea.

Built our own system to analyze
millions of AlS-positions. A large
database of the ships' own position
reports from three different
sources, we were able to
corroborate Russian civil vessels'
historic sailing tracks with the
alleged covert activity. They could
look for patterns that didn't fit
normal civil activity but matched
the sources' description of
intelligence gathering.

Findings: 50 spy ships in Nordic
waters were operating with shut
AlS signals — out there mapping
critical infrastructure.
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’dark vessels’ is the nava *ﬂﬁp
al Viadimirsky" - offlp;r ly used for
h expediti

_ ha Rus5|§\,r|,mllltary program, critical
infra e such as underwater cables
and %ms in the Nordic region is
secretly mapped.

As our crew approached the ship on the sea
between Sweden and Denmark, masked
men stepped out on the deck. One of them
is in uniform, wearing what appears to be a
bulletproof vest and armed with a Russian
automatic weapon.

Jl'hls is what happened 2







RUSSIAN SPY SHIPS

® Arctic cable cut and Nord Stream explosions.

® Was Russia up to something at sea?

- We used: AIS data collection and
analysis. But for the dark vessels that wasn’t
enough.

—> Intercepted Russian naval
communication.

—> Analysis of satellite images.

® Findings: Spy ship program mapping critical
infrastructure. No proof if sabotage was
carried out but could be used for future
potential sabotage.

® We mapped the positions of several ships
operating nearby the second Nord Stream
explosion in the Baltic Sea.
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Science that breaks barriers.

Discover Nature's Building Blocks
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_ Russian 'ghost ships' with underwater
Simmed doun m oo hap capabilities circled Nord Stream
explosion site, documentary claims
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stream fore expl os‘oner“a end g focusing on suspicious ship movements around the explosion site by analysing data.
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Uppdrag granskning: Rorde sig langsamt vid explosionsomrade
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Russian ‘ghost ships’ near Nord Stream
pipelines before blasts - report
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Russian military ship spotted near Nord
Stream pipelines days before blasts L ﬁ NN

[Tugboat capable of launching and rescuing mini-submarines was photographed close to Baltic News Network
lwhere sabotage took place
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More Russian Ships Behaved Oddly Near
Site of Nord Stream 2 Blasts, New Report
Says
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Nord Stream report uncovers
Russian navy surveillance before
attack

Mounting evidence points to bombs planted by Putin’s forces

euronews. = Programmes

Media: Russian ships seen at the site of
the Nord Stream explosion

Russian 'ghost ships' near Nord Stream before blast -
reports ) comments

NORD STREAM-LACKAN

Ryska "spokskepp’ nara Nord
Stream infor sabotage

Det ryska fartyget SB-123 som har kapacitet att utféra undervattensoperationer :‘4:‘\-‘.:;‘.1 Gazeta — R IEE T oo

Y RadioFrecturope

r Radioliberty

rirde sig né

explosionsplatserna vid Nord Stream fem dagar fore sabotaget i
| ¢, DR, NRK och Yle.

september. Det rapporterar SVT:s Uppdrag gr
Ytterli

re tvi ryska fartyg rirde sig i omradet s sent som i somras.

granskningen var det sa kallade “spikskepp”, alltsa fartyg som har sv-r' DR' NRK, Yle: Russian vessel

Russian Naval Ships Reportedly Seen Near Site Of Nord

sina sparningssystem avstingda. Positionerna har kunnat slas fast med hjilp av n r N r I m i Iin
radiokommunikation och delvis av satellitbilder. gassebd f ea 0 Id s.t eah dpcpe es 5 Stream Pipeline EXPIOSiOI’l Days Prior
Jens Wenzel Kristoffersen, sjokapten och militiranalytiker vid Kopenhamns ays erore exp OSlon, a 'ts

universitet, sager att fartygens positioner inte bevisar nagot, men att det ar transponder Off

intressant eftersom det pekar pa att det sker verksamhet under havsytan.
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Reportern om spionkartlaggningen: ”Det har varit

21

RYSKA diplomater som har
varit eller ar verksamma i
Sverige som misstankta spio-
ner pekas ut o.n namnges av
SVT:s Upjadiag Granskning
13 av dem uwges annu vara
| aktiv t,anst i Sverige.
Iveckan meboelade U att
Sverige .tvisar -em
t:ansteman viT 7, ss:amds
ameassad | Zockholm De
om, euds .amna Sverige
eftersom de. as ve: ksamhet
"inte &r ,0.enlig med
Wienkorwventionen om iplo-
matiska fd. binde.ser~. (TT)

ganska komplicerat”

DAGENS NY“ETER' Nyheter Sverige Virlden Ekonomi Kultur

Fem ryska diplomater
utvisas fran Sverige

@ JusTnu Utrikesminister Tobias Billstrom till SVT: Aktivitet pa vért territorium.
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amT PREIMUM  UVETFORT  PLAY MO MIATUR  LEDARE DN

Uppdrag ranskning: 13
sploner paryska ambassaden

kritiserade ha
cgna intressen | Sw-'l havet.

13 yanstemnan pd ryska ambassaden | Stockholm har | sjatva verket jobbat
som sploner, rapporterar Uppdrag granskning. UG, med hanvisning av
flora av varandra cbercende kallor

Fran DN-skrapans tak har programmet tagit bilder fér att kunna
identifiera minnen tom | sjilva verket &r anstilida av ryska
underrattelisetjanster,

Det 4r en dum fraga, vi arbetar alla for utrikesdepartementet, siger en

av de utpekade diplomaterna. Viadimir Lyapin, till UG
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RYSKT SPIONAGE

Dagells INAduSErl sart BORS  MARKNADSNYTT  BEVAKNINGAR

38 MISSTANKTA SPIONER |
NORDEN ENLIGT UPPDRAG
GRANSKNING

AFIT N B LAT] E] gttty

START SPORT PLUS TV NOJE TIPSA KULTUR LEDARE

"Uppdrag granskning”
Flera ryska spioner kvar
I Sverige

Svenska Dagbladet Nyheter Niringsliv Kultur Ledare Debatt eSvD

Rysslands invasion av Ukraina

Ryska svaret: Vi ska utvisa
era diplomater

DAGENS NYHETER. twheter sverige viriden Ekonomi Kultur Sport Klimatet Ledare

SVERIGE

SVT: 13 misstiinkta spioner vid
ryska ambassaden

© Expert: Avsléjade spioner ersétts
snart

1:43min (& Minsida # Dela




"THE MAGIC LIST"

 Secret list with names of Russian
diplomats / intelligence officers

* Challenge: managing sources

* Verifying information — one
source is not enough

» Gathering clues, dots and data

* Dossier center — leaked data




Recognize these guys?

Russian databases helped reveal
famous spy cases all over Europe.

Not so sophisticated as their
reputation in the west.

Intelligence services — conflicts
within Russia, compeating for
Putin’s attention. Registred at
their intelligence headquarters,
the data brings them out of the
shadows, why?
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Russian Military Intelligence Service,
- GRU Headquarters
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Uppdrag granskning
Putins spioner i Sverige
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* They act under diplomatic cover — but are actually russian
intelligence officers.

» Uppdrag granskning has investigated 21 suspected agents, 13 of
which are active today.

» These are Putin's spies in Sweden.



INDUSTRIAL ESPIONAGE => SPY MEETS INTELLIGENCE OFFICER IN THE OPEN







ONLINE MISINFORMATION CAMPAIGNS

Se bilder f o iscensatta demonstrationer som SVT har kartlagt tillsammans med in-
ternatione

Rysk kampanj for att splittra
Euro nirerad av Paludan

* Goal 2 Create disorder, have Turkish and
European media report on the actions.

Danish right-wing activist
Rasmus Paludan's burning
of the quran and
Sweden's turbulent NATO
process inspired a Russian
influence campaign,
leaked documents reveal.
In a collaboration, SVT has
mapped 10 staged
demonstrations.

Russian intelligence has
planned fake protests in
European cities.

Documents from within
Russian intelligence that
describe the campaigns.



"WHAT THE KREMLIN DENIES IS USUALLY CORRECT”




"THEY ARE WRONG”

- Dimitri Peskov, Kreml
spokesperson







SUMMARY / KEY FINDINGS

Investigating Russian spy ships

and dark vessels. 50 ships in
Nordic waters were operating
with shut down AIS signals —

mapping critical infrastructure.

Russian embassies in the Nordic
countries. 38 active and former
diplomats connected to the SVR,
GRU or FSB. In collaboration with
the Dossier Center.

Positioning three Russian vessels

operating nearby the Nord
Stream explosion sites in June
and September 2022. One of the
vessels was present at the
location 5 days before the
incident.
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