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• Why should we care about it? 

• Understanding the Attacker Mindset

• Concepts
• Examples

• Practical tips for defense & offense

What we’ll talk about



WhoAmI

• InfoSec Researcher; H@כk3r (1nTh35h311)

• Red mind, Blue heart

• Co-Founder @

• Consulting in 4 continents (Banks/gov/F100)

• 35 years of keyboard access – Code, IT Sec, Net Comms.

• The HAcktive Directory guy; Ex-Javelin Networks (Acquired by Symantec)

• Ex-Technology Group Manager @ Microsoft (Coded Windows Server Tools)

• Volunteer (Youth at risk);  Aviator;  Oriental Rock Bouzoukitarist



Why should we care about

the Attacker Mindset?
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Understanding the Attacker Mindset





MITRE & TTPs



Defenders ‘think’ with Lists



Attackers ‘think’ laterally



Nakatomi Space

The ‘Illusion’: Systems were not intended for all their pathways 
to be traversed ☺





Our Connected World –

What does technology ‘do’?

  -> Manipulates Time & Space 







Attacker Mindset: Concepts

Concept / characteristics Example defense considerations

Curiosity, Exploration, Obsession for ‘winning’ No info=no attack,  Decoys

Adaptability, Creativity, Resourcefulness Monitoring TTPs, multi-layered defense 

controls

Exploitation of Human Psychology, focus on 

High Value targets with Weak Points

raising awareness (beyond phishing), 

handling Legacy, un-patched & 

misconfigurations

Anonymity, Stealth, Persistence, 

Evade detection, Cover Tracks

Apply relevant sensors, 

behavioral analysis

Deep System Architecture knowledge, 

Continuous Learning

Foster an ongoing learning culture, 

strive for constant improvement



PAC



In memory credentials

Exposed Credentials in Memory 
(LSASS Process)

Password or Hashes are valid until 
password enroll

Tickets are valid for 10H
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Practical Examples 

for Defense & Offense



Tools in a ‘Living off the land’ mindset

Remote Management or Lateral Movement? 

• Using resources already available

• Built-in tools/APIs abuse (e.g. powershell)

• Load code in context of legitimate process
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‘Living off the land’ defense example - RDP

• Windows Server online (RDP open, 17 chars password):

* 39484 Failed RDP logon events in less than 5 hours(!) 

* 17458 events - user name does not exist (most tried 

ADMINISTRATOR, then Admin, then TEMP)

* 22026 events - user name is correct (administrator) but the 

password is wrong

• After renaming the administrator account:

40156 Failed logon events in less than ~5 hours

ALL events: user name does not exist.

• Not even 1 *real* attempt of password guessing …

• Can also change Port number 



If it’s a little harder for you,

It is more hard for the attacker.*

If it is very convenient/easy for you,

It is VERY easy for the attacker.

* Time



• Pass strings/objects/execute code between 

processes, local or remote – using Named Pipes

• Pass info between processes on same machine 

easily through IPC$

• Communicate between local or remote powershell 

runspaces over one/two-way, encrypted pipe

Inter-Process Communications (IPC)



• Can also use it for C2, without opening FW port, 

without local admin privileges.

– No need to Bind() server local port, just “rides” 445 ☺



Named-Pipe/SMB One-liner 

(Exfiltrate data/C2 with No socket bind)



IPC C2



PSRemoting Architecture

Remote Computer

Local Computer

PowerShell

Wsmprovhost.
exe

Endpoint

WinRM

Listener (HTTP)

WS-MAN 
Traffic



PSSession Configurations



Mapping / Hunting for WSMan sessions

• EDR/Sysmon etc. (wsmprovhost.exe)

• WinRM / PowerShell-operational logs

• Try Get-RemotePSSession.ps1 script

https://github.com/YossiSassi/Get-RemotePSSession


Query PSRemoting Sessions



Remote Operations: Credentials Exposure
Action/Tool Logon Type Creds on Target Notes

Console login 2 Yes* * Except when Credential Guard is 

enabled

RunAs 2 Yes* * Except when Credential Guard is 

enabled

RDP 10 Yes* * Except when Remote Credential 

Guard enabled

Net Use 3 No Inc. /u: parameter

PS Remoting 3 No -u <username> -p <pass>

PsExec w/Creds 3+2 Yes

PsExec no Creds 3 No

Remote SchedTask 4 Yes Password saved in LSA (on disk)

Run as a Service 5 Yes Password saved in LSA (w/account)

Remote Registry 3 No



Let’s get advice from Microsoft… ☺





Get TGT from network connection + no NTLM hash



Process token -> TGT



Potential Mitigation – Use Virtual accounts



Using Virtual Accounts



But… the adversary can edit the Role Capabilities file ☺



But… Defenders can monitor for file/config changes, hash change etc’ 

(e.g. sign config file)





Myth:

“You need a TCP/IP connection for 

a C2 Server”



“Do we need a TCP/IP connection 

for a C2 Server?”

C2 is not about an established connection. 

Nor TCP, or UDP.

It’s a MINDSET



How about your email client?



When outlook goes rouge









LogonWorkstations



…But, what about 

crafting your TGT to 

remove LogonRestrictions? ☺



"All warfare is based on deception“
      

          - Sun Tzu, “The Art of War”



Tips on Creating Decoy Accounts

• Account set to Pre-AuthN not required (vulnerable to 
AS-REProasting), yet with a very Longgggg password

• Privileged admin account – tightly monitored

– Enabled, yet with:

• logonHours set to none(?) - Pros/Cons

• logonWorkstations - Same dilemma – Pros/Cons..

• Consider adding a SPN (kerberoasting)

• Leverage ‘DCShadow attack’ to change pwdlastset to 
‘appear’ as weak/old password ☺ *

 





Red Team: 
Check if Defenders are ‘tricking’ you

• Mmm.. Maybe, check replication metadata 
LastOriginatingChangeTime? ☺



Blue Team: 
Ensure you ‘fix’ the metadata as well

• With mimikatz, can utilize /replOriginatingTime:YYYY-
MM-DD , /replOriginatingUsn:<USN> argument



github.com/YossiSassi



Key Takeaways

• Understanding ‘The Attacker Mindset’ is crucial for 
both defense & offense efforts

• Embrace ‘Living off the land’ tools mindset (Red & Blue)

• Get practical with relevant concepts & knowledge

• Time is the only Cyber Security metric(s)

• Check out github.com/YossiSassi for tools & scripts



D@nk3 

 Yossi_Sassi

 yossis@protonmail.com
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