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Agenda

 The Problem
 URL Analysis Techniques
e Optimization Methods

e The Interface and Code

)JANYSEC



Analyzing URLs

What’s the problem we’re trying to solve?

Users Click on Links, but what are they clicking on?
What are you systems calling out to?

How do you know what’s good or bad?

How do we do find out quickly?

AAISEC



Analyzing URLs

Lots of (expensive) options

||
&« X O 8 nt gin-natura .net 1[ W

Crawl URLs
Third Party APls
Vendor Feeds

n§3§o consultoria
Avon | de beleza

Endpoint Detection
Log Analysis
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Analyzing URLs

Lots of (expensive) options

Sponsored by

W Docs [ Pricing Josh Securitylrails

ARecorded Future® Company

O urlscan. A Home Q Search & Live 4 Blog

Third Party APIs urlscan.io

A sandbox for the web

Vendor Feeds o
Endpoint Deiaalian
LOg An aIySiS www.powerbanksun.shop/ 16 <econds

pay.loredogrouprealty.com/ 17 seconds
pay.oldworldcraftsmanship.org/ 18 seconds i
pay.ardeanglobal.com/ 18 seconds
greenwayassociates.com/ 18 seconds
www.surveymonkey.de/r/?sm=FE7xQWuQcQAAeUF80SmjSMCXnbKIhj5IXYLzqNVNAcxkZiJJCrlJc... 18 seconds
arrendadores.telesites.com.mx/_Layouts/ARRAUTH/login 20 seconds
donovan-dalton.thoughtlanes.net/how-to-resolve-issues-with-maha4d/ 21 seconds

lunarlife.space/ 21 seconds

www.damignymma.fr/ 22 seconds
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Analyzing URLs

Lots of (expensive) options

Third Party APls
Vendor Feeds
Endpoint Desanting
Log Analysis

DETAILS FOR https://innovapakistan.com/inventoreet/i.exe

Subdomains

Name First Seen
malil.innova pakistan.com 02/17/2021 05:14 AM

Innovapakistan.com 02/05/2021 02:23 AM

)JANYSEC



n a yZI n g S 1. AlienVault Open Threat Exchange This is the original crowd-sourced threat

& & intelligence collection, and it is probably still the best, processing more than 19 million
LOtS Of (expe n S | Ve) O ptl o n S new loC records every day. The service is free to use and can deliver threat intelligence
in various formats, including STIX, OpenloC, MAEC, JSON, and CSV formats. Each
feed instance is called a “pulse.” You can define your requirements, getting specific pre-
filtered data, and there is also an opportunity to get tailored feeds per device type, such
as endpoints. If related data lies outside of the parameters of your feed, that extra data

Ve n d O r Feed S will be linked to within the records that are delivered to you.

. FBIl InfraGard A threat intelligence feed from the FBI carries a lot of authority, and it is
free to access. Feeds are categorized by industry according to the definition of the

E n d pOI nt DeteCt I O n Cybersecurity and Infrastructure Security Agency. So, this is a filtered list of loCs

according to the activity sector. Joining the service also enroll you in a local chapter,
Log Analysig T .
g y ) jence service as
rike Falcon
Intelligence is available in three plan levels. This service mainly aims to enhance the
performance of the media XDR and SIEM systems. However, they can also be linked to
third-party security tools. Falcon Intelligence provides human-readable reports plus
automated feeds sent straight to security services.
. Anomali ThreatStream This aggregator service consolidates threat intelligence feeds

from multiple sources down to one. The service uses Al to filter out false positives and
irrelevant warnings. It handles TTP data and loCs, and it will produce an automated

feed for your security software and a human-readable report. The tool can be run on-
premises as a virtual machine or accessed as a SaaS. The package will also upload
reports from your system to threat databases and circulate activity warnings from each
of your network devices to all of the others.

. Mandiant Threat Intelligence This threat Intelligence service is highly respected and
offers regular feeds in various formats, including reports for analysts and inputs for
software. Information covers both loCs and TTPs. There is a free version of this service.

)JANYSEC



Analyzing URLs

Lots of (expensive) options

. " Products and Services Solutions Support Learn Explore Cisco
Endpoint Detection

Cisco Secure Endpoint garners industry recognition. £ 5EEG R ENE

Log Analysis S ——
A/ha odooint Dataction and Response (EDR)?

point detection and response (EDR) solutions detect threats ac
your environment, investigating the entire lifecycle of the threat, ana
providing insights into what happened, how it got in, where it has bs
what it's doing now, and what to do about it. By containing the threz
the endpoint, EDR helps eliminate the threat before it can spread.

/

(i EDR best practices )

Why Use EDR? EDR Capabilities Related Topics ¥, Contact Cisc(

What is the difference between an endpoint protection platform (EPP) and endpoint detection
and response (EDR)?
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16:41:03 dnsmasq[4126]: query[HTTPS] configuration.ls.apple.com from 192.168.1.47
16:41:03 dnsmasq[4126]: forwarded configuration.ls.apple.com to 208.67.220.220
16:41:03 dnsmasq[4126]: query[A] configuration.ls.apple.com from 192.168.1.47
16:41:03 dnsmasq[4126]: forwarded configuration.ls.apple.com to 208.67.220.220
16:41:03 dnsmasq[4126]: validation result is INSECURE
16:41:03 dnsmasq[4126]: reply configuration.ls.apple.com is <CNAME>
16:41:03 dnsmasq[4126]: reply gspell-ssl.ls.apple.com.edgekey.net is <CNAME>
16:41:03 dnsmasq[4126]: reply el@499.dsce9.akamaiedge.net is NODATA
16:41:04 dnsmasq[4126]: validation result is INSECURE
16:41:04 dnsmasq[4126]: reply configuration.ls.apple.com is <CNAME>
16:41:04 dnsmasq[4126]: reply gspell-ssl.ls.apple.com.edgekey.net is <CNAME>
16:41:04 dnsmasq[4126]: reply e10499.dsce9.akamaiedge.net is 23.195.33.175
16:41:04 dnsmasq[4126]: query[HTTPS] e10499.dsce9.akamaiedge.net from 192.168.1.47
16:41:04 dnsmasq[4126]: forwarded e10499.dsce9.akamaiedge.net to 208.67.220.220
16:41:04 dnsmasq[4126]: query[A] e10499.dsce9.akamaiedge.net from 192.168.1.47
16:41:04 dnsmasq[4126]: cached e10499.dsce9.akamaiedge.net is 23.195.33.175
16:41:04 dnsmasq[4126]: validation result is INSECURE
16:41:04 dnsmasq[4126]: reply e10499.dsce9.akamaiedge.net is NODATA
16:41:11 dnsmasq[4126]: query[A] mobile-collector.newrelic.com from 192.168.1.173
16:41:11 dnsmasq[4126]: gravity blocked mobile-collector.newrelic.com is 0.0.0.0
16:41:13 dnsmasq[4126]: query[A] mobile-collector.newrelic.com from 192.168.1.173
16:41:13 dnsmasq[4126]: gravity blocked mobile-collector.newrelic.com is 0.0.0.0
16:41:16 dnsmasq[4126]: query[HTTPS] cws.telestream.net from 192.168.1.254
16:41:16 dnsmasq[4126]: forwarded cws.telestream.net to 208.67.220.220
16:41:16 dnsmasq[4126]: query[A] cws.telestream.net from 192.168.1.254
16:41:16 dnsmasq[4126]: forwarded cws.telestream.net to 208.67.220.220
16:41:16 dnsmasq[4126]: dnssec-query[DS] telestream.net to 208.67.220.220

og processing and/or people
16:41:16 dnsmasq[4126] : : SLeraor. co

16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:16 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:
16:41:24 dnsmasq[4126]:

Analyzing URLs

Lots of (expensive) options

Log Analysis

Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8
Nov 8

AN

:16 dnsmasal 4 D | :

A
i

Log Analysis requires smart |

T
D AnNsmasdl 4120 .

B 1) vV U9V SSS A0 Toriws J . an

dLODdU LU ” YULUA
query[HTTPS] a9d@5e548a53a4ef@.awsglobalaccelerator.com from 192.168.1.254
forwarded a9d@5e548a53a4ef@.awsglobalaccelerator.com to 208.67.220.220
reply awsglobalaccelerator.com is no DS

validation result is INSECURE

reply a9d@5e548a53a4ef@.awsglobalaccelerator.com is NODATA

validation result is INSECURE

reply cws.telestream.net is <CNAME>

reply a9d@5e548a53a4ef@.awsglobalaccelerator.com is 35.71.163.70

reply a9d@5e548a53a4ef@.awsglobalaccelerator.com is 52.223.16.119

query[A] my.lpassword.com from 192.168.1.254

forwarded my.lpassword.com to 208.67.220.220

validation result is INSECURE

reply my.lpassword.com is 3.93.228.98

reply my.lpassword.com is 3.225.245.222

reply my.lpassword.com is 52.55.125.33

reply my.lpassword.com is 54.88.248.197

reply my.lpassword.com is 54.163.166.138

16:41:
16:41:
16:41:
16:41:
16:41:

16:41

25 dnsmasq[4126]:
25 dnsmasq[4126]:
25 dnsmasq[4126]:
25 dnsmasq[4126]:
26 dnsmasq[4126]:
:26 dnsmasq[4126]:

§§§§§§§§§§§§§§§§§§§z§§§§§§§:§

16:41:29 dnsmasq[4126]:
16:41:29 dnsmasq[4126]:
16:41:29 dnsmasq[4126]:
16:41:29 dnsmasq[4126]:

query[A] api.segment.io from 192.168.1.173
gravity blocked api.segment.io is 0.0.0.0
query[A] api.segment.io from 192.168.1.173
gravity blocked api.segment.io is 0.0.0.0
query[A] worklaptop from 192.168.1.79
/etc/hosts worklaptop is 192.168.1.79
query[A] time.g.aaplimg.com from 192.168.1.79
cached time.g.aaplimg.com is 17.253.4.253
cached time.g.aaplimg.com is 17.253.16.253
cached time.g.aaplimg.com is 17.253.4.125



Collecting URLs

From your environment

* L Ogs

 Checking if it was clicked (DNS responses)
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URLs: | will try to trust you...
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What is abad URL?

)JANYSEC
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USPostalService December 28, 2022, 01:10
Your USPS.com package is at the store ready for delivery

To: [information removed]

Image of USPS.com logo.

Hello,

Thank you for using USPS.

Your Dream Home Improvements package is expected to be delivered within the next 60 minutes.

Your shipment status
Estimated delivery: Within 60 minutes
Your shipment from: Dream Home Improvements

Tracking number: 3321 1022 6117 8218 6137 97

Download details >

http://Ibbygrluzu.cracknight.ru/
dHJw183la23jm?g=9250194086

USPS.com | Privacy Policy | Customer Service | FAQs

This is an automated email; please do not reply to this message. This message is for the designated recipient
only and may contain privileged, proprietary, or otherwise private information. If you have received it in error,
please delete. Any other use of the email by you is prohibited.




URL in email doesn’t look right...




\ (D 15 security vendors flagged this URL as malicious (¥ Reanalyze (Q Search X Graph ¥ API

15

http://Ibbyqgrluzu.cracknight.ru/dHJw183la23jm?q=9250194086 Last Analysis Date @
lbbyqgrluzu.cracknight.ru 8 months ago é)

text/html

Community Score

DETECTION DETAILS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis @ _ Do you want to automate checks?

Malicious Antiy-AVL (1) Malicious

alphaMountain.ai

Avira Malware BitDefender Malware

CRDF Malicious CyRadar Malicious

ESET Phishing ESTsecurity Malicious
Malicious Fortinet Malware

Forcepoint ThreatSeeker

G-Data

DE E P&

Malware Lionic Malicious

CARCAECEECRECRECENG

Malicious Sophos Malware




| can do this

HANG IN THERE B

.
.




http://Ibbyqgrluzu.cracknight.ru/dHJw1831a23jm?q=9250194086
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lbbyqgrluzu cracknight ru/dHJw1831a23jm?g=9250194086

http
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cracknight ru/dHJw183la23jm?g=9250194086

Ibbyagrluzu
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Human instinct based on experience suggest this URL is not good




————— YT T ——
- o
SRR

Human instinct based on experience suggest this URL is not good
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URL Analysis Techniques
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Features

Identifying a malicious URL using Rules

e Spelling

* Incorrect Infrastructure
 Brand Components in URLs
e |s unusually long

e |sjust an |IP address
 Popularity is low

* |s new

e Hasalow TTL

 Low Pagerank (https://en.wikipedia.org/wiki/PageRank)

)JANYSEC


https://en.wikipedia.org/wiki/PageRank

URL Analysis Techniques

Getting Everything Ready

 Remove Popular Domains

» Separate redirects, deobfuscate

e Remove Protocol, www, convert to lowercase
* Tokenize and Collect Words

)JANYSEC



Remove Popular

JANUSEC



The Majestic Million

I The million domains we find with the most referring subnets

Removing URLs at Popular Domains s

Cisco Umbrella
Search Type Filter Export

CSV

(~80MB)

Umbrella Popularity List

The popularity list contains our most queried domains based on passive DNS usage across our Umbrella global network of
more than 100 Billion requests per day with 65 million unique active users, in more than 165 countries. Unlike Alexa, the
metric is not based on only browser based 'http' requests from users but rather takes in to account the number of unique client
IPs invoking this domain relative to the sum of all requests to all domains. In other words, our popularity ranking reflects the
domain’s relative internet activity agnostic to the invocation protocols and applications where as ’site ranking’ models (such as
Alexa) focus on the web activity over port 80 mainly from browsers.

Majestic Million Select TLD

Domain

As for Alexa, the site’s rank is based on combined measure of unique visitors (Alexa users who visit the site per day) and
page views (total URL requests from Alexa users for a site). Umbrella popularity lists are generated on a daily basis reflecting
the actual world-wide usage of domains by Umbrella global network users and includes root domains, subdomains in addition
to TLDs (Alexa list has only this). In addition, Umbrella popularity algorithm also applies data normalization methodologies to
smoothen potential biases that may occur in the data due to sampling of the DNS usage data.

facebook.com

31 google.com

Top 1 million : : y y _—
P http://s3-us-west-1.amazonaws.com/umbrella-static/top-1m.csv.zip htt,OS.'//majeStIC. COm/I’e,OOI’tS/majeSth-mI//IOn

Top TLDs

http://s3-us-west-1.amazonaws.com/umbrella-static/top-1m-TLD.csv.zip

http://s3-us-west-1.amazonaws.com/umbrella-static/index.html

Tranco

A Research-Oriented Top Sites Ranking Hardened Against Manipulation

By Victor Le Pochat, Tom Van Goethem, Samaneh Tajalizadehkhoob, Maciej Korczynski and Wouter Joosen

Download the latest Tranco list

DEE P https://tranco-list.eu/



Umbrella Quantcast

% w Majestic

=
S

The daily average intersection between the four lists from January 2018 to November 2019

https://labs.ripe.net/author/samaneh_tajalizadehkhoob_1/the-tale-of-website-popularity-rankings-an-extensive-analysis/
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Separate Redirects
&
Deobfuscate

)AAISEC



Unquote & Separate Redirections

Security Products on top of Security Products

)JANYSEC



Unquote & Separate Redirections

Security Products on top of Security Products

2] %3a% 2% 2f %2t%31url%3d
3! %253A%252F%252F %252F

)JANYSEC


https://hes32-ctp.trendmicro.com/wis/clicktime/v1/query

Unquote & Separate Redirections

Security Products on top of Security Products

1=
2
3

)JANYSEC


https://hes32-ctp.trendmicro.com/wis/clicktime/v1/query

Unquote & Separate Redirections

Actual redirections

http://elinux-software-news-tutorialsts.adjust.com/izw3imq"?
redirect=https%3A%2F % 2Fdentalfunzoneelpaso.com

Some URLs redirect as a feature, and some as a misconfiguration (openredirects)
In this case, check the redirecting AND redirected URL. The redirecting URL might be

compromised and the redirected might be malicious.




Unquote & Separate Redirections

Actual redirections

http://elinux-software-news-tutorialsts.adjust.com/izw3imqg~?redirect=https://dentalfunzoneelpaso.com

Some URLs redirect as a feature, and some as a misconfiguration (openredirects)
In this case, check the redirecting AND redirected URL. The redirecting URL might be

compromised and the redirected might be malicious.




Collect Words
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Tokenize & Collect Words

Split URLSs, create dictionaries, set score

)JANYSEC


http://benkofmaerical.com/benking'

Exact Searches

JANUSEC



Exact Searches

Build a wordlist from known-bad URLs

sikayetvar.com/finans/bankacilik/hsbc-bank/internet-bankaciligi

D

|'sikayetvar’, ' | acilik’, ' , aciligi']

)JANYSEC



Finding Exact Matches

Using those words

['sikayetvar', ' . { i aciligi']
superbadsite.com/ cez/ iIng.exe

)JANYSEC



Find Commonly Spoofed Brands

JANUSEC



Brand Components in URLs
Worldwide organizations most targeted by phishing attacks in 2022, by industry

Delivery companies
Online stores

Banks

Payment systems %
Global internet portals 97%
Social networks 83%

Instant messaging services

Financial services
"'. 'll' SO\ rec
WwWepD serviees

Online games

15

Percentage of total phishing attacks

https://www.statista.com/statistics/420442/organizations-most-affected-by-phishing-by-industry/




Brand Components in URLs

Top phishing brands in Q1 2023

Below are the top brands ranked by their overall appearance in brand phishing attempts:

1 Walmart (relating to 16% of all phishing attacks globally)
DHL (13%)

Microsoft (12%)

LinkedIn (6%)]

FedEx (4.9%)

Google (4.8%)

Netflix (4%)

Raiffeisen (3.6%)

2
3
A
o
6
/
8
9

PayPal (3.5%)

https://www.checkpoint.com/press-releases/retail-giant-walmart-ranks-first-in-list-of-brands-most-likely-to-be-imitated-in-phishing-attempts-in-q1-2023/
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Brand Components in URLs

Find matches based on brand

Search for those words in the tokenized words

)JANYSEC



Building a list of ‘bad’ words

Using NLTK

JANUSEC



Get the English Words Corpus

You only have to do this once

1mport nltk

nltk.download("words")

)JANYSEC



Using the English Words Corpus

e \We can find actual words

* But what about misspellings and words that sound similar?

)JANYSEC

apple-checker.org
apple-1clods.org

apple-uptoday.org
apple-search.info



Increase the list using known bad

Word Lists and Lexicons

The NLTK data package also includes a number of lexicons and word lists. These are accessed just like text
corpora. The following examples illustrate the use of the wordlist corpora:

>>> from nltk.corpus import names, stopwords, words
>>> words.fileids()

['en', 'en-basic']

>>> words.words('en')

['A', 'a', 'aa', 'aal', 'aalii', 'aam', 'Aani', 'aardvark', 'aardwolf',

https://www.nltk.org/howto/corpus.html#word-lists-and-lexicons

JANUSEC

| ndex
s1teé
square
h:'pl g
pade
stanri
L}'”Nl‘
l1fe
mecta
page
manager
siLte
click
store
payment
mtl Lenntum
veril
Login
domain
managernr
L1nk
square
site
LuxXury
roaa
LMport
Lmport
road

Luxury
& oailll3




Also keep misspelled words

| nadex

s1te
square
Word Lists and Lexicons holL¢
pUde
The NLTK data package also includes a number of lexicons and word lists. These are accessed just like text start
corpora. The following examples illustrate the use of the wordlist corpora: e
L1fe
mecTao
>>> from nltk.corpus import names, stopwords, words work
>>> words.fileids() page
['en', 'en-basic'] manager
>>> words.words('en') \;10
CL1CK
['A', 'a', 'aa', 'aal', 'aalii', 'aam', 'Aani', 'aardvark', 'aardwolf', o

payment
https://www.nltk.org/howto/corpus.html#word-lists-and-lexicons miLLenmun
veril
Login
domain
managernr
Link
square
site
LuxXury
road
LMport
Lmport

road

JANUSEC e
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Check Spelling

pip3 install pyspellchecker

from spellchecker import SpellChecker

spell = SpellChecker()

def find_unusual _words(text):
words = text.split()
unusual_words = [word for word in words if not spell.correction(word.lower())]
return unusual _words

| "diaryofagameaddict.com’ ]
| "espdesign.com.au’ ]

| "1tamagameaddict.com’ |

| "kalantzis.net']

| 'slightlyoffcenter.net’]
| "toddscarwash.com' |

| "tubemoviez.com' ]

[ "1pl.hk"]

| "crackspider.us']

)JANYSEC 1



N N B phishingwords.txt

phishingwords.txt

amorg
document

adobes

atel

simplepie

count

enertecs
googledrive
document
veganvet

oembed

QET

admin

eruku

fcph
persianasscavone
jsnapshot

ling

gdoccc

index
openofficev

info

unzip
seferworld
luiscarlossuarez
redirectpublic
mpotsdirects
inddex
pradatileofny
pkfi

modul

poll

login
dilatavateberammer
shrinkingly
search

m S E C L Line 1, Column 1 Tab Size: 4 Plain Text

LONOODUDAEWNE




nankiacilik

bankaustria
bankdanych

banker
bankershandbook

actisnet bankguaranteefacts

Ct 1“"!10'1 ﬁnigeitau

pankin
activar ingindiaupdate
bankingupdate

activaterequest

wofamericaonline
wofamericasucks




've (partially) done this

GitHub link at the end

JANUSEC



Fuzzy Searches

JANUSEC



Find misspelled words
Spellchecker python module

)JANYSEC


http://benkofmaerical.com/benking'

Levenshtein Distance
With a list of ‘good’ words

wordlist =

['banking’, ‘pharma’, ‘buy’,
'walmart','citibank’,'hsbc’,'chase’, wellsfargo’, citi’','bank
ofamer’]

)JANYSEC



Levenshtein Distance

Find potential matches

school76.1irkutsk. ru/language/wellsfargo/online.htm, wellsfargo: wellsfargo
dogtassomine.com/wellsfargo/wellsfargo/identity.php, wellsfargo: wellsfargo
security.wellson.wellsfarg@.work/wells8581/wells/onlinesession/kk/, wellsfargo: wellsfarg@
usgiftwholesale.com/jewelrywatch/update.citibank.com.my/home/, citibank: citibank
hghhgggj.online/chase2/index(1).html, chase: chase2

charlesl122.com/walmart/walmart.com/, walmart: walmart

)JANYSEC



def find_suspicious_words_levenshtein(self, urls):

wordlist = ['banking', 'pharma‘', 'buy', 'walmart', 'citibank', 'hsbc', 'chase', 'wellsfargo', 'citi', 'bankofamer']




Add more info to the dictionary blob that is being used to save info

Levenshtein Distance
Add to dictionary blob
f

‘url’: ‘benkofmaerical.com/benking’,

‘tokens': [‘benkofmaerical’, ‘com’, ‘benking’],
‘possible_actual_words’: [‘benkofmaerical’, ‘benking’],
‘levenshtein_distance’;

{

‘distance’: 1,

‘match’: ‘banking’,
‘word': ‘benking’

h

‘score’: 0,

m



http://benkofmaerical.com/benking'

Levenshtein hit, suggesting it’s bad. Set the score down by 1

Levenshtein Distance

Lower URL Score
{

‘url’: ‘benkofmaerical.com/benking’,

‘tokens': [‘benkofmaerical’, ‘com’, ‘benking’],
‘possible_actual_words’: [‘benkofmaerical’, ‘benking’],
‘levenshtein_distance’;

{

‘distance’; 1,

‘match’: ‘banking’,
‘word': ‘benking’

h

‘score’; -1,

m



http://benkofmaerical.com/benking'







Detecting Malicious URLs

A comprehensive guide using ML and NLP Techniques

@ Data Dive - Follow
G Published in SFU Professional Computer Science - 10 minread - Feb 11,2022

Sy o6k Q8 NENORN U

Authors: Viddhi Lakhwara, Saurabh Singh, Geethika Choudary

This blog is written and maintained by students in the Master of Science in
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< C O 8 https://phishtank.org = A

PhishTank is operated by Cisco Talos Intelligence Group.

pr
PhISI'ITaI"Ik@ Out of the Net, into the Tank. EEE s s

Home Add A Phish Verify A Phish Phish Search Stats FAQ Developers Malling Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

http:// Is it a phish?|

Recent Submissions

You can help! Sign in or register (free! fast!) to verify these suspected phishes.
ID URL Submitted by

8312893 https://t5x71t6a.square.site/ prodigyabuse
8312892 http://yijjhiyykl.duckdns.org knack
8312891 https://taplink.cc/ttttttswwss prodigyabuse
8312889 https://hook.center Felix0101
8312888 https://www.digihz.com/ kubotaa
8312887 https://www.limwood.com/ kubotaa
8312886 https://www.zycfgl.com/ kubotaa
8312885 https://www.nndfyh.com/ kubotaa
8312884 https://promonaslojas.online/produto/home.php?prod... IsmaelParkes

8312883 https://renner-realizesolucoesonline.blogspot.com MarianMyers

https://phishtank.org/



< C O B https:/jurlhaus.abuse.ch/browse/ — ® & O g

URLhaus Browse APl Feeds Statistics About

oy ABUSE ™"

Dateadded (UTC) Malware URL Status Tags Reporter
2023-09-27 02:31:10  http://182.117.11.40:33856/bin.sh  Online il 32-bit | elf | mips & 4 geenensp

2023-09-27 02:28:06 http://200.58.93.91:49383/] Online il 32-bit | elf | mips | mirai 4l geenensp

2023-09-27 01:58:06 http://39.79.95.127:46738/i  Online il 32-bit | elf | mips & 48 geenensp
2023-09-27 01:16:08  http://1.70.8.96:26034/.i Online 48 geenensp

2023-09-27 01:11:06  http://1.70.8.66:65446/.i Online | 48 geenensp

2023-09-27 01:00:36 http://175.107.0.247:57775/mozi.m Offline 8 tammeto

2023-09-27 00:21:35 http://isajs7250.duckdns.org:7250/Vre vjwOrm | ‘prtolaemus1

)JANASEC https://urlhaus.abuse.ch



Pre-prOCeSS Getting the data ready

Remove empty lines and newlines
url.strip()

Remove http:// and https://
url.replace(“https://“,””)
url.replace(“http://“,"")

Remove file extensions
url = re.sub(r'\.[A-Za-z0-9]+/*',"",url)

i ) _- WWWW



Split Data

20% Iraining
80% Testing/Validation







Saving the classifier

1 # Save the trained classifier to a file

2 classifier_filename = 'url _maliciousness_trained_classifier.joblib’
3 dump(classifier, classifier_ filename)
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[0 README.md

DGA-Detection

More and more malware is being created with advanced blocking circumvention techniques. One of the most prevalent
techniques being used is the use of Domain Generation Algorithms which periodically generates a set of Domains to contact
a C&C server. The majority of these DGA domains generate random alphanumeric strings which differ significantly in
structure to a standard domain. By looking at the frequency that a set of bigrams in a domain occur within the Alexa top 1M,
we were able to detect whether a domain was structured with a random string or if it was a legitimate human readable
domain. If a domain is comprised nearly entirely of low frequency bigrams which occurred rarely within the Alexa top 1m then
the domain would more likely be a random string. Bigrams of a vowel and constants occurred the most frequent whereas
characters and integers occurred the least frequent. The script was ran against 100,000 GameoverZeus domains and had a
detection rate of 100% and a false positive rate against the Alexa top 1m of 8% without any domain whitelisting being applied.

This System has been tested on Ubuntu and RaspberryPi. Currently | have my raspberrypi setup as a DNS server using
Bind9. The DGA-Detection script is also run on the raspberrypi and reads the requests. The requests are then processed to
determine if they are a potential DGA or not.

https://github.com/philarkwright/DGA-Detection

[0 README.md

DGA Detector

DGA Domains detection

DGA domain detection is based on ngram analysis with trained markov chain model. It is incorporate code by
https://github.com/rrenaud/Gibberish-Detector

The decision is based solely on results by this check.
In addition to ngram analysis it is also provide additional methods:

e entropy - High entropy is another indicator of DGA domain. Threshold is 3.8
e consonants - High consonants count is an indicator of DGA domain. Threshold is 7

¢ length - High domain length can also indicate DGA. Threshold is 12.

https://github.com/exp0se/dga_detector

JANUSEC



Punycode
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e Domain: xn--example-c3d.com
URL: xn--example-c3d.com
URL Length: 18
Possible Actual Words:

Reason: punycode
Score: -1
Punycode Match:

o Match: exam ple

MIARYS EC




Starting to Set a Score
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e Domain: bezproudoff.cz
URL: bezproudoff.cz
URL Length: 13
Possible Actual Words:
o bezproudoff
Reason: Umbrella Investigate, virustotal

e Domain: westlifego.com
URL: westlifego.com/js/jquery-1.3.2.min.js
URL Length: 30
Possible Actual Words:
o westlifego
Reason: virustotal

)JANYSEC




e Domain: benkofmaerical.com
URL: benkofmaerical.com/benking
URL Length: 24
Possible Actual Words:

o benkofmaerical

o benking

Reason: levenshtein
Levenshtein Match:
o Distance: 1
Match: banking
Word: benking




1000 ‘mawe Good’ URLSs

Score by Detection Method _Count of url
-2 66
ML SVM Model, DGA Detection 12
ML SVM Model, Virustotal 54
—-1
DGA Detection 66
ML SVM Model (potential FP)
Virustotal 22
-0

benign
Grand Total

JANUSEC



-4

ML SVM Model, DGA Detection, Investigate, Virustotal

-3

Score by Detection Method

DGA Detection, Investigate, Virustotal
ML SVM Model, DGA Detection, Virustotal
ML SVM Model, Investigate, Virustotal

=-2

DGA Detection, Investigate
DGA Detection, Virustotal
Investigate, Virustotal

M
M
M

S-1

| SVM Mode
| SVM Mode

| SVM Mode

DGA Detection
Investigate

ML SVM Model

Virustotal

-0

IS E

benign
GGrand Tnt3|

X o SO g
T R A e R

, DGA Detection
, Investigate
. Virustotal

-1 Count of url
3

3

186

11

159

16

284

21
118

125
362
12
51
86
213
155
155
990

(potential FN)




Optimization
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MacBook Pro .

14—inch, 2023 .

Apple M2 Max Chip: Apple M2 Max

96 GB Total Number of Cores: 12 (8 performance and 4 efficiency)

| Startup disk Macintosh HD
Serial number
macOS Sonoma 14.1

a
t -
. 1
Regulatory Certification

™ and © 1983-2023 Apple Inc.
All Rights Reserved.
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Things are still a little slow
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Sending one URL at a time takes time

URL: gooflashcorp.com/demo/k231/y/yh/cameo.php?continue=to&amp;inbox=xclus

1v-3d
TOKENS: ['gooflashcorp', 'com', 'demo', 'kZ231', 'y', 'yh', 'cameo', 'php?c
Process Name % CPU CPU Time Threads Idle Wake Ups Kind % GPU GPU
Python 100.0 29.48 E 0 Apple 0.0
Python 0.0 3.59 12 0 Apple 0.0

FNV LA L ITRNRANIW N W NViIvkd TT L W JUJF L I S TINI VAT » w

Total Number of URLs with Suspicious Words via levenshtein: 28

Script execution time:|[30.67 seconds

BISESEC




Multi-threading
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Sending one URL at a time, but via multithreading is a little faster

URL: rdlbd.net/dropbox/us-mg5.mail.yahoo.com/pass.php?neo.launch?.rand=1gh

uad@f7o2jut
TOKENS: ['rdlbd', 'net', 'dropbox', 'us-mg5', 'mail', 'yahoo', 'com', 'pas
s', 'php?neo’, 'launch?', 'rand=1ghua@f7o0Zjut’]
POSSIBLE WORDS: ['rdlbd', 'dropbox', 'mail', 'vahoo', 'pass']
Process Name % CPU CPU Time Threads Idle Wake Ups I %

Python 277.9 15.11
Python 0.0 3.59 12 0

Total Number of URLs WIth Susp1c1ous WOrds via levenshtein: 28

Script execution time: |25.47 seconds with chunk size of 59

BISESEC
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Sending one URL at a time, but via multithreading is a little faster

Saved 5 seconds!




Sending 1000 URLs at a time, but via multithreading is a little faster.

Script execution time: 27.92 seconds with chunk size of 1000

v CPU Time Threads Idle Wake Ups GPU Time

19.33 998 227 . 0.00
3.59 12 0 A 0.00




Multi-Processing
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Sending number of URLs/processor cores at a time, but via multiprocessing is

super fast!
...my fan also turns on

URL: soloseg.com/qq/hbb/hbb/hbb/products/id.php?1l=_JeHFUq_VJOXK@QWHtoGYDw_Product-UserID&am
TOKENS: ['soloseg', 'com', 'gqq', 'hbb', 'hbb', 'hbb', 'products', 'id', 'php?l=_JleHFUq_VJOX
kswarellc', 'com']

POSSIBLE WORDS: ['soloseg', 'products']

URL: gooflashcorp.com/demo/k231/y/yh/cameo.php?continue=to&amp;inbox=Xclusiv-3D|&amp;login=
TOKENS: ['gooflashcorp', 'com', 'demo', 'kZ231', 'y', 'yh', 'cameo', 'php?continue=to&amp;inl
POSSIBLE WORDS: ['gooflashcorp', 'demo', 'cameo']

Total Number of URLs: 4,999

Total Number of Words: 31,543
Script execution time: 6.29 seconds with chunk size of 12
jpyorre@dievortex URL Analysis with ML Research % |

an b | w




Sending number of URLs/processor cores at a time, but via multiprocessing is

super fast!

..my fan also turns on

URL: soloseg.com/qq/hbb/hbb/hb
TOKENS: ['soloseg', 'com', 'qq
kswarellc', 'com']

POSSIBLE WORDS: ['soloseg', 'p

URL: gooflashcorp.com/demo/k23
TOKENS: ['gooflashcorp', 'com’
POSSIBLE WORDS: ['gooflashcorp

Total Number of URLs: 4,999
Total Number of Words: 31,543

Python

PDuthnn

Script execution time: 6.29 seconds with chunk size of 12

BISESEC

jpyorre@dievortex URL Analysis with ML Research ¥ |

2.51
2.59
2.52
2.37
2.45
2.31
0.03
2.38
2.52
2.49
2.25
2.44
2.32

AN

12
12
12
12
12
12

12
12
12
12
12
12

2 © O O O ©o ©o ©o O ©o o o o o

IserID&am,
IFUQ_VJOXI

p;login=
o&amp ; 1nl



Sending number of URLs/processor cores at a time, but via multiprocessing is
super fast!
...my fan also turns on

25 seconds faster!

jpyorre@dievortex URL Analysis with ML Research % |

- ) | ‘ h d




D 127.0.0.1
On One Computer

Analyze URLs  Current Results

Upload a CSV file of URLs:

Remove
Popular

Choose File | No file chosen

Discard URLs on popular domains

Via MultiProcessing

Clean URLs Remove protocol, convert to lowercase

# URLs / processing capability Tokenize
[url?/'url2!/ Central ~— URLs

['url4 Function

Get Words from URLs, remove common words

Find Words NLP: Using the spaCy English Language Model

Find Similar ; I . |
Words Using Levehshtein Distance and a list of words 3

JANUSEC



How about ‘no machines’?
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Lambdas
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Remove ;. ard URLs on popular domains
Popular F
:  OnAWS Lambda

C O ® 127.0.01

Analyze URLs  Current Results
Clean URLs Remove protocol, convert to lowercase

Upload a CSV file of URLs:

Choose File | No file chosen

Upload

Tokenize " 6.t Words from URLS, remove common words

Central URLs

Function

Find Words NLP: Using the spaCy English Language Model

Find Similar . . .
Words Using Levehshtein Distance and a list of words

JANUSEC



AWS Lambda: Testing one function

B Environment Van * lambda_function * +

import json
import Levenshtein

def lambda_handler(event, context):
wordlist = ['banking', ‘'pharma’, 'buy’', ‘walmart', 'citibank', 'hsbc', 'chase’, 'wellsfargo’,'citi’, "bankofamer"']
data = json.loads(event["body"])

threshold = 2
returnlist = [
for w i1n data:
listkeeper = []
for 1 in w['possible_actual_words']:
for word in wordlist:
1f word == 'pharm':
threshold = 2
else:
threshold = 1
distance = Levenshtein.distance(word, 1)
1f distance <= threshold and len(i) > 5:
w['levenshtein_distance'] = {}
w['levenshtein_distance']['word’'] = 1
w['levenshtein_distance']["'match'] = word
w[ 'levenshtein_distance']['distance’'] = distance
listkeeper.append(w)
break # Break out of the inner loop to include the entire word
1f listkeeper:
for item in listkeeper:
1f len(item) > 1:
returnlist.append(item)

O~V & WN B

return returnlist]



Lambda VS Local

5000 domains, reduced to 4,575

U

o . T~ mmal o lamiemle? o« Yhoswalos snm | aman AT o Thensnlos on Y
'Levenshtein_distance’: {’ tance': 1, "'match’: 'banking', 'word’': 'benking'},
< ' . ' 2Tl a2 ) "—,‘,‘,'~—~ /.,. ' ‘,.- ' v,‘\ ~ /; ,N,'w' ]
p()SSlbl(?_QC\ugl-_'.".()f“OS . penkKormaericaliL . DENKLNG |
' 1 .
score : -1,

-

' 4L -1 ) - ! | - e e | . ' PR I
tokens': | "benkofmaerical’'., 'com’'., 'benking

urt : benkofm 4,575 Total Domains
0 Popular URLs
4,575 Unpopular URLs

url_Llength': 24

4,553 Benign URLSs (so far)

Lambda: Local:

JANISEC



L UL

! ‘ Last event time
2023-10-11 12:08:34 (UTC-07:00)
2023-10-11 12:08:34 (UTC-07:00)
2023-10-11 12:08:34 (UTC-07:00)
2023-10-11 12:08:34 (UTC-07:00)
2023-10-11 12:08:33 (UTC-07:00)
-l : 2023-10-11 12:08:33 (UTC-07:00)
omnmal
2023-10-11 12:08:33 (UTC-07:00)
n Calls

2023-10-11 12:08:33 (UTC-07:00)

2023-10-11 12:08:33 (UTC-07:00)




. BilledDurationInMs  MemorySetInMB : BilledDurationInGB

254.
180.
-
173.
161.
161.
1S

116.
163 MS Average Duration g3
-

S

128 0.03175
128 L0225
128 02187
128 02162
128 .02013
128 02013
128 .01688
128 .0145
128 .01425

0 0 0 0 0 0 0 e
e 0 © 0 & 0 e e

”
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AT N

Lambda Cost:  ,
| : . - ? |

' "
ald

“

/
J
Y ‘
Sy
—

)

‘ '

million URLs a day: 2000 Requests
’ 2000 Requests: 60,000 a monhth

-

NUMDEr O e

60000

Memory allocation

128 MB

Estimated average duration (ms)

163

Include free tier?
) Yes ® No

Results

Request costs: $0.01/month

Execution costs: $0.02/month

Total AWS Lambda costs: $0.03/month

D E E P https://dashbird.io/lambda-cost-calculator/




Distributed Computing
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Expensive, then cheap (for a little while)
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Analyze URLs  Current Results

Rabbit MQ
Worker

Upload a C8V file of URLs:

Choose File | No file chosen

Upload

Rabbit MQ
Worker

On Web server (or via a worker)

Discard URLs on popular domains

# URLs / processing capability

['url1','url2''url3'] Central
['urld"'url5''url6'] Function
['url7'url8",'url9']

[...]

Rabbit MQ
Worker

Rabbit MQ
Worker

On Each machine running a worker

Clean URLs Remove protocol, convert to lowercase
Get Words from URLs, remove common words
Find Words  NLP: Using the spaCy English Language Model

F'"&f::'s"ar Using Levehshtein Distance and a list of words




How RabbitMQ Works

JANUSEC



s00 0shi e det

(venw ) Jostirdel: -3 prthors fastopyconsuwmr.py R e N L e L b
shirasecrch $ uvicomm faatoplserverwersion:aps wet 0.8 9.0 art BRL --rvlose
FLLL satch Tor chonges 1n Dseae directories oy o i strinvtedservice’

IVigarn ruming on MEp:/7/9.90.0.0: 008 (Press CTRLC 10 &
Storted reloader proceaas [M3158Y] aairng StotReloed
SHorted semver proless 5]

Miting for application startwp

fpplicetion stor vy complete

Lwery pahivoded - -3 python fastapyConsums Ty

1IN L AVORLEr LR A IYSIS I ML Barthy

(uriomalysis) Jostimmallserver $ pvthon faatopyroraumer. sy

Reat Y

INMacsern

Mabish
ladto
blser
cntm LSy

L 18

Debwer

Nt it L ‘. adelwvemer
C18




-
. N N oshEnmnde

(venw ) Joshirdel: -3 pythory fastopyConsumr .oy

3 uvicomm faatopliserverwersion:aes st .90 part Rl ~--rMvloee
wass wenasr ey sanangsd N D@ directories L Shoeey o iatr it edservice’
Vicarn ruwmiieg on MR /79.0.0.0: 008 (Press CTRIC 10 &
Storted reloader proceaas [M3158Y] aairng StotReloed
SHORLed somver I O0ess ’
Miting for application startwp
fpplicetion stortup complete

Lwery yoahirded - -3 pythen fastapyConsums Y

{uriormalysis) Joahimamsallserver $ pvthon faatopyromaumer. sy

INMacrsrn

o =]

Mabish O reee
(adto ack’

blser
cntm

e
M
E18




How It looks for this Process
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Distributed Computing: 3 nodes, 5000 URLs

Firefox Fle Edt View Haory Bookmarks

Upload a C3V Mile of URLs:

A Detection”, ‘possibdle octual 4 | ) Bromse No e selecied

SCripts/ores

re [{"domain’ luckyshine. info", "result url Lucky ne.info') o', ‘url
({"domain™: "luckyshine.info", “url™: "luckyshine.info™, ) i yoode satch
e, url lengtt 14 Levenshtein natch L), Py Code _match L), octual mor r ‘nere

- i LT luckyshine™, "in } Levenahtein

” -‘.,

"
¢
i
¢
(
¢
oA n oRfnaral .My, url okraral. ™y, toke
. “levershtein - {}. “purycode_motch ') grax.com®, ‘v
("domalr url SN-QREX ., COM urycode satch’
length 9. " {3 Tpunycode no 2
ent rogry DCA Detect - PO4s sCorfe

goesout . com™ ., “url” by

score”: 105,

Ul yanacn

sion helere” c

dga {}, "possibdle octual mords [“pension”, "helene™))), [("domal
wrn example-<i.com™, “"tokens” ["2n™, **, "exomple” ' com -
1S, "levenshteln match*: {}, h: ), “dga": | 3 ords': ['luckyshine®, "info")})
&%}, “r gon*: * Detecti r PO 8 192,168, 1.165: 062287 POST /w'-yn-u'ls NTTP/2 .0
) 192.168.1.165: 62289 - "GEY / HTIP/1.1




Distributed Service Concerns
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OW many machines can
K

ou afford?

vmware' ESXi

node1

node1
Guest OS
Compatibility
VMware Tools
CPUs
Memory

Host name

Guest OS Debian GNU/Linux 10 (64-bit)

Compatibility ) ) '
VMware Tools ESXi 7.0 U2 virtual machine

CPUs
Memory

Yes

Host name 4

2 GB
node1

Debian GNU/Linux 10 (64-bit)
ESXi 7.0 U2 virtual machine
Yes

4

2 GB

node1




Distributed Computing: 3 nodes, 5000 URLs

Node 1 and 2: CPU Usage of the two VMs on my ESXI Server:

Q vmserver - Monitor

Performance Hardware Events Tasks Logs Notifications

Default colors Last hour Select VMs  Refresh L Filter series

&
2
o
O
it
73
o
£
o
@
£
>
7}
c
O
&)

¥ D3 , ",
M2 “ " e ‘_., .,.-g- ; A s ‘:"";"' b= ,4 t.,_} - A \"" ;‘ ;‘-Qt -, ‘)ﬁ'~' ) - ; \ L -2"'

18:36 18:40 18: 43 18.46 18:50 18:53 18:56 19:00 19.03 19.06 19:10
Time

‘ Bag¥
‘V;\v‘ ‘-l/' - 2N

e, L7

\/\ Maﬂm /\%M“JM\/\,AA 'M‘A(\ AL O\ /\/ /V\A/\A« A/\ NSLAN) @\gmé“ WA
19:

13 19:14
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Distributed Computing: 3 nodes, 5000 URLs

Node 3: CPU Usage of the MacBook Pro running Debian:

' $= Processes () Resources @ File Systems = X
v CPU
(5 100 %
P, 0 %
f
f 60 %
qn i 40 %
gn P = B e A = o S -—\\_//___‘x\._,,_._—_,—\—/\/:%//'—\-—\&\\ 20 %
A — \_{7/'\_: - <——\:_,_‘/:,1—’ /F.\—(ﬁ — =
50 s s s  Msss 0 MW IO
| CPU1  8.1% B cPU2  9.1% B crPu3 20.0% B cru4 21.2%
¥ Memory and Swap
10X
...... 40
Memory Swap J
T0 R MNE TN AL T LR [a) —

50 secs 40 secs 30 secs 20 secs

& Receiving 3.7 KiB/s £ Sending 3.9 KiB/s
Total Received 375.4 MiB TotalSent 128.3 MiB

)JANMSEC



The Interface
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2.7 KB

100.csv

URL

luckysuccess.info

m2132.ehgaugysd.net/zyso.cgi?18

associatesexports.com

oprahsearch.com/scripts/net19.exe

pb-webdesign.net

tophostbg.net

warco.pl

freeserials.spb.rukey/68703.htm

outporn.com

oknarai.ru

worldgymperu.com

dimsnetwork.com

vocational-training.us

sunlux.net/company/about.htmi

nadegda-95.ru

iamagameaddict.com

Domain

luckysuccess.info

m2132.ehgaugysd.net

associatesexports.com

oprahsearch.com

pb-webdesign.net

tophostbg.net

warco.pl

freeserials.spb.ru

outporn.com

oknarai.ru

worldgymperu.com

dimsnetwork.com

vocational-training.us

sunlux.net

nadegda-95.ru

iamagameaddict.com

Score

Reason

Investigate,
Virustotal

Virustotal

Investigate

Virustotal

Investigate

Investigate,
Virustotal

Investigate,
Virustotal

Investigate,
Virustotal

Investigate,
Virustotal

Investigate,
Virustotal

Investigate

Investigate,
Virustotal

Virustotal

Investigate

Investigate,
Virustotal

URL
Length

16

Levenshtein
Matches

Possible Actual
Words

luckysuccess, info

ehgaugysd, zyso
associatesexports

oprahsearch,
scripts

freeserials

outporn

worldgymperu

dimsnetwork

sunlux, company,
about

iamagameaddict



— nd

URL

testbored.com/testing

svision-online.de/mgfi
/administrator/components
/com_babackup/classes
Ifx29id1.txt

xn--example-c3d.com

benkofmaerical.com/benking
/wilmart

diaryofagameaddict.com

Domalin Score Reason

testbored.com

svision-online.de
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def send_to_api(file_path):
url = 'http://127.0.0.1:8000/analyze_urls_api'
with open(file_path, 'rb') as f:
files = {'file': (file_path, f, 'text/csv')}
response = requests.post(url, files=files)

if response.status_code == 200:
result = response.json()
filename = datetime.datetime.now().strftime('%Y%smsd') + '.json'
with open('./{}'.format(filename),'w') as file:
json.dump(result,file)
return(result)
else:
return(False)

results = send_to_api(file_path)

if results != False:
# Iterate through all items except the last one - it's always the execution time

for item in results['url_results'][:-1]: # Skip the last item
for result in item: # Now each item is a list of results, iterate through it

print(f"Domain: {result['domain']}")
print(f"URL: {result['url']}")
print(f"Reason: {result['reason']}")

Code demonstrating APl use: Sending data from logs to the APl and getting back a

response that can be used to make a machine determination (block or not block)

print(f" - {word}")

print("Tokens:")
for token in result.get('tokens', [1):
print(f" - {token}")

print("DGA Matches:")
for key, value in result.get('dga', {}).items():
print(f" - {key}: {value}")

print("Levenshtein Matches:")
for match in result.get('levenshtein_match', [1):
print(f" - {match}")

print("Punycode Matches:")
for match in result.get('punycode_match', [1):
print(f" - {match}")

print("-" % 40) # Print a divider for readability

# Print the execution time
execution_time_info = results['url_results'][-1]
print(f"Execution Time: {execution_time_info['Execution Time']}")
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You can then decide to block URLs in a proxy or domains in DNS, or whatever seems
appropriate to you
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The Code
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B jpyorre / URLANalysis_at_Scale ( public £\ Notifications % Fork 0 Y7 Star 0

<> Code () Issues I Pullrequests (») Actions [I] Projects () Security [~ Insights

¥ main ~ ¥ 1branch © 0 tags Go to file Code ~ About
No description, website, or topics
‘i jpyorre formatting... 85bfdbb 2 minutes ago Y 5 commits provided.
BB utilities First Commit 5 hours ago [0 Readme
A~ Activity
B web_app Moved Readme to the right location 5 hours ago
v O stars
[ .gitattributes Initial commit 6 hours ago ® 1 watching
[ .gitignore remove DS_Store 5 hours ago % 0 forks
Report repositor
Y README.md formatting... 2 minutes ago P POSTOrY
— README.md Releases

No releases published

This is a Flask web app, running on top of FastAPI. It takes in a CSV file of URLs that it runs through
various processes to determine if a URL is malicious or not.

It's in active development. A website will be set up soon for demo purposes, but you can easily set it up to test on your Packages

own using the following instructions.
No packages published

To see a presentation on this, visit https://pyosec.com
Languages
Note: This was built using multiple methods for optimization. One version of this web app use AWS Lambdas
for its functions while another version uses RabbitMQ to send URLs to process to multiple physical machines ovthon 52 2 LML 11,00
on 2% 0%
in other locations in order to make use of their multiprocessing. The code in this repository only uses c:ts - 8,

multiprocessing. | will eventually document the setup for the other versions - it's just a little complex to put
the three separate options in one repository and still make it easy for anyone to try running their own version
of this web app/api.

This was built to run on python 3.11
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